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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User's Guide for a system managing a series of products. Not all products support all features.
Screenshots and graphics in this book may differ slightly from what you see due to differences in release
versions or your computer operating system. Every effort has been made to ensure that the information
in this manual is accurate.

Note: The Nebula Device on each chapter refers to the Nebula AP, Switch, Security
Appliance, Mobile Router, or Accessory respectively.

Related Documentation
¢ Nebula Device Quick Start Guide

The Quick Start Guide shows how to connect the managed device, such as the Nebula AP, Switch,
Security Appliance, or Mobile Router.

¢ Nebula Device User's Guide

Refer to the individual Nebula managed device's User's Guide for information about how to set the
device to be managed by the NCC and/or configure the device using its built-in Web Configurator,

¢ More Information

Go to the Nebula Control Center to find other information on the NCC.
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1.1 NCC Overview

CHAPTER 1
Introduction

The Zyxel Nebula Control Center (NCC) is a cloud-based network management system that allows you
to remotely manage and monitor Zyxel Nebula Mobile Routers, Access Points, Ethernet Switches,
Security Appliances, and Accessories. A Nebula Mobile Router is an LTE or NR cellular 5G indoor or
outdoor router that can be managed by Nebula. You need to set up a Zyxel Account in order to log
into the NCC and manage your Nebula Devices, as discussed in Section 1.2.2 on page 25.

NCC feature support includes:

* System accounts with different privilege levels

» Site Administrator: manage one site, which is a network that contains Nebula Devices

¢ Organization Administrator: manage one or more organizations, which are sets of sites

* Mulfi-tenant management

* Inventory and license management

* Alerts to view events, such as when a device goes down

* Graphically monitor individual devices

» Securely manage Nebula Devices by using the Network Configuration Protocol (NETCONF) over TLS

Note: NCC supports IPv4 address only.

The following table describes the supported Nebula Devices.

Table 1 Supported Nebula Devices

CATEGORY

INCLUDED ZYXEL DEVICES

Hybrid Mobile Routers

LTE/NR Indoor/Outdoor Models

Security Router

SCR 50AXE, USG LITE 60AX

Security Gateways

NSG Series

Hybrid Security Firewalls

ZyWALL ATP / USG FLEX / USG FLEX H / USG20(W)-VPN Series
Note: The following Nebula Devices do NOT have a P1 port:
e USG FLEX 50

e USGFLEX 100 rev 2.0
e ATP100rev 2.0

Hybrid Switches

NSW / GS / XGS / XS Series

Hybrid APs (Access Point)

NAP / NWA / WAC / WAX Series

Accessories

PoE12-3PD

Note: To view the list of Nebula Devices that can be managed through NCC, go to Help >

Device function table.
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A hybrid device can operate in either standalone or Nebula cloud management mode. When the
hybrid device is in standalone mode, it can be configured and managed by the Web Configurator.
When the hybrid device is in Nebula cloud management mode, it can be managed and provisioned by
the Zyxel Nebula Control Center (NCC).

1.1.1 MSP (Managed Services Provider) Portal

If you have an MSP license (as discussed in Section 14.1 on page 741), use the MSP menus for cross-
organization management and branding.

A Managed Service Provider (MSP) network is a group of organizations that belong fo the same
organization administrator. With MSP, you can:

* View the organization summary and transfer licenses

» Copy the seftings from a source organization to a destination organization

¢ Create administrators or groups of administrators (teams) and view their login details
* Assign administrators to multiple organizations

* Upload/replace/remove the dashboard logo on NCC

e Set the support contact details

* Configure MSP alerts to monitor Nebula Devices for unexpected events (for example, online/offline
events)

<0
/]

~

U

I snmsns ssdess I
EEEEEE EmEgEE
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1.1.2 Sites, Organizations, and Groups

To manage by how Nebula Devices are deployed, use the Site-wide, Organization-wide and Group-
wide menus.

In the NCC, a site is a group of Nebula-managed devices in the same network. An organization is a
group of sites. A group is a collection of two or more organizations. To use the NCC to manage your
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Nebula Devices, each Nebula Device should be assigned to a site and the site must belong to an
organization.

* Asite can have multiple Nebula Devices, but can only belong to one organization.
¢ Asite can be managed by more than one site or organization administrator.

* An organization can contain multiple sites and can be managed by more than one organization
administrator.

* A Zyxel Account can be an organization administrator and/or site administrator in the NCC (see
Section 12.3 on page 676).

¢ Asite administrator can manage more than one site.

1.1.3 Mobile Router, Security Appliance, Switches, Access Points, and
Accessories

To manage by Nebula Device type, use the Security Router, Mobile Router, Firewall, Security Gateway,
Switch or Access Point menus.

In the following example, with an NCC organization administrator account, you can use NCC to
remotely manage and monitor the Zyxel Nebula Security Appliances (SA), Ethernet Switches (S), and
Access Points (AP).

Figure 1 NCC Example Network Topology
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N

— Internet
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1.1.4 License Concept

The following section describes license concepts in NCC. Licenses unlock additional features in NCC.
This means you purchase a license, assign the license to a Nebula Device, and you can then use the
service in the site or organization that the Nebula Device is in.

1.1.4.1 Summary of NCC Licenses

There are three categories of licenses in NCC:

* Organization: These licenses unlock advanced features for sites and organizations.

» Security Service: These licenses unlock advanced security features on a Security Appliance/Firewall
device.

¢ MSP: This license unlocks the MSP menu for an NCC user account.

The following table gives a summary of all licenses in NCC at the time of writing.

Table 2 Licenses Summary

LICENSE CATEGORY ASSIGN TO DESCRIPTION
Nebula Organization Any NCC-managed | Unlocks all advanced features within the Nebula
Professional Pack devices Device's organization.

For details on Pro features, see Section 1.1.4.2 on

page 19.
Nebula Plus Pack Organization Any NCC-managed | Unlocks certain advanced features within the
devices Nebula Device's organization.

Note: Upgrade to Nebula Professional Pack
to get all the advanced features.

For details on Plus features, see Section 1.1.4.2 on

page 19.

MSP MSP NCC user account Unlocks the MSP menu and MSP features for an
NCC user account.

MSP Trial MSP NCC user account Unlocks the MSP menu and MSP features but is

available only once per NCC account for 30 days.
Go to More > My devices & services > Services:
Activate trial for MSP.

Note: An MSP Trial license may not be
fransferred to a different account. A
deactivated trial license ends the
service and cannot be re-claimed.

Organization Trial Organization Organization Available when creating a new organization.
Unlocks all Nebula Professional Pack and Nebula
Security Pack (NSS) features in the organization for
30 days. There are no restrictions on the allowed
number of Nebula Devices or sites.

Note: Each Nebula user account can create
10 new organizations with trial licenses
every 90 days.
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Table 2 Licenses Summary (continued)

LICENSE

CATEGORY

ASSIGN TO

DESCRIPTION

Nebula Security
Pack (Nebula
Security Service)

Security Service

Nebula Security
Gateway (NSG)
devices

Unlocks security services, such as anti-virus and
anti-malware.

You can use these security services within the
NSG's site.

UTM Security Pack

Security Service

USG FLEX devices

Unlocks security services, such as anti-malware,
content filter, URL threat filter, IP reputation,
sandboxing, IPS (Intrusion Prevention System),
application patrol, SecuReporter, CDR
(Collaborative Detection & Response), and
security profile sync (see Section 12.4.5 on page
695 for more information), on a Security Firewall.

You can then use these security services within the
Security Firewall's site.

FLEX 50

Gold Security Pack | Organization ATP devices Unlocks security services, such as content filter,
and Security application patrol, DNS/URL threat filter, IPS
Service (Intrusion Prevention System), Reputation filter,
anti-malware with hybrid mode, sandboxing, CDR
(Collaborative Detection & Response), security
profile sync, Secure WiFi, SecuReporter, and alll
advanced features of a Nebula Professional Pack
license.
For details on Pro features, see Section 1.1.4.2 on
page 19.
Gold Security Pack | Organization USG FLEX devices Unlocks security services, such as content filter,
and Security except USG20-VPN / | application patrol, DNS/URL threat filter, IPS
Service USG20W-VPN / USG (Intrusion Prevention System), Reputation filter,

anti-malware, sandboxing, CDR (Collaborative
Detection & Response), security profile sync,
Secure WiFi, SecuReporter, and all advanced
features of a Nebula Professional Pack license.

Secure WiFi

Security Service

USG FLEX devices
except USG FLEX 50

Unlocks the Remote AP feature.

Content Filter Pack

Security Service

USG VPN devices

Unlocks security services, such as content filter,
SecuReporter, and security profile sync on USG
FLEX 50 / USG20-VPN / USG20W-VPN devices.

Connect & Protect
(CNP)

Security Service

NWAT1123-ACv3,
WACS500, WACS500H

Unlocks security services, such as threat protection
using DNS and IP reputation filters.

Connect & Protect | Security Service | NWAT10AX, Unlocks security services, such as application
Plus (CNP+) NWAZ210AX, visibility and threat protection using DNS and IP
WAXS510D, WAX610D, | reputation filters.
WAX630S, WAX650S
Elite Pack Organization SCR 50AXE, USG LITE | Unlocks security services, such as web filtering,
and Security 60AX Ransomware Prevention Premium, and all
Service advanced features of a Nebula Professional Pack

license.

For details on Pro features, see Section 1.1.4.2 on
page 19.

Entry Defense Pack

Security Service

USG FLEX H devices

Unlocks security services, such as DNS/URL threat
filter, Reputation filter, SecuReporter, and Priority
support requests.
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1.1.4.2 Organization License Tiers

NCC features the following license tiers for organizations: Base, Plus, Professional.

¢ The Base tier is free and included with every organization.

¢ The Plus and Professional tier licenses unlock additional features within the organization. From a Plus
tier license, upgrade to a Professional tier license to unlock all the additional features. These features
are marked in the user interface with a diamond icon (% ). Hover the mouse over the licensed

features to view the license type.

The feature differences between the license tiers are listed below:

Table 3 NCC License Tier Differences

FEATURE BASE PLUS PROFESSH | LocaTion NOTES
Group-wide menu (Monitor — No No Yes Group-wide To create a group,
Overview, Inventory, Change you must be an
log, and Configure — Settings, NCC admin and the
Org-to-Org VPN, and owner of two or
Administrators) more Professional
organizations.
Organization change logs No No Yes Organization-wide >
Organization-wide
manage > Change
log
Login IPv4 address ranges for No No Yes Organization-wide >
an organization Organization-wide
manage >
Organization
settings
Number of admin accounts 5 8 Unlimited | Organization-wide >
Administrators
Number of cloud 50 100 Unlimited | Organization-wide >
authentication accounts Organization-wide
manage > Cloud
authentication
Cloud authentication users No No Yes Organization-wide >
with VLAN aftribute Organization-wide
manage > Cloud
authentication
(Account type: User)
Cloud Authentication DPPSK No No Yes Organization-wide >
account type Organization-wide
manage > Cloud
authentication
(Account type:
DPPSK)
Site-wide settings sync No No Yes Organization-wide >
Organization-wide
manage >
Configuration
management
Switch settings clone No No Yes Organization-wide >
Organization-wide
manage >
Configuration
management
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Table 3 NCC License Tier Differences (continued)

FEATURE BASE PLUS PROFESSI || 5caTION NOTES
ONAL
Site/Switch configuration No No Yes Organization-wide >
backup and restore Organization-wide
manage >
Configuration
management
Configuration templates No No Yes Organization-wide > | Af the time of
Organization-wide writing, gateway
manage > and mobile router
Configuration configuration
templates templates are not
available
Add client to block list/allow No No Yes Site-wide > Clients
list
WiFi aid No No Yes Site-wide > Clients
Connection log No No Yes Site-wide > Clients
Site-wide topology No Yes Yes Site-wide >
Topology
Summary report email & No Yes Yes Site-wide >
schedule Summary report
Site-wide > Monitor
> Access point /
Switch / Security
gateway / Firewall >
Summary report
Time period for summary 24 hours 7 days 365 days Site-wide >
reports Summary report
Site-wide > Monitor
> Access point /
Switch / Security
gateway / Firewall >
Summary report
Time period for device 24 hours 7 days 365 days Site-wide > Devices
monitoring statistics > Access point /
Switches / Security
router / Security
gateway / Firewall >
[Select Access
Points / Switches]
Time period for client 24 hours 7 days 365 days Site-wide > Clients >
monitoring statistics [Select client]
Time period for device event 24 hours 7 days 365 days Site-wide > Monitor
log access > Site features logs
Export data to CSV/XML file No No Yes Allmonitoring pages
with tables
Open API No No Yes All monitoring
information
APl access (for example, No No Yes Site-wide >
DPPSK third-party integration) Configure > Site
settings
Smart email alerts Yes Yes Yes Site-wide >
Configure > Alert
settings
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Table 3 NCC License Tier Differences (continued)

FEATURE

BASE

PLUS

PROFESSI
ONAL

LOCATION

NOTES

Per-device firmware upgrade
schedules

No

Yes

Yes

Site-wide >
Configure >
Firmware
management

Org-wide firmware upgrade

No

Yes

Yes

Organization-wide >
Organization-wide
manage > Firmware
management

Priority support requests from
NCC portal or Nebula app

Yes

No

Yes

Help center >
Support request

Web chat with tech support
directly from NCC portal

No

No

Yes

Website footer

Maximum uploaded photos
from phone through NCC app

Site-wide > Devices
> [select Nebula
Device for example,
Access points] >
Photo

Remote CLI access

No

No

Yes

Site-wide > Devices
> Access Points /
Security gateway /
Firewall [Select AP]
Live tools

Wireless health monitor and
report

No

No

Yes

Site-wide > Monitor
> Access points >
Wireless health

Programmable SSID/PSK

No

No

Yes

Site-wide >
Configure > SSID
settings

Dynamic Personal Pre-Shared
Key (DPPSK)

No

No

Yes

Site-wide >
Configure > Access
points > SSID
advanced settings

Vouchers as WiFi
authentication credentials

No

Yes

Yes

Site-wide > Monitor
> Access points >
Vouchers

Site-wide >
Configure > Site
settings

Site-wide >
Configure > Access
points > SSID
advanced settings

Site-wide >
Configure > Access
points > Captive
portal customization
> [portal theme]

RADIUS accounting for
captive portal

No

No

Yes

Site-wide >
Configure > Access
points > SSID
advanced settings
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Table 3 NCC License Tier Differences (continued)

FEATURE

BASE

PLUS

PROFESSI
ONAL

LOCATION

NOTES

Customize RADIUS NAS ID

No

No

Yes

Site-wide >
Configure > Access
points > SSID
advanced settings

Customize portal redirect URL
parameter

No

No

Yes

Site-wide >
Configure > Access
points > Captive
portal customization

Smart steering per AP

No

No

Yes

Site-wide >
Configure > Access
points > Radio
settings > [Edit the
selected Access
Point]

Bandwidth Management by
VLAN interface

No

No

Yes

Site-wide >
Configure > Access
points > Traffic
shaping

Currently supported
on NWAT123ACvV3,
WACS500, WACS500H,
NWAT10AX,
NWA210AX,
WAX510D,
WAX610D,
WAX630S, WAX650S

AP traffic log

No

No

Yes

Site-wide >
Configure > Site
settings

IPTV report

No

No

Yes

Site-wide > Monitor
> Switches > IPTV
report

Advanced IGMP

No

No

Yes

Site-wide >
Configure >
Switches >
Advanced IGMP

Switch Surveillance Monitoring
with ONVIF

No

No

Yes

Site-wide > Monitor
> Switches >
Surveillance

Currently only
supported on
GS1350 series
switches

Extended PoE range

Yes

Yes

Yes

Site-wide >
Configure >
Switches > Switch
ports > [select port]

Currently only
supported on
GS1350 series
switches

Automatic PoE device
recovery

No

Yes

Yes

Site-wide >
Configure >
Switches > Switch
ports > [select port]

Port bandwidth control

Yes

Yes

Yes

Site-wide >
Configure >
Switches > Switch
ports > [edit the
selected port]

Vendor ID-based VLAN

No

Yes

Yes

Site-wide >
Configure >
Switches > Switch
settings
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Table 3 NCC License Tier Differences (continued)

FEATURE

BASE

PLUS

PROFESSI
ONAL

LOCATION

NOTES

IP interface and static route

No

No

Yes

Site-wide >
Configure >
Switches > IP &
routing

Remote SSH in Live tools

No

No

Yes

Site-wide > Devices
> Switches: Switch
Details > Live tools >
Remote SSH

IP Source Guard

No

No

Yes

Site-wide >
Configure >
Switches > Switch
settings

Nebula cloud authentication

Yes

Yes

Yes

Site-wide >
Configure >
Switches >
Authentication

Cloud Stacking

No

No

Yes

Site-wide >
Configure >
Switches > Stacking
management

Time period for security service
(AV/App Patrol/CF/IDP/NSS)
analysis report

24 hours

7 days

365 days

Site-wide > Monitor
> Security gateway
> NSS analysis report

Requires Nebula
Security Gateway
(NSG) Nebula
Security Service
(NSS) - Security Pack
(SP) license

Traffic log archiving

No

No

Yes

Site-wide > Monitor
> Firewall >
SecuReporter

VPN topology with traffic
usage

No

No

Yes

Organization-wide >
Organization-wide
manage > VPN
Orchestrator

Smart VPN

No

No

Yes

Organization-wide >
Organization-wide
manage > VPN
Orchestrator

VPN provision script email

No

No

Yes

Site-wide >
Configure > Security
gateway / Firewall >
Remote access VPN
(L2TP/IPSec)

Collaborative Detection &
Response (CDR) with
automatic respond action

No

No

Yes

Site-wide >
Configure >
Collaborative
detection &
response

Requires Security
Firewall UTM Security
Pack license
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Table 3 NCC License Tier Differences (continued)

FEATURE BASE PLUS PROFESSI | LocaTion NOTES
Smart mesh with manual Yes Yes Yes Site-wide > Devices | Currently supported
select of mesh controller (roof) > Access points on NWATT0AX,
and automatic fall back to NWA210AX,
aufo mode WAX510D,
WAXé610D,
WAX630S, WAX650S,
NWAT1123ACV3,
WACS500, and
WACS500H APs
Traffic logs to SecuReporter No No Yes Site-wide > Also available for
Configure > Site Gold Security Pack,
settings UTM Security Pack,
and Content Filter
Pack
Home networking Yes Yes Yes Site-wide > Devices | Currently only
> Mobile Router > supported on
Configuration NR5101, FWAS510
and LTE3301-PLUS
Cellular IP Passthrough No No Yes Site-wide > Devices | Currently only
> Mobile Router > supported on
Configuration NR7101 and LTE7461
Remote configurator in Live No No Yes Site-wide > Devices | Requires LTE or NR
tools > Mobile Router > cellular 5G indoor or
Live fools > Remote | outdoor router
configurator running the latest
firmware
Client device heartbeat No No Yes Site-wide > Devices | Currently only
> Mobile Router > supported on
Client device FWAS510 and
heartbeat LTE3301-PLUS

Organization License Grace Period

If a Professional or Plus license expires while assigned to a Nebula Device or you add an unlicensed
Nebula Device to the organization, you have a 15-day grace period during which the organization’s
license remains active. During the grace period, you must perform one of the following actions:

* Assign a valid Plus or Professional license to the unlicensed Nebula Device.

¢ Remove the unlicensed Nebula Device from the organization.

If the expired Nebula Device is sfill in the organization after the grace period elapses, the organization
automatically downgrades to the Base tier.

The grace period status can be any of the following:

* Near Expiring: Any Nebula Devices with licenses expiring within 15 days before the grace period has

started.

¢ License Expired: Any Nebula Devices with expired licenses after the grace period.

* Insufficient Licenses: Any Nebula Devices that are unlicensed, or lower fier licensed Nebula Devices
added during the grace period.
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1.1.4.3 General License Information

License Validity

Each license has a validity period, for example: 6 months, 1 year, 2 years. After being activated, a
license also has an expiry date, which is calculated as Activation Date + Validity Period. For example, if
a 1-year license is activated on January 1st 2022, then its expiry date is January 1st 2023.

Note: A license cannot be deactivated. An activated license continues counting towards its
expiry date, even if its licensed service is deactivated.

Bundled and Renewal Licenses

A bundled license is a license that is included when you purchase a Nebula Device. The bundled
license is automatically assigned to the purchased Nebula Device when you add the Nebula Device to
NCC.

A renewal license is a license purchased separately from a Nebula Device as a license key, from Zyxel or
a third-party reseller. To assign a renewal license to a Nebula Device, go to Organization-wide > License
& inventory > License and then click +Add. See Section 12.2.7 on page 669 for more information.

1.2 Getting Started

You can perform network management with the NCC using a web browser. Use a browser that supports
HTML5, such as Microsoft Edge, Mozilla Firefox, or Google Chrome. The recommended browser is
Google Chrome.

View the browser in full screen mode to display the NCC portal properly.

1.2.1 Connect Nebula Managed Devices

Connect your Nebula managed devices (such as the NAP102 or the NSW100-28P) to your local network.
Your local network must have Internet access. See the corresponding Quick Start Guides for hardware
connections.

1.2.2 Access the NCC Portal

1

Go to the NCC portal website.

Enter http://nebula.zyxel.com in a supported web browser. Click Get Started.
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2

ZYXEL
NETWORKS
LYXEL
Welcome to Nebula Cloud! fewen s
N
v )\
Overview of
Nebula Control

- = —
Watch on (0 ealebe

To log in using your Google Account, click Continue with Google and then click Sign In.
Or, fo log in using your Apple Account, click Continue with Apple and then click Sign In.
Or, enter the Zyxel Account Email and Password, and then click Sign In.

Note: To log into the NCC with your Zyxel Account., click Create an account with your existing
email address if you do not have a Zyxel Account.

Note: The Zyxel Account does not allow account creation using disposable email addresses.

Note: When you log in using a social account (Google or Apple) but the email address was
registered with a Zyxel Account, the system will prompt you to perform a login account
fransfer. You must agree to this before proceeding with the social account login. After
the login account fransfer, you can only log in using the social account method, not
the Zyxel Account method.

Note: Two-factor authentication, changing password, and forget password for social
account logins are managed on your social account settings.

Note: Organization-wide two-factor authentication is not allowed when you log in using a
social account (Google or Apple).
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Signin
-~ . .
' C ] Continue with Google
‘ Continue with Apple
or
Email

crrmmnalun '@Z\_.-’XEELCOI"I"IIW

Password
SRR RBRNNRNRES %
Remember me Forget password?

MNew user? Create an account

or

Try demo

| have signed up but haven't activated my account.
Resend activation email

Legal Notice Terms of Use Privacy Cookie Settings

Note: Click Try demo to enter the Demo Site. The Demo Site allows you to explore the NCC
Portal.

Click Create organization to create a new organization. If this is the first time you have logged info NCC,
proceed to step 9.

If you have more than one organization, click a row to select the organization you want to manage.

oz nebule s
};:‘ E:D|'|LE.’SICeruter @ @ @ : e

Accounts for syu@zyxel.com.tw

% & MSP Portal

Choose organization

- (D Create organization
Name Type
a Nebula Base Pack
proi2 MNebula Professional Pack
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4 The NCC supports two-factor authentication (2FA) to add a second layer of security fo your account.

Click Manage account to enable Two-factor authentication on the following page. Otherwise, you can
skip 2FA and go to step 9 directly.

QA ® 0 0 % @@
oSdmuE|YL\I

samuelyu@zyxel.comtw

E et s Manage account

[y

[» signout

O
ops
O~
ops

5 Click Two-factor authentication and then click the switch to enable Two-factor authentication.

ZYXEL

NETWORKS

Two-factor authentication

Account information
Set up two-factor authentication D

Two-factor authentication

Sign-in history
Motifications .

Promotional

communications

Use two-factor authentication to secure |':-’;'I"| every ume

6 The following screen appear. Activate the two-step verification service using the Google Authenticator
app or your email address. If you select Google Authenticator, install the app on your smartphone and
scan the QR code on the NCC web screen to get a 6-digit one-time code. Then enter the code and
click Verify to authenticate your identfity.
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Two-factor authentication

| +# Google Authenticator & Email authentication

Alternatively, click Email authentication to use your email to authenficate.

If you select Email authentication, an email is sent to your Zyxel Account’s email address. Click the
Enable 2FA link in the email.

X

Two-factor authentication

+# Google Authenticator ( & Email authentication )

We have sent an email to
a enmualuv@zyxel.com.tw

Please click the link in the email.

Resend email

Click OK to confirm email authentication the next time you need to log in again.
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Email authentication

Congratulations!

Two-factor authentication is enabled. You will receive an email each time you sign in.

enmuahun@zyxel.com.tw

To re-log in Nebula after the Two-factor authentication is enabled. Go to Applications > Nebula and
then click the Sign In link on the Zyxel Account Login Verification email to log in your Nebula account.

This emai nefification was generated by Zyxel. Do not reply to this email

z Y )( E L Nofification

NETWORKS July 2024

Deor Crmanal W .,

Your Iyxel account [sunvenyu@zyxel.com.iw] is attempting to sign in.
To ensure the security of your account, please click the button below to
complete the two-factor authentication.

If you did not attempt to sign in. please ignore this email.

Need Help?
Contact us and we will be happy to help.

Sincerely,
Iyxel Support Team

If this is the first time you have logged into NCC, the setup wizard welcome screen displays. You need to
create your organization and sites, register Nebula Devices and associate them with a site. See Chapter
2 on page 63 for how to use the wizard.
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Hey! It looks like your first time here.
Let's get you set up!

Q o

1.2.3 Access the Nebula SD-WAN (Orchestrator) Portal

Go to the Nebula SD-WAN (Orchestrator) web portal to configure ZyWALL VPN devices. This is only
available if you have purchased the SD-WAN license for Orchestrator Management.

1 Enter https://go.sd-wan.nebula.zyxel.com in a supported web browser. Click Sign in.

Zyxel Orchestrator

2 Tologin using your Google Account, click Continue with Google and then click Sign In.
Or, to log in using your Apple Account, click Continue with Apple and then click Sign In.
Or, enter the Zyxel Account Email and Password, and then click Sign in.
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Note: To log into the NCC with your Zyxel Account., click Create an account with your existing
email address if you do not have a Zyxel Account.

Note: The Zyxel Account does not allow account creation using disposable email addresses.

Note: When you log in using a social account (Google or Apple) but the email address was
registered with a Zyxel Account, the system will prompt you to perform a login account
transfer. You must agree to this before proceeding with the social account login. After
the login account fransfer, you can only log in using the social account method, not
the Zyxel Account method.

Note: Two-factor authentication, changing password, and forget password for social
account logins are managed on your social account setfings.

Signin
o~ . .
' C ] Continue with Google
‘ Continue with Apple

Email

crrmmnalun -@zyxel_com.tw

Password

sssssssssssnnne £

Remember me Forget password?

MNew user? Create an account

Try demo

| have signed up but haven't activated my account.
Resend activation email

i)
w
(=]
c
u

[

Legal Notice Ter Privacy Cookie Settings

Note: Click Try demo to enfer the Demo Site. The Demo Site allows you fo explore the Nebula
SD-WAN (Orchestrator) portal.

Read the GDPR Statement and click Agree to enter the Nebula SD-WAN (Orchestrator) portal.
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GDPR Statement x

Applicability of Privacy Policy

Zyxel, a world leading service provider, is devoted to provide
multifaceted privacy profections to our Users (“You or you”) while you are
enjoying our excellent products or services. We therefore offer you this
Privacy Policy (“Policy”) in order to sufficiently address our protection to
your persondl information. We hope you may spare your time to read
through this Policy for a better understanding to your rights of personal
information.

Information We Collect

Personal information means data through which may identify or contact

an individual person. We may collect various types of your personal

information based on the services or products you are using:
1. Information provided from you:

The information includes but not limited to your names, numbers or e-mdail
addresses which you consent or agree to provide as you sign up or
register to our website or use our service.

2. Information obtained from your use of our services or products:
a. Device information
b. Log information
c. Information from third-party partners
d. Location information
e. Unigue application numbers
f. Cookies and similar technologies

You may decide whether to provide personal information to us at your

Aicrratinn: hmweavear vnnt mony nnt he rhla tn raetain nnir cendireac if airch

Figure 2 Nebula SD-WAN (Orchestrator)

2
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B CREANIZATION i fa group enly hos one organization, you can use the same nome for both.
ORGANIZATION A Een Iy
® siteE ;
Duseription;
o
nfiguraticn In the initial wizard, you can £
Creqte a new group or a new £ Site: HO
organization of an existing
SITE group.
el

You can click Control Center to go to the NCC platform.
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1.3 NCC Portal Overview

The following summarizes how to navigate the Nebula web site from the Dashboard screen. The NCC

portal screen is divided into these parts:

Figure 3 NCC Overview
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* A -Expand/Collapse the Navigation Panel

e B —Title Bar

* C-Intent (Nebula Al)

* D - Navigation Panel

e E - Main Screen

* F—-Chatbot Al

1.3.1 Title Bar

The title bar provides common links and is always af the top of NCC.

Figure 4 NCC Title Bar

bula

— wiza nebula

= S B
) Control

Organization: APPAPP ~ > site: Allmodels - Q @ @ ﬂ @ HH 0

The icons provide the following functions.

Table 4 NCC Title Bar

LABEL

DESCRIPTION

Click this to expand or collapse the navigation panel. This allows you to show or hide the icon’s
label.

nebula Confrol
Center

Click this to show the Dashboard screen.

Group

This shows the name of the groups you are managing, if your NCC account has an MSP license.
Click fo choose another group if you have multiple groups.

Note: To create a group, you must be the owner of two or more Pro pack
organizations that are not currently assigned to a group, as discussed in Section
13.1.1 on page 728.

Organization

This shows the name of the organization you are managing. Click to choose another
organization, access the MSP portal or create a new organization.

Note: If you did not enable Two-factor authentication in the Account > Manage
account, the organization name with two-factor authentication enabled will
be grayed out.

Site

This shows the name of the site you are managing. Click to choose another site if you have
multiple sites in the selected organization.

Search

Use this to search for managed Nebula Devices by model, description or MAC address.

Help

Click this to view the documentation for NCC and NCC-compatible devices. For example, to
view the Security Firewall Series configuration and hardware information, locate the documents
under Security Appliance.

More

Click this to view your account information, login history and active sessions. You can also view
your Nebula Devices and manage NCC licenses linked fo your account.

Notification

Click this to view announcements such as:

* New features announcements

¢ NCC scheduled maintenance and service disruption announcements
¢ Nebula Device offline/online status updates

* Firmware upgrades availability

A red dot on the icon signifies an unread announcementy(s).

Settings

Click this to select a display language for the screens, or change the theme between dark and
light mode.
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Table 4 NCC Title Bar (continued)

LABEL DESCRIPTION

Applications Click this to open a list of links to different Zyxel sites, such as myZyxel, Nebula, SecuReporter,
Astra, Circle, Marketplace, Store, Education, and the Community.

Account Click this to manage your NCC account settings, or to sign out of NCC.

Note: If the browser window is foo narrow, the layout of the title bar changes and some
seftings are hidden under the More menu.

Figure 5 Layout of the Title Bar
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1.3.1.1 Site/Organization/Group

Select the site, organization and group that you want to manage.

* If you select a group, you can only select organization in that group. Select List all Groups from the
Group drop-down list o view all organizations and group.

¢ |If you have multiple organizations, select MSP Portal from the Organization drop-down list box to view
your organization summary (see Section 14.2 on page 741).

Note: You need to have an MSP license to view the MSP Portal.

* |If you need fo have more organizations, select Create organization from the Organization drop-down
list box to create a new one (see Section 1.4 on page 57).

* |f you need to have more sites, select Create site from the Site drop-down list box to create a new
one (see Section 1.6 on page 59).

Figure 6 NCC Title Bar: Group/Organization/Site

Group: TW Test

- » Organization: Test July - > Site: ZyNet TW-2 -

1.3.1.2 Search

Click this to search for NCC-managed devices by model, description or MAC address. You can enter
partial search criteria.
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Figure 7 Search

@ Start typing the name of clients or devices

1.3.1.3 More

Click the More icon at the top right-hand corner of the Dashboard screen o view and configure

account seftings.

Figure 8 More

Q

3

P Active sessions

¥D Recentlogins

= My devices & services

® ©

The following table describes this menu.

Table 5 Login Account Menu

LABEL DESCRIPTION

Profile This shows account information, such as name, address, and phone number.

My devices & This shows a list of all Nebula Devices in NCC that have your login account as the owner. You
services can filter the list of Nebula Devices by name, serial number, model, or organization.

You can also register licenses o your account, such as an MSP license.

Active sessions

Shows all active web browser sessions for this login account. Click End Session to close a session
and force the user to log into NCC again in that browser.

Recent logins

Shows the login history for this user account, including IPv4 address, location, and time.

Click My devices & services and the following screen appears. Click Devices fo view all Nebula Devices
of the user account which can be managed by NCC, MSP ID and organization notes, and/or all Nebula
Devices not registered to this user account but with a Full (Delegated) administrator privilege. See the
table on MSP cross-org manage > MSP cross-org manage > Admins & teams > Admins in Secfion 14.3.2
on page 746 for details on the organization privileges. See the table on MSP cross-org manage > MSP
cross-org manage > MSP portal in Section 14.2 on page 741 for details on the MSP ID and organization

notes.
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Figure 9 Devices

Users > My devices & services
My devices & services

The list of all Nebula devices and services that have been owned by your account.

Devices Services Purchase history NCC OpenAPI Key

¥ dewces

Serial number Organization i Device owner Device type

SCR 50AXE bk a an £ A LG A AT sal u@zyxel comtw Security router

GS1350-6HP 202209032205 GS1350-6HP Iw sal u@zyxel.comiw Switch

NWA220AX-6E 202206250008 Lobby_AP ZyNet TW sal u@zyxelcomtw Access point

USG FLEX 700H $202310110144 Test July ZyNet TW sal u@zyxel.comiw Firewall

USG FLEX 100 202110200018 USG FLEX 100 w sal u@zyxelcomtw Firewall

USG LITE 60AX $202407081043 sal u@zyxel.comiw Security router

USG FLEX 500H £ DAIUEON, USG FLEXH Test July MKTing-2F sal u@zyxelcomitw Firewall

USG FLEX 100 202110200019 USG FLEX 100 ™ sal u@zyxel.comiw Firewall

G51920-24 202209032005 G51920-24 sal 'u@zyxel.comitw Switch

NWA220AX-6E 202206250015 NWA220AX-6E Iw sal u@zyxel.comiw Access point

l »
Page 1 of3 » | Resultsperpoge 10

Click Services to view and configure the start dates, end dates, registered dates, activated dates and
statuses of an MSP license, purchase or register a license key, and export the list of MSP licenses in CSV/
XML format.

Figure 10 Services

Users> Myd & serv

My devices & services

The list of all Nebula devices and services that have been owned by your account.

Devices Services Purchase history NCC OpenAPI Key

B License key Service description Effective from Expiration date Status Actions Registered date  Activation date
[ LIC-NMSP-2YR-202206230916 Nebula MSP Pack License; 2YR 2022-07-01 2024-07-01 Expired 2022-06-23 2022-07-01
LIC-MSP-1¥R-202407010236  Nebula MSP Pack License; YR 2024-07-02 2025-07-03 Activated Transfer license 2024-07-02 2024-07-02

Click Purchase history to view the order ID, purchase date, number of licenses, statuses of purchased
MSP license(s), and export the information in CSV / XML format.
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Figure 11 Purchase History

My devices & services

The list of all Nebula devices and services that have been owned by your account.

Devices Services Purchase history NCC OpenAPI| Key

= @ purchases

Order ID Purchase date # licenses Status Export

Click NCC OpenAPI Key tab to manage your APl key. An APl key is required by third-party for access to
information and logs from NCC. Click Generate to create a key. Click Delete to invalidate the key. Then,
click Generate again to create a new key.

Figure 12 NCC OpenAPI Key (Generate Key)

Users> My de ces
My devices & services

The list of all Nebula devices and services that have been owned by your account.

Devices Services Purchase history NCC OpenAPI Key

OpenAPl Key: Generate

Created on

enAPI docume

Figure 13 NCC OpenAPI Key (Delete Key)

My devices & services

The list of all Nebula devices and services that have been owned by your account.

Devices Services Purchase history NCC OpenAPI Key

r other client-side code

leaked publicly may be deleted automatically.

OpenAPl Key AUaPY7gMbKRVHQTHCe @ @ Delete

Created on 2024-10-14 09:31 (+0)

Click Nebula OpenAPI documentation to search for available Nebula OpenAPI commands. For
example, Get Groups, Get Organizations From A Group, Get Organizations, and so on.
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Figure 14 Nebula OpenAPI Documentation

4, search..

» Zyxel Nebula OpenAP| (0.1.29)

groups
>
Group operations
>
Get Croups BT /v1/nebulafgroups
Response samples
Responses
» 2N

Suceessiul Respons

> 4

1.3.1.4 Notifications

Click this alert icon to view log messages for the selected site.

Figure 15 NCC Notfification

- QR O © 4

Notification

There's no message

1.3.1.5 Settings

Click the Settings icon at the top right-hand corner of the screen to view and configure NCC settings.

Figure 16 Seftings

(L, Dark mode ':'

@ Language
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The following table describes this menu.

Table 6 Settings Menu

LABEL DESCRIPTION

Dark mode Click this to apply a black background and white fext to the white background and black ftext
on the NCC screen.

Language Select the NCC display language.

At the time of writing, the following languages are available: English, Chinese, Japanese,
German, Russian, French.

Figure 17 Dark Mode

Oroupe List All Groups 5 Orgoniration NSEU

E Mobile router stotus [ ] wan utikzation

Bwitchies stotus ok Wirehess clients by usoge

1
0 =

No security goteway

1.3.1.6 Applications

Click this to display a list of related Zyxel Account links.
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Figure 18 Related Zyxel Account Links

myZyxel Nebula
LA
A ©
SecuReporter Astra
" &
Circle Marketplace
Store Education
Community

1.3.1.7 Account

Click the Account icon at the top right-hand corner of the screen to view and configure Zyxel Account
settings.

Figure 19 Account

o Sam

s@zyxel.comtw

% Manage account

[

[» signout

The following table describes this menu.

Table 7 Account Menu
LABEL DESCRIPTION

Manage account | Click this to edit your account settings at Zyxel.

Sign out Sign out of the Zyxel Account.

Account Information

Click Account information to add/change your account information and the login password.
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Figure 20 Account Information

Account information

Account information

Profile Save
Two-factor authentication
First name * S
Sign-in history
Notifications Last name * Y
Promotional
communications Email s@zyxel.com.tw
Country/Region * |l Taiwan

tact person

@ An additional contact to receive system notification.

Password Save

Current pa

sessssassssanes 4

: %

@ Password must be ot least 8 characters long and include ot least one
uppercase letter (A-Z), one lowercase letter (a-z), cne number (0-9),
and one special character ({@#4$%"&*()_+) as combinations.

Confirm new password * %

The following table describes this menu.

Table 8 Account Information Menu

LABEL DESCRIPTION

Account Click Edit profile to add/change the following account information:

information

First name Enter your first and last names. Both names must consist of 1 — 64 alphanumeric characters.
Last name

Email Enter the email address you use to log in to the Zyxel Account.

Note: The Zyxel Account does not allow disposable email addresses (for example,
example@zevars.com). A disposable email is an email address that is
temporary. It expires after a set amount of time or a set number of uses.

Country/Region Select where you are located.
Contact person Enter another person’s email address to receive notifications about your Nebula Device.
Password Click Change password to change your current password.

Current Password Entfer the current password you use to log in fo the Zyxel Account.
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Table 8 Account Information Menu

LABEL

DESCRIPTION

New Password

Enter the New Password. Use a minimum of 8 characters, including 0-9 a-z A-Z “~1@#$%&*(_+-
=} 1"/<>2).

Confirm new

Enter the New Password fo confirm.

password
Cancel Click Cancel to exit this screen without saving.
Save Click Save to save your changes back to the Zyxel Account.

Two-factor Authentication

Click the Set up two-factor authentication switch to the right to add a second layer of security fo your

Zyxel Account.

Figure 21 Two-factor Authentication

ZYXEL

NETWORKS

Account information

Two-factor authentication

Set up two-factor authentication D

Two-factor authentication

Motifications

Promotional

Sign-in history

communications

Use two-factor authentication to secure login every time

Sign-in History

Use the Sign-in history screen to view a log of the last 10 sign-ins to your Zyxel Account. Click See more
history to view a log of sign-ins to your Zyxel Account for up to the last 60 days. Click the Sign out icon to
log out of your Zyxel Account session.
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Figure 22 Sign-in History

Sign-in history

Account information

Today

:E Windows « Chrome

61.222 8626 « Hsinchu, Taiwan « 05:29 PM (UTC+08:00)
@ Your current session

Two-factor authentication

Sign-in history

Motifications
EEI Windows » Chrome
61.222 86,26 « Hsinchu, Taiwan « 03:13 PM (UTC+08:00)
Promotional
communications

Windows « Chrome
61.222 86.26 « Hsinchu, Taiwan « 02:21 PM (UTC+08:00)

Efl Windows « Chrome
61.222.86.26 « Hsinchu, Taiwan « 08:54 AM (UTC+08:00)

Yesterday

EEI Windows « Chrome
61.222.86.26 » Hsinchu, Taiwan « 06:57 PM (UTC+08:00)

Windows « Chrome
61.222.86.26 » Hsinchu, Taiwan « 06:56 PM (UTC+08:00)

Windows = Edge
61222 86.26 « Hsinchu, Taiwan « 06:51 PM (UTC+08:00)

Windows « Edge
61222 86.26 « Hsinchu, Taiwan « 06:07 PM (UTC+08:00)

Windows » Chrome
61222 8626 « Heinchu, Taiwan « 06:04 PM (UTC+08:00)

Windows « Chrome
61.222 86.26 « Hsinchu, Taiwan « 04:30 PM (UTC+08:00)

& & & & &

Notifications

Use the Notifications screen to enable email notifications for each successful or unsuccessful login fo
your Zyxel Account.
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Figure 23 Notifications

Notifications

Account information

Email notifications

Two-factor authentication
Login successful notification [ @)
Sign-in history
Login failure notification ()
Motifications
Unusual GeolP login notification [ @)
Promeotional
communications
The following table describes this menu.
Table 9 Nofifications Menu
LABEL DESCRIPTION
Email notifications | Click the switch to the right o receive an email alert when the following events occur.
Login successful A notification is sent by email for each successful login fo your Zyxel Account.
notification
Login failure A notification is sent by email for each unsuccessful login attempt to your Zyxel Account.
notification
Unusual GeolP A notification is sent by email for each login attempt to your Zyxel Account from a location
login notification you have not logged in from in the past 60 days.

Promotional Communications

Click the General info and offers from Zyxel switch to the right to receive emails containing general
information and promotional offers from Zyxel.

Figure 24 Promotional Communications

Promotional communications

Account information ) o )
Manage promotional communications settings for your Zyxel account.

Two-factor authentication o ) )
General info and offers from Zyxel . @)

Sign-in history

Naotifications

Promotional
communications

1.3.2 Intent

Click the Intent icon at the top left-hand corner of the screen to search for pages about where to
configure an NCC feature.
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Figure 25 Intent

@

Intent E=5 B X
®) con f De | >E

e-wide =

View and control your clients connected to security appliance

@ site-wid

Viaw and cantral wnir cliante cannactad o cwiterhae

The following table describes this menu.

Table 10 Intent Menu

LABEL

DESCRIPTION

A

Click this to display/hide the Intent window.

B

Click this to hide the Intent window.

C

Enter your query here. You can enter a complete sentence to search for information instead
of a keyword. Press Enter on your keyboard or click the Send button (E) to send your query to
Nebula Al.

Note: You can use up to 4096 alphanumeric characters.

Click this to remove the text and start another query.

Click this to send your query to Nebula Al.

By default, this displays the popular topics. After entering your query and clicking send, the
Al-generated page links appear. Click on an Al-generated link to go to the page in NCC.

Click the thumbs up icon if the Al-generated link is helpful. This increases Nebula Al's
associatfion of your query to the page in NCC. Alternatively, click the thumbs down icon if the
Al-generated link is unhelpful. This decreases Nebula Al's association of your query to the
page in NCC.

1.3.3 Chatbot Al

Click the Chatbot Al icon at the lower right of the screen to answer your NCC queries.

Nofte:

The Chatbot Al is a Nebula Base tier feature. You need a Nebula Professional Pack
license to have the following features:

— direct your query to a live Zyxel Support team member from 09:00 to 17:00 (UTC+8)
— submit a support ticket (see Section 15.5 on page 776 for more information).
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Figure 26 Chatbot Al - Enfer Your Query

< Nebula pro
We're currently away. Please leave us a message!

e
indza

S MN.E.B.U.LA {Pro)
What information are you looking

for?
%> Nebula Al

Welcome to Nebula Al! Feel free to
ask any guestions you have, but
please note that while | strive for
accuracy, my responses may not
always be 100% correct.

MNebula Al isn't perfect, we would
appreciate your help in making it
better.

Privacy Notice

Please enter your question.

Enter your query on Reply here... and press Enter on your keyboard to send your query to Chatbot Al.
The Al-generated answer appears.

Note: You can enter up to 4,096 keyboard characters.
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Figure 27 Chatbot Al

A

Main menu

At .
N N.c.o.u.L.A (Fio)

FlEdse eNner your gquesuun.

How many SSIDs can | configure in my
Access Point?

The maximum number of S51Ds per
site is limited to eight. If you require
two distinct SSID configurations
(four S5IDs and six S51Ds) for
different AP groups, it is advisable to
divide the APs into two separate
sites based on the 5SIDs.

Please refer to the following link to
get more information.

Source:
[NEBULA] Multi S5ID C

Does it help?

D

[ ves | [ mo |

The following table describes this menu.

Table 11 Chatbot Al Menu

LABEL DESCRIPTION

A Click this to close the Chatbot Al window.

B Click this to show the main menu.

C For more information, click the link to the source of the Al-generated answer on the Zyxel
Community site.

D Click Yes if the Al-generated answer is helpful. This increases Chatbot Al's association of your
query to the topic in the Chatbot source. Alternatively, click No if the Al-generated answer is
unhelpful.

1.3.4 Navigation Panel

Use the NCC menu items to configure network management for each site, organization and/or Nebula
Device.

Table 12 Navigation Menus Overview

LABEL DESCRIPTION

Use these menus to set up customer networks.

Site-wide Manage Nebula Devices in a site.
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Table 12 Navigation Menus Overview (continued)

LABEL DESCRIPTION
Organization | Manage multiple network sites within an organization.
-wide
Group-wide | Manage settings for multiple organizations and create VPN links between groups in the
organization. Two or more Pro tier organizations can be a group.
MSP Create multiple organizations and change the branding and assign administrators to multiple

organizations.

Use these menus to set up customer Nebula Devices.

Access Manage the Zyxel APs (Access Points).
points
Switches Manage the Zyxel Switches.
Security Manage the SCR 50AXE and USG LITE 60AX.
router
Firewall Manage the ZyWALL ATP, USG FLEX, USG FLEX H and USG20(W)-VPN devices (firewalls).
Security Manage the ZyWALL NSG devices.
gateway
Mobile Manage the Zyxel LTE/NR devices.
router
Help center Access the Zyxel community forum, submit a support ticket, view User Guides for Nebula

managed devices, view ports used by Nebula, view Nebula privacy policies, and view devices/
features that can be managed by Nebula.
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This is a summary of the menu details.

Table 13 NCC Menu Summary

LEVEL 1 LEVEL 2 / LEVEL 3 | FUNCTION
Site-wide Intent Use this menu to search for pages in the NCC portal where to configure a
particular feature.
Dashboard Use this menu to view Nebula Device connection status and traffic
summary.
Topology Use this menu to view Nebula managed-device connections in your
network.
Devices
Add devices Click + to register a Nebula Device and add it to the site.
Access points / | Use this menu to view Nebula Device connection status and traffic
Switches / summary.
Security router
/ Firewall /
Security
gateway /
Mobile router /
Accessories

Map & floor plans

Use this menu to locate Nebula Devices on a world map or on a floor
plan.

Clients

Client list Use this menu to view the connection status and detailed information of
all wired and WiFi clients connected to Nebula Devices (Access Points,
Switches, Security Appliances) in the site.

WiFi Aid Use this menu fo display an overview of the AP’s WiFi clients connection
issues, as an aid to troubleshooting.

Connection Use this menu to view all related event logs between Access Points and

log WiFi clients, and DHCP logs of Nebula Security Appliances (NSG, ZyWALL

USG FLEX, ATP, and USG20(W)-VPN). Association, Authentication,
Disconnection, and DHCP event logs that occur are summarized in
chronological order to aid in froubleshoofing.

Applications usage

Use this menu to view usage of applications such as Social Network,
Telephony (VolP), Advertising, News, Web Services in the network.

Summary report

Use this menu to view network statistics for a site, such as bandwidth
usage, power usage, fop Nebula Devices, top clients and/or top SSIDs.

Monitor

Access points

Event log Use this menu to view all events on the Access Point. An event is
something that has happened fo a Nebula managed device.
Vouchers Use this menu fo create and manage vouchers that allow WiFi network

access.

Wireless health

Use this menu to view health of the WiFi networks for the supported Access
Points and connected clients.

WiFi Aid Use this menu to display an overview of the AP’s WiFi clients connection
issues, as an aid to troubleshooting.

Summary Use this menu to view network statistics specific fo Access Points in the site.

report
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Table 13 NCC Menu Summary (confinued)

LEVEL 1 LEVEL 2 / LEVEL 3 | FUNCTION
Switches
Event log Use this menu fo view all events on the Switch. An event is something that

has happened to a Nebula managed device.

Surveillance

Use this screen to view information about Powered Devices (PDs)
connected fo ports on the Switch.

IPTV report Use this menu to view available IPTV channels and client information.
Summary Use this menu fo view network stafistics specific to Switches in the site.
report

Security router

Event log Use this menu to view all events on the Security router. An event is

something that has happened to a Nebula managed device.
VPN Use this menu to view status of the site-to-site VPN connections.
connections

Threat report

Use this menu to view statistics for threat management categories.

Content Filter

Use this screen to view statistics for content filter categories.

report
Firewall

Event log Use this menu to view all events on the Security Frewall. An event is
something that has happened to a Nebula managed device.

VPN Use this menu to view status of the site-to-site VPN connections.

connections

SecuReporter Use this menu to view the statistics report for NSS (Nebula Security Service),
such as content filter, Intrusion Detection and Prevention (IDP),
application patrol, and anti-virus.

Summary Use this menu fto view network statistics specific to the Security Firewall in

report the site.

Security gateway

Event log Use this menu fo view all events on the security gateway. An event is
something that has happened fo a Nebula managed device.

VPN Use this menu fo view status of the site-to-site VPN connections.

connections

NSS analysis Use this menu to view the statistics report for NSS (Nebula Security Service),

report such as content filfer, Intrusion Detection and Prevention (IDP),
application patrol, and anti-virus.

Summary Use this menu to view network statistics specific to the security gateway in

report the site.

Containment list

Use this menu fo view and manage Nebula Devices contained by CDR
(Collaborative Detection & Response).

Site feature logs

Use this menu fo view log messages about configuration changes made
by the NCC for the site.
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Table 13 NCC Menu Summary (confinued)

LEVEL 1

LEVEL 2 / LEVEL 3

FUNCTION

Configure

Access points

SSID settings

Use this menu to view and configure SSID settings and authentication
methods.

SSID advanced
settings

Use this menu fo configure network access, traffic options, advanced
settings for SSID profiles, SSID visibility settings, and set whether the SSID is
enabled or disabled on each day of the week.

Captive portal
customization

Use this menu to configure captive portal settings for SSID profiles.

Radio settings

Use this menu to configure global radio settings, such as maximum output
power or channel width, and enable smart client steering for all Access
Points in the site.

Traffic shaping

Use this menu to configure the maximum bandwidth and load balancing.

Security service

Use this menu fo enable application visibility and opfimization, and IP
reputation filter on the managed Access Point.

AP & port Use this menu to configure load balancing setfings and enable or disable
settings a port on the managed Access Point and configure the port's VLAN
settings.
Switches

Switch ports

Use this menu to view the Switch port statistics and configure Switch
settings for the ports.

Port profiles

Use this menu to create profiles that can be applied to each port on the
Nebula Device. A port profile can enable the following features such as
RSTP, STP guard, port isolation, loop guard, storm control, and PoE.

Stacking Use this menu to create a stacking system, configure the stacking settings,

management | gnd view the stacking status.

ACL Use this menu to configure the access control list in order to control
access to the Switches.

IP & Routing Use this menu fo configure layer 3 features such as creating IP interfaces
and static routes on the Switch.

ONVIF Use this menu fo enable ONVIF and configure ONVIF VLAN ID for the

discovery selected Switch.

Advanced Use this menu to enable and configure IGMP snooping and create IGMP

IGMP filtering profiles.

Authentication | Use this menu to configure authentication servers and policies.

PoE schedules

Use this menu fo set the schedule for Switches in distributing power to
powered devices.

Switch settings

Use this menu to configure global Switch settings, such as (R)STP, QoS, port
mirroring, voice VLAN and DHCP white list.
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Table 13 NCC Menu Summary (confinued)

LEVEL 1

LEVEL 2 / LEVEL 3

FUNCTION

Security router

Interface Use this menu to configure interface address, subnet mask and VLAN ID
settings on the Security Router.

Threat Use this menu to enable threat management categories, configure

management | exception list using client's name/IP address, and allowed/blocked
domain name list.

Traffic Use this menu fo manage the use of various applications on the network

management | and control access to specific web sites or web content.

Firewall Use this menu to configure firewall rules for outbound traffic, create new

NAT rules and edit/delete existing NAT rules.

Site-to-Site VPN

Use this menu to configure VPN rules between Security Routers.

Remote access
VPN

Use this menu to enable and configure IPsec VPN rule from off-site clients
to an on-site Security Router.

Note: The SCR 50AXE does not support Remote access VPN.

SSID settings

Use this menu fo view and configure SSID seftings and authentication
methods.

SSID advanced
settings

Use this menu to configure WiFi security, band selection, assisted roaming
and U-APSD (Unscheduled automatic power save delivery) settings for
the SSID profiles.

Radio setftings

Use this menu to configure global radio settings, such as maximum output
power or channel width, and enable smart client steering for all Security
Routers in the site.

Router settings

Use this menu to configure DNS settings.

Firewall

Port Use this menu fo configure network mode and port grouping on the
Security Firewall (USG Flex / ATP Series).

Interface Use this menu to configure interface address, subnet mask and VLAN ID
settings on the Security Firewall (USG Flex / ATP Series).

Port and Use this menu to configure port groups and network interfaces on the

Interface Security Firewall (USG FLEX H Series).

Routing Use this menu to view and configure policy routes, static routes and WAN
load balancing.

NAT Use this menu to view and configure virtual servers and NAT settings.

Site-to-Site VPN

Use this menu to configure VPN rules between Security Firewalls.

Remote access
VPN

Use this menu to enable and configure IPsec VPN or L2TP VPN rules from
off-site clients to an on-site Security Firewall.

Security policy

Use this menu to configure firewall rules for outbound traffic, application
patrol, schedule profiles and port forwarding rules for inbound traffic.

Security service

Use this menu to enable content filter and block access to specific web
sites. You can also enable Anti-virus and Intrusion Detection and
Prevention (IDP) on the Security Firewalll.

Captive portal

Use this menu to configure captive portal settings for each Security
Firewall interface.

Authentication
method

Use this menu fo configure network access settings through a captive
portal or Nebula Cloud Authentication.
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Table 13 NCC Menu Summary (confinued)

LEVEL 1

LEVEL 2 / LEVEL 3

FUNCTION

Wireless

Use this menu to configure different SSID profiles for your ZyWALL USG FLEX
100W and USG20W-VPN.

Note: This menu only appears for the ZyWALL USG FLEX 100W and
USG20W-VPN.

Firewall settings

Use this menu to configure the DNS server and address records and also
set the external AD (Active Directory) server or RADIUS server that the
Security Firewall can use in authenticating users. You can also specify
walled garden web site links for all inferfaces on the Security Firewall.

Security gateway

Interface Use this menu to configure network mode, port grouping, interface
addressing address, static route and DDNS settings on the security gateway.

Policy route Use this menu to view and configure policy routes.

Firewall Use this menu to configure firewall rules for outbound traffic, application

patrol, schedule profiles and port forwarding rules for inbound traffic.

Security service

Use this menu to enable content filter and block access to specific web
sifes. You can also enable Anti-virus and Intrusion Detection and
Prevention (IDP) on the security gateway.

Site-to-Site VPN

Use this menu to configure VPN rules.

Remote access
VPN

Use this menu to enable and configure IPsec VPN or L2TP VPN settings.

Captive portal

Use this menu to configure captive portal settings for each security
gateway interface.

Network
access method

Use this menu to enable or disable web authentication on an interface.

Traffic shaping | Use this menu to configure the maximum bandwidth and load balancing.
Gateway Use this menu fo configure the DNS server and address records and also
settings set the external AD (Active Directory) server or RADIUS server that the

security gateway can use in authenticating users. You can also specify
walled garden web site links for all interfaces on the security gateway.

Alert settings

Use this menu to set which alerts are created and emailed or sent by the
Zyxel Nebula Mobile app. You can also set the email addresses to which
an alert is sent.

Firmware Use this menu to upgrade firmware or schedule firmware upgrades for
management Nebula Devices in the site.

Cloud Use this menu to add user accounts and grant user access to the selected
authentication site through different authentication methods, such as the MAC-based

authentication, captive portal or the IEEE 802.1x authentication method.

Collaborative
detection &
response

Use this menu to view and configure the policies and nofification settings
for malware, IDP and web threats and corresponding containment
actions to quarantine, alert or block. This is only available for ZyWALL USG
Flex Series and ZyWALL ATP Series at the time of writing.

Site settings

Use this menu fo change the general settings for the site, such as the site
name, Nebula Device login password, captive portal reauthentication,
SNMP, AP traffic logs to a Syslog server, traffic logs fo SecuReporter, WiFi
network authentication voucher settings, and APl access for DPPSK third-
party integration.
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Table 13 NCC Menu Summary (confinued)

LEVEL 1

LEVEL 2 / LEVEL 3

FUNCTION

Organization-
wide

License & inventory

Use this menu to manage your licenses and view the summary of Nebula
Devices which have been registered and assigned to the sites in the
selected organization.

Administrators

Use this menu to view, remove, or create a new administrator account for
this organization.

Organization-wide manage

Organization

Use this menu fo view a list of sites belonging to the selected organization

portal and detailed information about the Nebula Devices connected to the
sites.

Configuration Use this menu to synchronize the configuration between sites or switch

management ports and back up or restore a configuration file.

Configuration Use this menu to create or delete a configuration template or bind a site

templates to the template.

VPN orchestrator

Use this menu to view and manage VPNs created for the selected
organization.

Security profile

Use this menu to synchronize the settings of URL threat filter, anti-malware

sync and content filter on the selected gateways.

Firmware Use this menu to upgrade firmware or schedule firmware upgrades for

management Nebula Devices in the organization.

Cloud Use this menu o create or remove user accounts and grant user access

authentication to all sites in the selected organization through different authentication
methods, such as MAC-based authentication, captive portal, or the IEEE
802.1x authentication method.

Change log Use this menu to view log messages about configuration changes in this

organization.

Organization
settings

Use this menu to configure security settings or delete the organization.

Group-wide

Group-wide manage

Group portal

Use this menu to view organization and license details of a selected
group.

Org-to-Org VPN

Use this menu to view and manage VPNs between members in the group.

Inventory

Use this menu fo view Nebula Devices belonging to organizations. You
may also export the list of Nebula Devices found to your computer.

Administrators

Use this menu to view, remove, or create a new administrator account for
the selected group.

Change log

Use this menu to view log messages about configuration changes in the
group.

Group settings

Use this menu to configure group information and group members.
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Table 13 NCC Menu Summary (confinued)

LEVEL 1 LEVEL 2 / LEVEL 3 | FUNCTION
MSP MSP cross-org manage
MSP portal Use this menu fto create multiple organizations and change the branding
and assign administrators to multiple organizations.
Admins & teams Use this menu to create administrators or groups of administrators (feams)
and view their login details.
Cross-org Use this menu to sync or clone organization-wide settings from a source
synchronization organization to a destination organization.

Backup & restore Use this menu to back up your current Security Firewall's configurations to
NCC, or restore a previously saved configuration to the site.

Alert templates Use this menu to configure MSP alert templates to monitor Nebula Devices
for unexpected events (for example, online or offline events).

Firmware upgrades | Use this menu to check the Nebula Devices' firmware status across
organizations and schedule firmware upgrades.

Change log Use this menu to view log messages about configuration changes in the
Admins & teams and Cross-org synchronization screens.

MSP branding Use this menu to upload/replace/remove the dashboard logo. You can
also set the support contact details.

1.4 Create Organization

Use this screen to first create an organization, then create a site (network) in the organization, and finally
add Nebula Devices to the site.

Note: You have to contact Zyxel customer support if you need to change the device owner
or remove an Organization from the NCC. But an administrator can remove sites
without customer support. Configure your Nebula Device owners and organizations
carefully. See also Section 12.2 on page 659.

Note: There is no limit as to how many organizations you can create, but you can only
activate a frial license up to 10 new organizations every 90 days. The expiration date of
the organization created using a trial license is shown.

1 Click Create Organization from the Organization drop-down list box in the title bar. The Wizard starts. See
Chapter 2 on page 63 for detailed information about how to use the wizard to create an organization
and site. Otherwise, click Exit Wizard to close the wizard and display the Create organization screen.

2 Enter a name for your organization.

3 If you dlready have one or more than one organization under your account and you want to copy the
organization settings of an existing one, select the organization name from the Copy setting from field
and also Add this Org to MSP Teams by selecting existing teams before clicking the Create organization

button.

4 Click the Create organization button to add a new organization.
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Figure 28 Create Organization

4% nat
20 Cantral Canter

Group: TW Tast - Orgonization: Create organizotian - Site: - )
Lt # B ¢

@

e < )

New Organization

@
@ Cruate organizatan |

Choose whether to activate a one-month trial of Nebula Pro Pack and Nebula Security Services for the
organization. For example, USG FLEX 700, Secure WiFi License, TMO; USG FLEX 700, UTM Security Pack
License, 1TMO; Nebula Professional Pack License, TMO.

1.5 Choose Organization

When you have more than one organization on your account, the following screen displays right after
you log in. Select the organization you want to manage now, access the MSP Portal or click Create
organization fo add a new one.

Note: You need to purchase an MSP license to see the MSP Portal menu.

Figure 29 Choose Organization
Accounts for

# MSP Portal

Choose organization

- O Create organization

Name Type

End-OCT MNebula Base Pack
Hotel Maeir Nebula Base Pack
MY HOME MNebula Base Pack
Nebula_0Org Nebula Professional Pack
NSBU Nebula Professional Pack
Switch_AE Nebula Professional Pack
Test July MNebula Professional Pack
Test_October MNebula Base Pack
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1.6 Create Site

To add more sites to an organization, select Create site from the Site drop-down list box to create a new
one.

Figure 30 NCC Title Bar: Group/Organization/Site: Create site

Group: List All Groups - » Organization: Switch_AE - > Site: 2F_Office - Q
e-wide > Dashboard Organization porta
Dashboard Sites

O‘Eg Site network status at a glance 2F_Office
AE-Test2

@ Mobile

router

nternet

1+ Create site

Online 1n Online o3 onnne On

Create One Site

If you need to create a site in your organization, do the following:

1 To create asingle site, select the One site tab.

2 Enter a descriptive name, 1 - 64 characters including 0-9 a-z A-Z "~1@#$%&*(_+-={} | [1;"./<> 2) in the Site
name.

3 Set the site's configuration:

* Select Clone from if you want to copy the configuration from another site.

» Select Bind to template if you want to bind the site to a configuration template created in
Organization-wide > Organization-wide manage > Configuration templates. A configuration
template is a virtual site. The settings you configured in a template will apply to the real sites which are
bound to the template.

* Oftherwise, select Default configuration.
4 Select the Local time zone of the site’s location.

5 Click the register link in You can register more devices to this site. to add device(s) to your site. See
Section 12.2.2 on page 662 for more details.

6 Click the Create site button to add a new site.
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Create site

Multiple sites

Local time zone i

Devices

Create Multiple Sites

If you need to create muliiple sites and even add Nebula Device(s) to the site at the same time, do the
following:

To create more than one site, select the Multiple sites tab.

Set the sites’ configuration:
¢ Select Clone from if you want to copy the configuration from another site.

» Select Bind to template if you want to bind the sites to a template created in Organization-wide >
Organization-wide manage > Configuration templates. A configuration template is a virtual site. The
settings you configured in a femplate will apply to the real sites which are bound to the template.

* Oftherwise, select Default configuration.

Select the Local time zone of the site administrator’s location.

Click the Download sample import file link fo download a blank Excel file template, edit it accordingly,
and save it. The Excel file template can contain the following, maximum of 100 rows:

* Site name. Enter a descriptive name, up to 64 characters including 0-9 a-z A-Z "~I@#$%&* (_+-
={}| [I;"./<> 2). You can enter multiple rows with the same site name when adding Nebula Devices to
the same site.

Note: NCC does not allow duplicate same site.

* MAC address (optional). Enter the unique MAC address of the Nebula Device(s) to add to the new
site. Make sure to use the correct format AA:BB:CC:00:11:22 or AABBCCO001122.

» Serial number (optional). Enter the unique serial number of the Nebula Device(s) to add to the new
site.

¢ Device name (opfional). Assign a unigue name to the Nebula Device, up to 64 characters including
0-9 a-z A-Z "~1@#$%&*(_+-={}| [I;"./<> 2).
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1 |NOTE: Allowed maximum records: 100

2 |NOTE: Format of MAC Address, AA:BB:CC:00:11:22 or AABBCC001122. The site name and device name must not exceed 64 characters.

3 |NOTE: Please note that a site name is mandatory. If you wish to add a device to a specific site, please ensure that the MAC/SN is correctly filled in.
4 Site name MAC Address Serial Number Device Name

5 |New Site-1 20:24:07:08:10:43 5202407081043 AP-1

6 MNew Site-2 21:25:08:09:11:44 5202407081044 Ap-2

7

5 Click Choose file to locate the Excel file you wish to upload to NCC.

6 Click the Execute butfton to add new sites and optional Nebula Devices.

Create site

One site Multiple sites

© Default configuration
Clone from

Bind to template

ocal time zone = =
Eooal.umezone w | Asia - Taipei (UTC +8.0) -

Import sample_bulk_site_creator.xlsx

Upload a template file
with the MAC address
and serial number of
the devices you want
to register, mapped to
the names of the sites
you intend to create
Avoid mapping two

security devices to a
single site. The MAC
address, serial
number, and site
name fields are
required. It is crucial
to note that data will
only be successfully
imported inte Nebula
if all fields in the

file alid

Note: NCC will check and display an error message when:
The Nebula Device has already been added to NCC or registered to an organization
Entry format error in the Excel file template

Duplicate site name.

1.7 Cloud-Saving Mode

If you do not log into a base (free) license tier organization for over 30 days, the organization
automatically enters Cloud-saving mode to save your network bandwidth and cloud resources.

When Cloud-saving is enabled, NCC does not record any data traffic statistics, except the following:
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* Eventlogs
e Security Appliance WAN interface logs between the Nebula Device and NCC, and

¢ NSS (Nebula Security Service) analysis report (requires Nebula Security Pack (Nebula Security Service)
license).

To disable Cloud-saving mode, click the Cloud-saving mode switch or click the link in the NCC banner
when notified.

Figure 31 Cloud-saving mode

Welcome back

You haven't logged in to this Organization over 30 days.

NCC has deactivated the collection of the traffic stats (except for the device's
event log for troubleshooting) to conserve bandwidth & cloud resources.

You may disable cloud-saving mode on the banner and NCC will resume data

collection.

‘:,- Cloud-saving mode

Close
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CHAPTER 2
Setup Wizard

2.1 Setup Wizard

* The setup wizard helps you create an organization and site, add Nebula Devices, upgrade your
Nebula Device firmware, and set up WiFi networks quickly.

* The wizard appears automatically after you log in the first time or if there is no organization created
under your account.

* The wizard also starts when you click Create Organization from the Organization drop-down list box in
the title bar.

nebula seas
::;- b “I "JI Coey  OOUB: ListAll Groups ~ > Organization: [1720]YaWen_ 20231012 ~ >  Site: FlexiOOW - Q @ HH o
Control Center Q
@ Site-wide > Dashboard MSP portal =
Dashboard [1720]YaWen_20231012
[92) n{% Site network status ot o glance 2LD
@ End-OCT
; Hotel Mosir .@
2 @ 0 ©
= Mobile Firewall MY HOME Clients
. router
%] LR Nebula_org
; online 0n e — 1ro Wireless (o]
i} . 1 [PRO] Switch_AE
) cPU 0= [PRO] ) > Os, Wired 13
@ Access points by usage ‘/29 HUDU SSIDs by usage @ PoE power
e =) @ (NWASOAX) O
@ (NAP203) W 1 V,‘,L;.‘(’JU
25 219 G8 (WAX620D-6E) A
Clients Traffic O
Nl ‘ , @ (WAX300H)123 Consumed
@ ® 1302 FiE

2.1.1 Stepl: Run the Wizard

1 Afferlogging in fo https://nebula.zyxel.com, the following screen appears. Click GO to start the NCC
wizard.
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.\‘
-1,

f

nebuia

Nebula
Control Center

2 The welcome screen displays when you are creating the first organization under your account. Click
Let’s Start to begin.

Hevy! It looks like your first time here.
Let's get you set up!

Note: This screen will appear only if you have not created a new organization.

2.1.2 Step 2: Create an Organization and Site

1 Enter a descriptive name for your organization and site. Both names must consist of 1 — 64 characters.
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2 Select the time zone of your location. This will set the time difference between your time zone and
Coordinated Universal Time (UTC).

3 Click Next to confinue.

2.1.3 Step 3: Add Your Nebula Devices

1 Enter your device's MAC address and serial number.

You can also leave the fields blank and click Next to move on to the next step without adding a Nebula
Device.

2 Click the + Add button to register and add the Nebula Device to the site. You can register multiple
Nebula Devices at a time.

3 Click Next to proceed.

MAC oddress Benol numbor Name Modal

Serial Number »

e -

You might just click Next to skip this step.
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2.1.4 Step 4: Activate the Trial License(s)

You can decide if you want to activate a one-month trial period of Nebula Pro Pack and Nebula
Security Services for the organization. Before deciding on the frial license to activate, see Section 12.2.8
on page 672 for more information.

Note: Before activating a trial license, make sure the services in the license can be used by a
Nebula Device in the organization.

If you choose to activate a trial license, click to select the frial license(s) and then click Next. NCC will
send you an email reminding you to purchase the full license when the trial is close to expiring.

Trial licenses [ Activate &

Nebula Pro Pack Trial

[] @old securlty Pack Trial

[ content Filter Pack Trial

[ elite Pack Trial

[] connect & Protect Trial

[ secure WiFl Trial

2.1.5 Step 5: Upgrade your Nebula Device Firmware

You should always use the most recent firmware to get the latest features, improvements, and bug fixes
by clicking Yes (default setting).
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Even if you choose not to upgrade the firmware, NCC will still perform a mandatory upgrade to Stable
firmware version if the Nebula Device's firmware have security vulnerabilities, and/or lack key
performance improvements. See Table 203 on page 707 for the description of a Stable firmware.

The following table shows when a mandatory firmware upgrade occurs for the different Nebula Device

types.
Table 14 Mandatory Firmware Upgrade Behavior
NEBULA DEVICE TYPE MANDATORY FIRMWARE UPGRADE TIME
Access Points The mandatory firmware upgrade occurs when the Nebula Device is online with
NCC.

Switches / Security Appliances The mandatory firmware upgrade occurs after registering the Nebula Device on
NCC.

Click Next to proceed.

2.1.6 Step 6: Set up your WiFi Network
1 Configure the WiFi settings for the managed APs. Enter the WiFi network name (SSID) and the WiFi

password.

You can also leave the fields blank and click Next to move on to the next step without setting up the
main WiFi network.

2 Configure the ID number of the VLAN to which the SSID belongs.

The VLANID 1 is generated automatically by the NCC and reserved for a gateway’s LAN 1 and LAN 2 by
default. The IPv4 subnets 192.168.1.0/24 and 192.168.2.0/24 are also reserved for these two LAN
interfaces.

If you enter a different VLAN ID other than the default one (*1”) in the VLAN field, click the Set up VLAN
interface link to create a gateway interface with the specified VLAN ID. You need to configure an IPv4
address and subnet mask and enable the DHCP server function for this interface.

3 Click Next to proceed.
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Let's get your WiFi set up

2.1.7 Step 7: Set up a Guest WiFi Network

1 Configure WiFi and VLAN settings for guest users who can wirelessly access the Internet or networks
through Nebula Devices.

You can also leave the fields blank and click Next to move on to the next step without setting up the
guest WiFi network.

2 If you want to enable web authentication, select Clicking “Agree” to access the network to block
network traffic until a client agrees to the policy of user agreement. Otherwise, select Using their
Facebook account to join the network to block network traffic until the client logs in using his/her existing
Facebook account.

Note: If you do not enable any WiFi security, your network is accessible to any WiFi networking
device that is within range.

Note: The guest network function and Layer 2 isolation between clients are enabled on this
WiFi network by default.

If you enter a different VLAN ID other than the default one (“1") in the VLAN field, click the Set up VLAN
interface link to create a gateway interface with the specified VLAN ID. You can set the gateway
interface as a guest interface, configure the IPv4 address and subnet mask and enable the DHCP server
function for this interface.

Note: If you set the guest WiFi network to use the same VLAN ID as the WiFi network and have
already configured the gateway interface, the gateway interface configuration fields
will be grayed out in this screen.

3 Click Next to proceed.
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MNeed to set up a Guest WiFi?

2.1.8 Step 8: Set up the Deployment Method

If you added a ZyWALL USG FLEX / ATP / USG20(W)-VPN Series device in step 3, you need to select a
deployment method for management by Nebula. Select Nebula native mode if available. If not, select
Zero Touch Provision mode and configure an email address to send an activation link to the
administrator who is in charge of managing the Nebula Device.

Deployment Method

Deployment Method B

2] —
G IS = | T T T T Yol
I e o L o

Front WAN L

2.1.8.1 Nebula Native Mode

To use the Nebula native mode deployment method, perform the steps described in On the Nebula
Device.

2.1.8.2 Zero Touch Provision Mode

To configure the Zero Touch Provisioning (ZTP) settings, do the following in NCC:
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Enable VLAN Tag and configure the VLAN ID (1 — 4094) for the WAN port.
Select Static/DHCP/PPPOE/PPPOE with static IP for the WAN type of the Nebula Device.

If you select DHCP, enter the MTU (Maximum Transmission Unit) to set the maximum size (1280 — 1500) of
each data packet, in bytes, that can move through this interface.

If you select Static, enter the IP Address, Subnet Mask, Default Gateway, First/Second DNS Server, and
MTU (1280 - 1500).

If you select PPPQE, select the Authentication Type, enter the Username, Password, and MTU (1280 —
1492).

If you select PPPoE with static IP, select the Authentication Type, enter the Username, Password, IP
Address, Default Gateway, First DNS Server and MTU (1280 — 1492).

Note: Configure the VLAN ID and WAN interface for the Nebula Device exactly as your ISP
gave it to you.

Click Next.

Select I will install Firewall by myself to receive an activation email and activation link/file.
Alternatively, if you want another administrator to activate the Nebula Device, enter the recipient’s
Email Address.

Click Next.

Select where the Nebula Device will get and install the activation file, from a computer or through a USB
drive.
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Deployment Method

Deployment Method B

1. Configure your WAN
Mext
2. Send installation file to installer @
3. Install by Laptop o USE
Front usg

On the Nebula Device

Back up the current configuration (in case you want to return fo On Premises mode later).
Reset the Nebula Device if it was previously configured.

Connect the Nebula Device's WAN port to a modem/router that has Internet access.
Connect your computer to the Nebula Device's LAN port.

If you select Nebula native mode, go directly to step 7.

Click the activation link in the email.
Alternatively, save the activation file in the root directory of a USB drive. Then insert the USB drive into

your Nebula Device.
Wait until Nebula Zero Touch Provisioning is successful.
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Zero Touch Provisioning (ZTP) succeeded

‘ Go to Nebula Control Center '

6 Click Go to Nebula Control Center to configure the Nebula Device using NCC.

7 When you log into the Web Configurator for the first time or when you reset the Nebula Device to its
default configuration, the Initial Setup Wizard screen displays. Choose Nebula Mode to manage your
Nebula Device remotely using Nebula Control Center (NCC).

8 Follow the wizard to configure the Nebula Device network seftings to connect to NCC.

The screens vary depending on the encapsulation type. Refer to information provided by your ISP to
know what to enter in each field. Leave a field blank if you do not have that information.

Note: Refer to the Nebula Device User's Guide for more information.

2.1.9 Step 9: View the Summary

1 A summary of the wizard configuration will display after you complete the deployment method.
2 You can click a section’s edit icon ( [&]) to modify its setting.

3  You must click Go to Nebula Dashboard to save your changes in the wizard; otherwise click Exit Wizard
to close the wizard screen without saving the settings.
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Organization summary (&

Devices [«

Note: To set the administrator privileges, see Section 14.3.1 on page 746 for more information.
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CHAPTER 3
Tutorials

3.1 Overview

This chapter shows you how to use the NCC's various features.

* Add a Nebula Device

* Activate and Assign a License for a Nebula Device, Site, or Organization

* Monitor a Site

¢ Know What Licenses are Set to Expire in My Site or Organization

e Renew an Expired License

e Transfer Licenses

¢ Change an Organization and/or Site Name

* Reset the Nebula Password

* Maintain Firmware

* Backup Current Configurations in NCC

* Assign an Administrator to Manage a Nebula Device

* Transfer the Ownership of the Organization

* Manage a Configuration Template

* Activate an MSP License

* Configure CNP/CNP Plus Security Services

* Delete an Organization

e Remote Access VPN Setup

e Route L2TP VPN Traffic

* Configure Guest Isolation on your WiFi Network

e Configure Content Filter fo Block Access to Certain Websites

» Configure Schedule to Allow WiFi Access Only at Certain Times

* How fo Position Multiple Nebula Devices (for Nebula Access Points only)

e Change the Default SSID and Password

* Change the WiFi Band Mode

* Check What Clients are Connected to Nebula Devices in your Network

* Find the SSID of the WiFi Client (for Nebula Access Points only)

* Use Tags to Assign SSIDs for Nebula Devices (for Nebula Access Points only)
¢ Resolve WiFi Connection Problems (for Nebula Access Points only)

* Configure WiFi Security with WPA2 Personal (for Nebula Access Points only)
» Configure WiFi Security with WPA2 Enterprise (for Nebula Access Points only)

e Configure a Captive Portal
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e Creafe a Custom Captive Portal Page

e Limit Applications Usage or Block Applications

* Find the LAN Port Used by Connected Wired Client Devices (for Nebula Switches only)
* Configure Voice VLAN (for Nebula Switches only)

¢ Manage IPTV (for Nebula Switches only)

¢ Enable IP Source Guard (for Nebula Switches only)

* Set Up MAC Authentication With NCAS (for Nebula Switches only)

* Set Up Dynamic VLAN With RADIUS (for Nebula Switches only)

* Monitor Dynamic VLAN Using Event Logs (for Nebula Switches only)

* Register a Nebula Device (mobile router) in Nebula

* Using Collaborative Detection and Response (CDR)

* Deploy With Nebula Native Mode (for Security Firewalls in Nebula only)

* Configure DHCP Domain Name (for Security Firewalls in Nebula only)

* Monitor Client Bandwidth Usage (for Security Firewalls in Nebula only)

e Configure a Primary and Backup WAN (for Security Firewalls in NCC only)

e Enable Smart Mesh on a Security Router

3.2 Add a Nebula Device

This section shows you how to add a Mobile Router, Security Gateway, Nebula Firewall, Access Point or
Switch to a selected organization and site on NCC for management.

1 Go to the Site-wide > Devices > + > Add devices screen. Click +Add.

Add devices
Add devices using MAC Address and Serial Number. When you register o device, that device will be added to your organization's inventory and assigned to vour site
B Device name Serial number MAC Address Model Registered On
You currently have na devices in your inventory.

2 Enter the Serial number, MAC address, and a descriptive Name of the Nebula Device you want to add.
Click the Finish button fo save the changes.

Note: When a Nebula Device is added to a site other than a Nebula Device owner, the
Acknowledge button appears. Click this button first fo confirm that the Serial number
and MAC Address information are correct. Then click the Next button to check the
Nebula Device firmware.
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Add devices

Add devices Devices

Firmware upgrade Enter one or more MAC address and serial number.

Or you can download the te here and im

port multiple records for faster registration.

License info  Expiration date Assign licenses from invent

[ =

3.3 Activate and Assign a License for a Nebula Device,

Site, or Organization

This section shows you how to activate and assign a license for a Nebula Device, site, or organization.
See Section 1.1.4.2 on page 19 for a summary of NCC licenses.

The following table describes the license types at the time of writing.

Table 15 License Types

LOCATION LICENSE TYPE

APPLICATION

MSP (Managed MSP
Services Provider)

NCC (Nebula Control Center) user account

Organization-wide | Professional / PLUS

AP (Access Point) / NSG (Nebula Security Gateway) /
Switch / USG FLEX device

Organization-wide | Gold Security

ATP device / USG FLEX device

Site-wide NSS (Nebula Security Service) NSG device
Site-wide UTM (Unified Threat Management) | USG FLEX device

Security / Secure WiFi
Site-wide Content Filter USG FLEX 50 / USG20-VPN / USG20W-VPN device
Site-wide Connect & Protect (CNP) / NWAT1123ACv3, WAC500, WACS500H /

Connect & Protect Plus (CNP+) NWAT10AX, NWA210AX, WAX510D, WAX610D,

WAX630S, WAX650S, USG LITE 60AX device

Site-wide Elite SCR 50AXE, USG LITE 60AX

3.3.1 Bundled License and Add-on License

A bundled license is a license that is included when you purchase a Nebula Device (Mobile Router,
Access Point, Switch, NSG, USG FLEX, ATP, and USG20(W)-VPN). The bundled license is automatically
assigned to the purchased Nebula Device when you add the Nebula Device to NCC. A bundled
license cannot be transferred to another Nebula Device.

NCC User's Guide

76



Chapter 3 Tutorials

An add-on license is a license purchased separately from a Nebula Device as a license key, from Zyxel
or another vendor. An add-on license can be applied to any Nebula Device.

3.3.2 License States

The following are the license states in NCC.
* Active - This displays when the license pack assigned to a Nebula Device, is activated, and is in use
(expiration countdown/fimer has started).

* Queued - This displays when the same license pack assigned to a Nebula Device, is activated, but
not yet in use (expiration countdown/timer has not started).

e Deferred - This displays when you bought a Gold Security pack license and a new UTM Security pack
license. The new UTM Security pack license services are deferred as the Gold Security pack license
has priority, so the new UTM Security pack license services will not become active until the Gold
Security pack license services first become active, then expire.

Note: A bundled license pack has priority over other license pack.
For example, a Gold Security pack license will become Deferred when assigned to a
Nebula Device with an Active bundled UTM Security pack license.

* Inactive - This displays when the license pack assigned to a Nebula Device, is not activated in NCC.

¢ Unused - This displays when the license pack assigned to an organization, is not assigned to a Nebula
Device and not activated in NCC.

* Expired - This displays when the license pack assigned to a Nebula Device is past its validity.

3.3.3 License Activation Process

You must have a Nebula Device and a license pack to activate a license. Perform the following to
activate alicense.

1 Inthe Organization-wide > License & inventory, click Action > Add more licenses.
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License & inventory

Overview Devices Licenses Trial Change log Purchase History

Organization status @ m

Organization type: Professional Pack (Expire on: 2023-06-23) Add more devices

Add more licenses

Install wizard

NCC license: @ Device(s) with over 90 days but less than 1year license.

Security license: @ Devicel(s) expired or unlicensec

Device status by expiration date L

Device detail status A~

Nebula Professional Pack + @

# unlicensed # expires within 90 # expires after 90
{expired) days
@ Access Point ~ 1 o o 1 o
- NAP1D2 1 o o 1 ¥
[==3 switch ~ 3 o o a o
B Unlicensed (expired) Q
~ GS1350- 3
W Expires within 90 days 0 GeIEs0-eHe ! o o = °
M Expires after 90 days 5 XGSEI0-20HP 1 a o 1 o
Inactive Q
- X51930-12HP 1 ] o] 1 o
@ Security Appliance o [} o 0 0

Enter the License key and the License information will display.

Add licenses

Add licenses Add licenses

Enter one more license keys. Or You can download the template here and impeort multiple license keys for faster registration.

License key License information

LIC-PRO-4YR-202106170006 Nebula Professional Pack License, 4YR (1]

+ Add

Click Finish. The license is now assigned to your organization and site.

Note: A newly assigned license will not start its expiration countdown/timer until activated.
Multiple add-on Plus Pack and Pro Pack licenses can be assigned to the same Nebula
Device managed by NCC.

In the Organization-wide > License & inventory, select the Devices tab.

Locate the Nebula Device to assign a license(s). Click the Actions button and select Assign license on
the device row.

Clear any license that you do not want added to the Nebula Device.
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7 For multiple licenses of the same type to be added to the Nebula Device, set the number of licenses in
the Select # of license field.

8 Setthe expected expiration date criteria from the License assignment mode.

¢ Assign min. period — NCC assigns one of each license type with the shortest duration to each Nebula
Devices.

¢ Assign all - NCC assigns all selected license type equally fo each Nebula Device.
* Target expiration date — Set a future date. NCC assigns an equal number of licenses to each Nebula
Devices until the expiration date (future date) is reached or exceeded.

9 Click Please check this box if you want to activate licenses and upgrade. Then, click Finish.

rn
H
X

Assign licenses

Assign licenses Assign licenses

You are currently assigning unused licenses which can be assigned to any matching devices

Nebula Professional Pack License, 4YR I

= ‘ License assignment mode Assign min. period = ’

MAC address Expiration date | Selected licenses Select # of license O @

204 99:CFAFE3JC:99 |_NCC| N/A ->2025-08-17 Nebula Professional Pack License, 4YR * 1 ' Select # of license = }

0
C D)

Ccmcel @

The features that will be unlocked depends on the license type purchased.

Figure 32 License Activation Process

Base (Tier) Unlock Features Depending Base
on License Type (Tier)

Add
Device

Assign License Activate License Expiry

License Expires
to Device License Countdown

Add
License

3.4 Monitor a Site

This section shows you how fo view and monitor your Nebula Devices and WiFi/wired networks within a
site.
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Go to the Site-wide > Dashboard screen. To change
Widget, Reset, and Close buttons.

the default view, click Customize to show the

Dashboard
(&) P stotus IF0 wireless Clients @ Switch Status
15ne
Oriline
‘]7 No Switches
Heavy loading
P
stwork Application: 241)
M voutube 1775 MB Nbns M8
M Anydesk 314 MB W hidns 17 MB
Ssdp 18MB M onee 14ME
B W= Discovery 75 MB A LZME
maTTe 55 ME Windows Marketplace 12 ME
(ol ss1= By Usage) faar) B wirete
|
|
876GE
| 87GB
S D310 69GB
(1B wireless Clients 05 Gw) IR APs tby Usage)
o M Windows 7 or newer
( W Other
‘ 7
Apple i0S
" Clients
B Apple macOS X
B Android

[ pos Power (&) Goteway stotus Ewanmorevgies
'In 160n86 v
Mo Switches _|5|7 2 315—551

Bl cateway Clients (by Usag (an)
0 bytes
0 bytss
0 bytes
0 bytes
bytes
foar) (j‘ Wireless Clients Manufacturar far)
142 GB B intel Corporate
104 GB f B Zyxel Communications Corporation
Vizio, Inc
B7GB ’ B Atheros Communications, Inc
68GB B :ppls, Inc
@

Click Widget fo select which widgets to display. For example, clicking SSIDs (by Usage) will show the top

5 SSIDs with the highest percentage of bandwidth usage in the past 24 hours.
Click Reset to restore the dashboard back fo the default view.
Click Close to hide the Widget. Reset, and Close buttons and show the Customize button.

Dashboard 55 widget l ¢, Reset l Close
AP Google Map AP Status Mobile router SSIDs (by Usage) AP Google Map [ wan Utilization
AP Traffic POE Power Wireless Clients (by Usage) Hit for Threat Protection by CNP Service
o @ Q MaP Wireless Clients WAN Utilization Wireless Clients Manufacturer
Switch Status Appliance Network Applications Wireless Clients OS5
T Appliance Status Appliance Clients (by Usage) APs (by Usage) No Gateways

ity

o

3.5 Know What Licenses are Set to Expire in My Site or
Organization

Use the Overview tab in the Organization-wide > License & inventory to keep track of what licenses are
set to expire to prevent a cut in services.
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License & inventory

Overview Devices Licenses Trial Change log Purchase History

Organization status @

Organization type:  Professional Pack (Expire on: 2023-02-18)

NCC license:

Device status by expiration date g
Device detail status AN
’ Nebula Professional Pack v @
2 # unlicensed # expires within 90 # expires after 90 P .
Device type #inorg (expired) days 4 # inactive
Access Point. A 4 o o 4 o
- NWATIOAX 1 (o} (o] 1 (4]
- NWAZ20AX-6E 1 (o] 0
B Unlicensed (exg (o]
p - WAX6508 i o] o] 2 (0]
M Expires after 90 days 7 == Switch . 1 0 o 1 o
nactive (o]
- G82220-10HP 1 o] (o]

The license health is shown in the Device detail status and the following are the definition:

Red - Nebula Device with expired license.
* Orange - Nebula Device with license that will expire in 90 days.
¢ Blue — Nebula Device with license that will expire in less than a year but over 90 days.

* Green - Nebula Device with license that will not expire within a year.

If a Pro or Plus tier license expires while assigned to a Nebula Device or you add an unlicensed Nebula
Device to the organization, you have a 15-day grace period during which the organization’s license
remains active. See Section on page 24 for details on a Nebula Device entering the grace period and
what actions you must take.

3.6 Renew an Expired License

An administrator account should have read and write (Full) access privilege to add or renew licenses for
Nebula Devices in the organization. Go to Organization-wide > License & inventory to view the
available (unused) licenses assigned to your organization.
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Overview Device License Change log
5 A '] unused unused unused unused
sig (Pro Pack, IMO) (Pro Pack, TYR) (Plus Pack, 1IMO) (Plus Pack, 1YR)
(licenseStatesFilter=ACTIVE ~ (38 ) matches in(18) licenses [> Export~

‘j WITECST ZIAVY ALLEV LA/ 1 AC [ICOCV Active 20:21:03:2113:46 2021-06-15

O  11e-DHHeAMN M NNINMENAAT Queued 20:21032113:40 2021-06-11

‘j WTEQT_-QBEAE_D 1N T _VVAZA_LVISO) Inactive 20:21:03:2113:41

D 11/ D 1IC AL AN SA0ANNNDIRNER A4 Unused

[] ‘i~ miie sin meinannisns as Active 202103211340 2021-06-07

In the example figure above, four kinds of licenses are available for assigning to your Nebula Device: Pro
Pack TMO / 1YR and Plus Pack TMO / 1YR. Click any one of the license. For example, if you click Plus
Pack 1YR, then only the two Plus Pack License Keys with 1-year validity will display in the table.

Select the checkbox and click Action. Then click Assign license. See Section 3.3.3 on page 77 for details
on assigning a license to a Nebula Device.

If the expired Nebula Device is sfill in the organization after the grace period elapses, the organization

automatically downgrades to the Base tier. See Section on page 24 for details on a Nebula Device
entering the grace period and what actions you must take.

3.7 Transfer Licenses

A license assigned fo an organization and Nebula Device can be fransferred to another Nebula Device
in the same or different organization. The following guidelines apply when transferring licenses:

* The Nebula Devices must have the same owner.
¢ Bundled, Trial, and Promotion licenses cannot be transferred. (See Table 186 for more information.)

 |f the license transfer causes the Nebula Devices in the organization to be without a valid license, the
organization automatically downgrades to the Base ftier.

3.7.1 Select Transferable Licenses
To select a transferable license(s), do the following:

1 Go to the Organization-wide > License & inventory > Licenses screen.

2 Select the license you want to transfer. Click Actions, and then click Transfer license.
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License & inventory

Overview Devices Licenses Trial Change log Purchase History

2 assigned

B LlicenseKey

=2 @seie:ted nmtchesin@\icenaea () Show expired licenses + Add [= Export~

License expiration date  Remaining days i Actions j_
LIC-NPRO-ZZ1Y0OF202103261313 Nebula Professional Pack Licenss, YR Active 2023-04-11 gidays 2021-03-26 BBECAZAEEAI4
D LIC-NPRO-ZZ1YO0F202103261311 Nebula Professional Pack License, YR Expired 2022-04-10 = 2021-03-31 BBEC#
[] LIC-NPRO-ZZIYOOF202104091025  Nebula Professional Pack License, TYR Queued Queued 366 days 2021-04-08 BBEC# S5ig $ERE

3.7.2 Undo Assigning a License

An administrator account should have read and write (Full) access privilege to un-assign licenses. Only
an Inactive license (license is assigned to a specific Nebula Device but not activated) can be un-
assigned.

To un-assign a license, do the following:

1 Go to the Organization-wide > Configure > License & inventory > License screen.

2 Select the License Key with an Inactive license state that you want to undo assign. Click Action, then
click Undo assign. The license will return to the Unused license state.

Overview Device License Change log
5 e unused unused 1 unused unused
9 (Pro Pack, TMO) (Pro Pack, 1YR) (Plus Pack, IMO) (Plus Pack, 1YR)
(licenseStatesFilter=ACTIVE « matches in licenses. [ Export~

License Key
D WITCCT ZIAVIF AL V LA AC G ICDCV ACtEVE‘ 202103 21 13 46 2021,06:‘5 m
T — F— e — B
[J te-piiesmn smnanmanads Active 20:21:.03:21:13:40 2021-06-07 m

@ P S —— _—— —— ) @

0] tim rniie i smmnmmenen e

3.7.3 Transfer a License to a Different Organization

Only an Unused license (a license which is assigned fo an organization but not assigned to a specific
Nebula Device) can be fransferred. Both source and destination organizations should belong to the
same owner.

To transfer a license to another organization, do the following:
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1 Perform the steps described in Select Transferable Licenses.

2 With the licenses you want to transfer selected, click Actions and then click Change organization.

License & inventory

Overview Devices Licenses Trial Change log Purchase History

4 Saiad unused
Gl (Pro Pack, 2YR)

x @ selected , matches in @ licenses. (, Show expired licenses
i License states Remaining days Claimdate Activatedate Associated devi=
Assign license CF4F477DFI-01 Nebula Professional Pack License, IMO  Expired 2021-04-19 = 2021-03-19  2021-03-19 BC-CR4F4770:F1

202106040001-11  Nebula Professional Pack License, 2¥YR  Unused = 731days 2022-03-23 -

202106040001-12  Nebula Professional Pack License, 2YR  Unused = 731days 2022-03-23 -
LIC-NPRO-ZZ2YD0F202106040001-13  Nebulo Professional Pack License, 2YR  Unused - 731days 2022-03-23 -
LIC-NPRO-ZZ2Y00F202106040001-14  Nebula Professional Pack License, 2YR  Unused = 731days 2022-03-23 -

»
K £ Page 2 of2 Results perpage: 10«

3 Select the Organization you want to transfer the licenses to. The current organization will be excluded
from the list. Then click Yes.

Change organization X

You are going to move license(s) from organization.

WWTCCST DTWTFT CVI KMA COMMNC MCUVD i
@rgcnizotion MY HOME v)
'
Cancel | Yes '
—

You have successfully fransferred a license to another organization, but without assigning it to a Nebula
Device yet.

3.7.4 Assign a License to a Nebula Device in the New Organization
To assign a license(s) to a Nebula Device in the new organization, do the following:

1 Perform the steps mentioned in Transfer a License to a Different Organization.

2 Select the Organization and Site where the license is fransferred.
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Organization: Switch_AE

- Site: AE_Test -

o}

End-OC1
Hotel Maeir
se & inventory
MY HOME
Nebula_Org
shawn
1 Switch_AE
Test July

Test_October

Evices

Y

ack! Make the most of your network

Change log

. -

Go to the Organization-wide > Configure > License & inventory > Device screen.

Select the Devices, click Actions, then click Assign license.

License & inventory

Overview

Devices

1 access point

o

Licenses Trial Change log Purchase History

== 3 swich

@ 1 security appliance

= @ selected in @ devices.

[ | Serial number Claimdate License expiration date
an=1ATescias Access Point NAP102 SIRATASINNAAD  BOTOTOAETOA 2022-12-20  2024-07-22
[] =eosammsngan Security Gateway ~ NSGS50 ST ATMANOSE SHENOR SEANA, 2023-07-22
O annsaannses Switch XS1930-12HF anneannsaa N NRIGTNSRA 2023-01-10  2025-01-10
[ srresEsme Switch ES1350-6HE canl MNAANAAE.  RAAEASATINE! 20901000 2023-07-05
[0 XGS220-30HP Test  Switch XGS2220-30HF ~ S997 1ANGNNAN  BRECAIEESEIA  2023-01-05  2023-06-23

D (O Mobile Router

=
Nebula Professional Pack

Nebula Pre  Chonge organization

Nebula Prt  Change site assignment

Nebula Pt Remove from organization

ey

Transfer license

License assignment mode

Expiration date Selecty

(Nce) 2024-07-22 > 2026-0723  Nebule

Assign min. period~
Assign min. period
Assign all

o Target expiration date

2023-01-31 i)

Custom assignment

Apply

Select the License assignment mode to have NCC filter licenses that can be assigned.

¢ Assign min. period — one month license packs for your Nebula Device will be picked and displayed.

* Assign all - all licenses that can be assigned are displayed.

¢ Target expiration date — all licenses that meet the expiry criteria you set and can be assigned are

displayed.

¢ Custom assignment — any change in value fo Assign min period and Assign all licenses above will
become a Custom assignment and are displayed.
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6 Click Select # of license. In the pop-up window, confirm or edit the value appearing beside the license
type based on the criteria set in License assignment mode. Click Select fo confirm. Then click Finish.

ra

Assign licenses B

Assign licenses Assign licenses

You are currently assigning unused licenses which can be assigned to any matching devices

2y
Nebula Professional Pack License, 2YR I

Nebula Professional Pack License, 2YR 1 s
= dv
Model Serialnumber MACaddress  Expiration date | OReset
NAP102 Fren7oErnnnan Sommamnarana |NCC| 2024-07-22 -> 2026-07-23  NeHula Professional Pack License, 2YR *1 Select # of license i
il »

Sanee! m

3.7.5 Transfer a License to a Nebula Device in a New Organization

To transfer a license(s) to a Nebula Device in the new organization, do the following:

1 Perform the steps mentioned in Assign a License to a Nebula Device in the New Organization.
2 Click Organization-wide > License & inventory > Device tab.
3 Select the devices with the license to be transferred.

4 Click Actions and select Transfer License.

License & inventory

Overview Devices Licenses Trial Change log Purchase History

1 access point == 3 swich @ 1 security appliance D (O mobile Router
‘muae Both - @3 ctedm@dew:es + Add [> Export ~

Change orgonization

Serial number MAC address i License expiration date

Change site ossignment

scess Point NAP102 5162225100249  60:31:97:84E184 2022-1220  2024-07-22 Nebula Professional Pack m
Remove from organization B

scurity Gateway  NSGS50 S172L37100056 SC:E2BCSC:00:48  2022-12-20 2023-07-22 Nebula Professional Pack m
Assign license

witch XS1930-12HP 200629110584 20.06:29.11.0584 2023-01-10  2025-01-10 Nebula Professional Pack m

) witch GE1350-6HP S192011090086  BCCF4F-477DF 2022-12-20 ~ 2023-07-05 Nebula Professional Pack m
witch XGS2220-30HP 5222116090040 BBECAZFFEEIA  2023-01-05  2023-06-23 Nebula Professional Pack

5 The License transfer window appears. Click Search to set the filter to select the licenses.
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License transfer X

License transfer License transfer

Transfer add-on license(s) from device(s) to other device.

Select target device~ Q Search.. - @ selected in @ licenses.
+ License Key License state License states  Associated device Target device )

LIC-NPRO-ZZ2YQOF2 - v al Pack License, 2YR  Active snornTosElas Not set yet Select~
4 Service |

3

A -
Associated device
A -

Days remainin
& g Cancel

A -

_ . _

6 Click Select target device to transfer all licenses to one Nebula Device by selecting the same/different
Organization and target Device. Then click OK. Or select the devices individually.

License transfer X

License transfer License transfer

Transfer add-on license(s) from device(s) to other device

Select target device~ Q  Search. - @ selected in @ licenses

QOrganization:

License states  Associated device Target device .5

HEsEsEe e AV ¥ \la Professional Pack License, 2YR  Active RM-21-07-24-C124 Not set yet Select~
Device: I '
Reset
Cancel

3.8 Change an Organization and/or Site Name

To change your organization name or site name, do the following:
Organization Name

1 Go to Organization-wide > Organization-wide manage > Organization settings.

Settings

Organization information

MName: Test_July

Country: Taiwan -
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2 Enter a new descriptive name, 1 — 64 characters including 0-9 a-z A-Z “~1@#$%&*(_+-={} | [|;"./<> 2) in
Name.

Note: NCC does not allow duplicate organization name.

Note: Changing the organization name will not affect the Nebula Devices configuration in
NCC.

3 Then, click Save at the bottom of the screen.
Site Name

1 Go to Site-wide > Configure > Site settings.

General settings

Site information

Site name ZyNet TW

Local time zone Taiwan ¥  Asia - Taipei (UTC +8.0) -

Site location

Configuration template This site uses the configuration of the template SSID Template? m

2 Enter a descriptive name, 1 — 64 characters including 0-9 a-z A-Z “~1@#$%&*(_+-={} | [|;""./<> 2) in Site
name.

Note: NCC does not allow duplicate site name.

Note: Changing the site name will not affect the Nebula Devices configuration in NCC.

3 Then, click Save at the bottom of the screen.

3.9 Reset the Nebula Password
If you forget your Nebula portal login password and need to reset it, do the following:

1 Inthe Nebula portal Sign In page, click Forgot Password.
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2

ZYXEL

NETWORKS

Sign In

Don't have an account? Create account

Email Addre

[ remamber me

or

| have signed up but haven't activated my account
Resend Activation Email

Legal Notice Terms of Use Privacy Coolkie Sattings

Enter your Zyxel Account’s email address, and then click Send.

ZYXEL

NETWORKS

Forgot Password

Mo waorries! Enter your email address, and we will send you

a password reset email shortly,

Email Address

Remember your password now? Sign In

Don't have an account?  Create account

A reset password email has been sent notification appears.
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ZYXEL

NETWORKS

Forgot Password

You are almost there!

o We have cent o reset password email to
rrve sl vm sl rand +u Please check your inbox

o Follow the instructions in the email to reset your
password

Click the link in the Request Password Reset to Login Zyxel email.

5 Reply €2 Reply All (2 Forward G5 IM
2022/8/12 (BF) £F 10:26

myZyxel <info@myzyxel.com>

Request Password Reset to Login Zyxel

Tao Camial Vii

Thiz email nofificatfion was generated by Iyxel. Do not reply to thiz email.

ZY XEL

NETWORKS

Dear Customer,

You have recently requested to reset your password for your Zyxel account. Click the following link to set your new
password.

|mlgs:Hoccoun‘rs.myzvxeI.com;’users{gossword{edi‘r#KZZWWZkLF){KQPZéDSXZL'

Need Help?
Contact us and we will be happy to help.

Sincerely,
Iyxel Support Team

If you wish to stay updated on the latest news, insights and special offers, please click here to receive our newsletter.

The following screen appears. Click Reset Password.
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ZYXEL

NETWORKS

Reset Password

Click "Reset Password™ to continue

| Reset Password |

5 Enter the New Password. Use a minimum of 8 characters, including 0-9 a-z A-Z "~1@#$%&* (_+-={} | []
<> 2). Then click Continue.

R
.

ZYXEL

NETWORKS

Reset Password

New Passwaord

Remember your paseword now? Sign In

Don't have an account? Create account

6 You will be transferred to the myZyxel portal. Click Update password.
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- = O X
DB Zywel Nebuls Comtrol Cente X | 2 Zywel Nebuls - Dashboard X | T Zywel Nebwls - Dashboard X | G myzymel sccount passwees X | T evyZyomel X T mylye x4+
- C (Y & poralmyzyxeleom = = o B o bk »TODgF i
@ Custoenize LUnks @Y Free Hotmail B8 Windew 4 x Cther baskmarks

myZyxel o P (;-
’ 0

Update password?

L I e - a

= Amnouncemant

Now Open 24/7 ‘¥

Martenance Managerment

EJ Show Me Nest T
= License Check a - .

Near Expire and Expired Services List

* Device Regisiralion

Proguct Select | Davice ~ Fiter | Naar Expirs In Two Months «

* Service Regisiration

Service Name Model Linked Product Expired At -

N cata available

3.10 Maintain Firmware
This section shows you how to update and maintain a Nebula Device's firmware.

1 Go to the Site-wide > Configure > Firmware management > Overview screen. Under Settings, you can
set different times to upgrade firmware for your Access Points, Switches, Security Routers, Firewalls,
Security Gateways, and Mobile Routers in your site. Select the day and time of the week when NCC will
detect if any new firmware is available. NCC will send out a reminder email to the administrator for the
available updates. If the administrator does NOT perform the update, after the set period of time is over,
NCC will automatically upgrade the firmware for the Nebula Devices in the site. Or select Upgrade now
to upgrade immediately.
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Firmware management

Overview Devices

@ Upgrade available

Newer firmware is available that may contain security fixes, new features, and performance
improvements. We recommend thot you upgrade to the stable or latest firmware version.

Upgrade policy Auto upgrade at | Monday - 0200 > UTC+80

Upgradeat  2023-01-11 @ oo - UTC+B.0
Upgrade now
© lgnore upgrade

Firmware type table x

@ Upgrade available

There's newer firmware available but not your preferred firmware type settings or per device
scheduled settings. No further actions required

Upgrade policy o Auto upgrade at  Monday v 0200 v UTC+80

Upgrade at | 2023-01-11 1 oo v  UTC+80

Upgrade now
Ignore upgrade

Firmware type Stable -

No devices

@ Security Gateway

(] [Febierower ]

No devices

You can set different times to upgrade firmware for your Nebula Devices to overwrite the site-wide
Settings by going to the Site-wide > Configure > Firmware management > Devices screen. Or select
Upgrade now o upgrade immediately.

Firmware management

Overview Devices

Status Model Current version Firmware status Availability Locked

Device type

Tag Firmware type

selected in devices

MAC address S/N Current version Firmware status

® switch NSWIO0-10P  BSEC:AZ28:4CEBA S172L13000021 V3.00(ABGO:2) | 11/19/2019 Good @ Upgrade available Stable No
] [ ] Access point  WAX510D 5212040102451 VE6.00(ABTFONT_20221012121600 Custom 0 Upgrade available General Availability No
0 [ ] Access point  NWASOAX 5211842002072 V100(ABYW.Q) warning @ Upgrade available General Availability No
() [ ] Access point  WAXE50S $1921.29290035 V6.50(ABRM.0)bS Custom @ Upgrade available Beta No
(] [ ] Access point  NWAS0AX PRO $220Y51018102  V6.50(ACGE.0)b6 Custom 0 Upgrade available General Availability No
] [ ] Access point  NWAQ0OAX PRO $220¥51018132 VE.50(ACCF.O)b6 Custom 0 Upgrade available General Availability No
O ® Access point  WAX820D-6E §220Y16011741  VE.30(ACCN.O)bS Custom @ Upgrade available General Availability No
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3 Ifyou do not want to upgrade the firmware immediately, you can click +Schedule Upgrade to create a
schedule for your Nebula Device.

» Select Follow device type settings to upgrade the Nebula Device according to the site-wide
schedule configured for all Nebula Devices in the site.

¢ Select Auto upgrade at every Week/Month on Sunday-Saturday at hh:mm to set up a routine
schedule for upgrades.

» Select Upgrade at to set up a specific date and time for a one time upgrade. This option can be
enabled only when the selected Nebula Devices have a new firmware available.

Note: Due to network bandwidth and number of Nebula Devices per site, not all Nebula
Devices may get the firmware upgrade on the specified date/time.

¢ Select Upgrade now to immediately install the firmware. Then select the Firmware type (Stable or
Latest (default)).

Note: When a firmware is officially released by Zyxel, it is the Latest firmware. For example, Vé
is the Latest frmware. When the next firmware, V7, is released by Zyxel, V7 becomes the
Latest firmware, and Vé will be classified as General Availability. Your Nebula Device
firmware can be upgraded to V7 to use the new features. Zyxel will select a previous
version (for example, V3) as a Stable release if no major issues have been reported by
users.

Note: The Upgrade at and Upgrade now options can be enabled only when the selected
Nebula Devices have a new firmware available.

4 Click Add to save the settings.

Schedule upgrade x

Upgrade policy Q Follow device type settings What is this?

Selected device(s) will be updated to site-wide per device's type settings. Device(s) will remove locked status and clear recurrent schedule,

Auto upgrade ot every Week ¥  on Monday v at 0200w UTC+80

Upgrade at = 2022-10-1 (2 1400 v UTC+80

Upgrade now
Below device(s) will be upgraded as required time.
Device type Model MAC address S/N Current version Schedule upgrade version
Access point WAXSI0D FIEAERTEERAR  GEEUR Mnaasa V6.40(ABTF4) N/A

3.11 Backup Current Configurations in NCC

This section shows you how to back up the current configurations for sites to the NCC, You may go back
to this configuration if future configuration changes causes problems.
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1 Go to the Organization-wide > Organization-wide manage > Configuration management: Backup &
restore: Site(s) settings screen, then click +Add.

Backup & restore

Site(s) settings o -
Backup Description Date (UTC) Admin
(No snapshot backups saved yet)

This section allows you to create a snapshot backup of all the
sites under the organization and store it in the NCC cloud
server.

It is possible to perform a restore per site or to multiple sites at

the same time. Bear in mind that the site settings will be totally
overwritten after the restaration

2 Enter a name for the backup in Description in order to save it fo the NCC. You can use alphanumeric

and ()+/:=2*#@$_%- characters, up to 512 characters. Then click Save.

Backup & restore

Site(s) settings

Backup Description Date (UTC) Admin

1 | Backup-1 '|—

This section allows you to create a snapshot backup of all the
sites under the crganization and store it in the NCC cloud
server.

It is possible to perform a restore per site or to multiple sites at

the same time. Bear in mind that the site settings will be totally
overwritten after the restoration.

[ |

(Please allow 1-2 minutes for changes to take ef‘f‘eﬁ‘

The Date of the backup and the name of the Administrator account who performed the backup will
appear on the table.
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Backup & restore

Site(s) settings

1 Backup-1 2024-06-12 05:25:20 Tl M

Restore from backup: ggckyp: Backup-1
Restore to site(s):
Vhat is this?

This section allows you to create a snapshot backup of all the
sites under the organization and store it in the NCC cloud
server.

It is possible to perform a restore per site or to multiple sites at
the same time. Bear in mind that the site settings will be totally
overwritten after the restoration

3.12 Assign an Administrator to Manage a Nebula Device

1

This section shows you how to assign an administrator fo manage your Nebula Device.

Go to the Organization-wide > Administrators screen. Click +Add.

Administrators

= @cdmmist"ators [% Import | - Add '
Email address Last access time (UTC) ~ Create date (UTC)  Status changed [5]
O SYu gomnnto@zyxel comtw (Elag [ Owner I OK | 2021-10-05 082116 2021-07-1206:4424  2021-07-12 06:44:24
»
or Cancel

(Please allow 1-2 minutes for changes to take effect.)

Enter the Name and Email of a Zyxel Account. Assign the Organization access (Full, Read-Only, None).
See Table 225 on page 746 for information on organization privileges.

If you select Full for Organization access, select Delegate owner’s authority fo grant owner privileges to
the new administrator except deleting/transferring organization ownership. Otherwise, do noft select this
option.

Select Yes if you wish to Activate the account administrator. Alternatively, select No if you wish to create
an account administrator, but activate at a later time. The click Create admin.
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Create administrator X
Mame: Jon '
Email: jon@zyxelcom )
Organization access: Full -
Activate: Yes -
Create admin

3 The Account status field will show Unverified. Click Save.

Administrators

- @cdmm\stmtors [% Import m

Email address Last access time (UTC)

] Svu syu@zyxelcomtw [ Owner] (o] 2021-10-05 082116 2021-07-1206:44:24  2021-
] Jon jon@zyxel com tw ‘Organization (Full) Organization (Delegated) o Never - 2021-
»

r Cancel

(Please allow 1-2 minutes for changes to take effect)

The Account status field will show OK after saving. The new administrator will receive an email
noftification.

Administrators

Accountstatus  Last access time (UTC) ~ Createdate (UTC)  [=]

Email address Merged privilege |
0 sYu syu@zyxelcom tw o] 2021-10-05 08:2116 2021-07-1206:4424 2021
] Jon jon@zyxelcomtw ‘Organization (Full) Organization (Delegated) 2021-10-01 02:14:07 2021-10-05 091615 2021
4 »
or Cancel

(Please allow 1-2 minutes for changes to take effect)

3.13 Transfer the Ownership of the Organization

This section shows you how to transfer an organization’s ownership, which includes transfer ownership of
the Nebula Devices.

Note: Only the owner can transfer ownership of an organization to another administrator.
See Section 3.12 on page %6 if you want to transfer management of your Nebula

Devices only.
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1 The new owner must be an administrator in the same organization. Go to the Organization-wide >
Administrators screen. Click Change owner.

Administrators

& cdm\msr_-'ctors £ Changeowner [ Import

Email address Merged privilege | Privilege Account stotus  Last access time (UTC)  Createdate (UTC)  Status change date (UTC) E:\l
] selyu@zyxel comtw [ Owner] [ok] 2022-11-02 01:04-16 2021-07-1206:4424  2021-07-1206:44:24
| j@zyxelcomitw Organization (Full) [oK] 2022-10-21 0128:43 2021-10-06 0210:50  2021-10-06 02:45:23
] shen@zyxelcomtw B 2022-06-07 014202 2022-01-10050815  2022-01-10 050975
=] Vuang@zyxel com tw Organization (Full) [ok] 2022-11-0106:30-04 2022-03-16 0208:48  2022-03-16 020548
] hen@zyxelcomtw Organization (Full) ok ] 2022-07-1103:33:51 2022-03-16 03:26:09  2022-03-16 03:26:09
] ckuo@zyxelcomtw Organization (Full) B 2022-11-0106:39:09 202210-21015144  2022-10-21 015144

2 Select the new owner from the other administrators in this organization from the drop-down menu.
Select the checkbox to continue, and click Yes to confirm transfer of ownership.

Change organization owner X

Please select current organization admin to become new owner.

John - j@zyxel comtw -

The process will take a while, it will automatically reload the privilege when task is done.

This action will cause you lose ownership rights include Nebula devices
under this organization. Do you want to continue?

-

The new owner will be notified by email and must accept ownership of the organization.

3.14 Manage a Configuration Template

This section shows you how to use a configuration template to manage sites for your organization.
Create asite and then bind a site to a tfemplate. You may enable the local override function if you want
to configure some specific settings directly in a site after a site is bound to a femplate.

Note: This feature is available to an organization administrator with full privileges only (see
Table 225 on page 746 for details on organization privileges).

1 Creafe and Bind a Template Site/Setting
2 Duplicate and Import a Template Setting to a Site

3 Enable the Override Site-wide Configuration (Local Override) Feature
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3.14.1 Create and Bind a Template Site/Setting

1 Go to the Organization-wide > Organization-wide manage > Configuration templates screen. Click
+Create.

Configuration templates

+ Create - @Tempote

|

[J site-wide general m

() ssiD Template Zyxel 2

[J switch Templatet m
or Cancel

2 The following screen appears. Enter a Template name and Template description for the template site or
setting you want to create.
To create a new configuration template, select Create new configuration template.
To import an existing template from a site or template, select Import settings from.

Create a new template X
Template name: SSID Template 2

Template description: Zyxe

Q Import settings from: -

Create new configuration O\

Sites
¥ou could also bind sites during Hgjnechu
Target sites: Kaohsiung

SiteO1
Taipei
Templates

Site-wide general

-

Note: Under Import settings from, select a site from Sites to copy a site’s settings. Under Import
setting from, select a template from Templates to copy a site’s site-wide general
setting, an Access Point’s SSIDs setting or a Switch’s port setting.

3 Select assite from the Target sites drop-down list box to bind the template to a site.
Click Create and then click Save to save the changes.
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4

5

Create a new template X

Template name: SSID Template2 *
Template description: Zyxel 4
O Import settings from: -

o Create new configuration template

You could also bind sites during create template:
Target sites: -
Hsinchu

Kaohsiung Eiose

Create
Site01

_ jiciocs -

If you skip this step, you can bind a template to a site later. Go to the Organization-wide > Organization-
wide manage > Configuration templates screen. Select the template you want to use and then click the
row with the template that you want to bind to a site.

Configuration templates
B Name Description # bound sites Bound sites
[J site-wide general 1 m
SSID Template 2 Zyxel 0
O ssiD Templatet Zyxel 2
[J ssID Template3 0
[J switch Templatet 1 m
or Cancel

The following screen appea

fo.

rs. Click Bind additional site to select the site you want to bind the template

Configuration templates

Configurgtion template list / SSID Templote2

1site are bound to this configuration template.

Bind additional site

[ | Name Tags

¥ @S\ts

Device Local Override

=~ [ = [

(] ZyNst TW 7

The following screen appears. Click the Target sites drop-down list box.
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Select sites to follow "SSID Template 2" X

Target sites:
Hsinchu
Kaohsiung

Site01
_ Ll

Select a site from the Target sites drop-down box list and then click Bind.

Select sites to follow "SSID Template 2" X

Target sites: Kachsiung @ [ - T

oo{ (]

Click Save to save the changes.

Configuration templates

Configuration templgte list / SSID Templated

2 sites are bound to this configuration template.

Bind additional site m Revert to template setting Q Seaql b4 selected in Site

[ | Name Tags Device Local Override

: S

o

ELVER br Cancel

(Please allow 1-2 minutes for changes to take effect)

A configuration template is created as shown in the Organization-wide > Organization-wide manage >
Configuration templates screen.

Configuration templates

- @ Template

:

B nName Description # bound sites Bound sites
[ site-wide general o]
([] ssID Template 2 Zyxel 1 )
] ssID Templatel Zyxel o]
(] ssID Template3 o]
[ switch Templatel 0
1 3

NCC User's Guide
101




Chapter 3 Tutorials

9

10

To release a site from using a configuration template, select a site and then click Unbind to unbind the
site. The site which is unbound from the tfemplate still retains the seftings applied from the template. The
following screen appears. Click Confirm to confirm the changes.

Unbind from template X

Unbind site(s) from the configuration template and keep current setting.

Close

Click Save to save the changes.

Configuration templates

§SID Template?

Configuration tempiate list /

2 sites are bound to this configuration template.

Bind additional site m Revert to template setting

¥ selected in @ Site

] Name Tags Device Local Override
v

r Gonee!

(Please allow 1-2 minutes for changes to take effect)

3.14.2 Duplicate and Import a Template Setting to a Site

This section shows you how to duplicate and then import the following femplate settings to a site:

* The site-wide general setting includes the device configuration, SNMP and captive portal re-
authentication.

¢ An Access Point's SSID setting.
* A Switch’s port setfting.

The site-wide general setting

Select a bound site from the Site drop-down list box.

wr e il Qoo ® @

Sites

Group: TW Test - Organization: Test July -

testSite-02-23
Configuration management
TW Temp

synchronization ZyNet TW

Siitings = b ZyNet TW-2
Template
From source site: TWTefnp  Site-wide general =
SSID Template2 2
To site{s): -
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Go to the Organization-wide > Organization-wide manage > Configuration management screen. Under
Synchronization, select the Site-wide settings in Settings fo copy a site’s general setting fo another site.

Configuration management

Synchronization

Settings: Site-wide settings -
( Site-wide settings '
From source site: =
55IDs
itels):
ORI Kaohsiung -

Switch settings clone

From source DO.Cr AS. ACCAAA -
device:

To device(s):

D Include uplink port settings

From the From source site drop-down list box, select the site you want to copy the Site-wide settings
from.

Configuration management

Synchronization

Settings Site-wide settings -
From source site:  einehy >
To site(s): Q
Hsinchu
ot will be svA kaohsiung
Site01
Taipei
Switch settings clone
From source PO AR AT A -
device:

To device(s):

D Include uplink port settings

From the To site(s) drop-down list box, select the site you want to import the Site-wide settings to. Click
Sync to save the changes.
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Configuration management

Synchronization

Settings: Site-wide settings -

Fromsource g Ex100W_0630

‘ To site(s)

Switch settings clone

From source =

device:

To device(s) o
[ Include uplink port settings

An Access Point’s SSID Setting

Go to Organization-wide > Organization-wide manage > Configuration management screen. Under
Synchronization, select SSIDs to copy a site’s SSIDs settings to another site. The duplicated SSIDs include
the authentication and captive portal settings.

Configuration management
Synchronization
Settings: 55Ds =

Site-wide settings

From source site: =
SSIDs

To site(s): ) )
Kaohsiung -
Switch settings clone
From source BR-E-ATAEEAAA v
device:
To device(s): -

D Include uplink port settings
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From the From source site drop-down list box, select the site you want fo copy the SSIDs from.

Configuration management

Synchronization

Settings: 55Ds =

From source site:  einehy

-

To site(s): Q

Hsinchu

ot will be svA kaohsiung
SiteO1
Taipei
Switch settings clone

From source DO.Cr AS. ACCAAA -
device:
To device(s): -

D Include uplink port settings

From the To site(s) drop-down list box, select the site you want to import the SSIDs to. Click Sync to save
the changes.

Configuration management
Synchronization

Setbinga
Settings: 35IDs =

Fromsource g exi00W_0630
site:

R R T O

From source -

device:

Switch settings clone

To device(s)

D Include uplink port settings
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A Switch’s Port Setting

Go to the Organization-wide > Organization-wide manage > Configuration management screen. Under
Switch settings clone, select the Nebula Device's MAC address from the From source device drop-down
list box. The cloned switch setting includes the port setting, IGMP advanced settings and STP bridge
priority.

Configuration management

Synchronization

Settings: 55Ds =
From source site:  einehy >
To site(s): ) )

Kaohsiung -

Switch settings clone

From source DO.Cr AS ACCAAA -
device:

To device(s):

D Include uplink port settings

Vhat will be cloned?

From the To device(s) drop-down list box, select the Nebula Device's MAC address you want to import
the Switch setting to. Click Clone to save the changes.
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Configuration management

Synchronization

Settings: 55Ds =
From source site: Hsinchu =
To site(s): ) )

Kaohsiung -

Switch settings clone

From source ROEM-A2-AECAAA v
device:

( To device(s): - ]

D Include uplink port settings

3.14.3 Enable the Override Site-wide Configuration (Local Override)
Feature

A configuration template is a list of common settings that you can bind (apply) to a site. If you do not
want to apply any new settings from the template to a site, just unbind that site. If you want fo configure
some specific settings directly in a site after the site is bound to a femplate, turn on the local override
function. This feature is available to an organization administrator with full privileges only.

This section shows you how to enable the Override site-wide configuration feature to update site
information. Select a bound site from the Site drop-down list box to edit the details of the selected site.

Group: TW Test ~  Organization: Test July -+ |site zynetTW = Q @ Q @ 1o °
a - = it

Sites

Configuration management

T

Synchronization ZyNet TW
ZyNet TW-2
Template

fpomsctireecEs TWTegnp | Site-wide general -

1 Goto apage under Site-wide > Configure and then select the Override site-wide configuration box. The
Configuration page of a bound site contains an Override site-wide configuration box.
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3

This site is bound to template SSID Tempigte?

[ override site-wide configuration

Site information

ZyNet TW

Local time zone Taiwan ¥ Asia - Taipei (UTC +8.0) -

Site location

This site location will apply to your new added device(s) as address

on map automatically.

Configuration template This site uses the configuration of the template SSID Template2 m

The following screen appears. Click Confirm fo continue.

Override template X

Configuration in this page will not follow template Site Templatel

ck confirm to continue...

Clo se@

In the Site-wide > Configure > Site settings screen, edit the Site information, Device configuration,
Captive portal reauthentication, SNMP and Voucher settings on the following page. Click Save to save

the changes.

This site is bound to template SSID Templote?

Override site-wide configuration

Site information

ZyNet TW

Site name

Local time zone

Site location

To verify the local override setting of a site, go to Organization-wide > Organization-wide manage >
Configuration templates. The Local Override field may show that AP/SWITCH/GATEWAY /SITE-WIDE
settings in the template do not apply to the site. A tag for AP, as shown in the following figure, indicates
that Access Point settings have a local override and any further changes in the template’s AP settings

will not be synchronized to the site.
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5

Configuration templotes

on template list / Site Templatel

1site are bound to this configuration template.

Bind odditional site m Revert to templote setting - @ selactad in @ Site

or Cancel

(Please allow 1-2 minutes for changes to take effect)

If you decide to go back to the original template settings, clear the Override site-wide configuration box
on any page under Site-wide > Configuration. The following screen appears. Click Confirm to confinue.

Revert override X

Configuration in this page will follow template Site Templatel.

-

Overwrite the Access Point / Switch Setting

Please click confirm to continue...

Go to any page under Site-wide > Configure > Access points / Switch and then select the Override
access point configuration box. Every Configuration page of a bound site contains an Override site-
wide configuration box.

Nofte: If the local override configuration is enabled on one page, all configuration pages of
the Nebula Devices in the selected site will be enabled.
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i Override access point confi
SSID advanced settings ‘ [ Override access point configuration '

SsiD- | SSID1 -

MNetwork access
Security options o Open

Users can connect without entering a password

Enhanced-opzn @
User can connect without password. Enhanced open provides improved data encryption in open Wi-Fi networks

WPA Personal With 2 v
Users must enter the password to associote

Dynamic personal psk @ Model list

C‘ MAC-based Authentication with . -

Use MAC cddress as a username and password

WPA Enterprise with v
Use 8021X authentication that requires a unique username and password

WPA Enterprise with n + 4 + -

Sign-in method © Disobled
Users can access the network without any web authentication
Click-to-continue
Users must view and agree the captive portal page then can access the network
Voucher

Users must enter a voucher code then can access the network

Create and manage voucher passcode on the
Sign-on with Nebula cloud authentication

Users must enter a username and password then can access the network

This allows a specific type of Nebula Device setting override. The following screen appears. Click
Confirm to confinue.

Override template X

Configuration in this page will not follow template Site Templatel.

In Site-wide > Configure > Access point > SSID settings, edit your SSIDs, authentication or captive portal
settings on the following page. Click Save to save the changes.

Please click confirm to continue...
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SSID settings Override access point configuration
Advanced mode: @D whotisthis?
- Add SSID network
1 | ] 2 L] ¢
= ®
ssiD1 $SID2 SsID3
Enobied @ a» a»
Programmable SSID Beta @ ] o ] »
Tagging
Enable SSID on APs with any of the specified tags Enable SSID on APs with any of the specified tags Enable SSID on APs with any of the specifier
a e a» e > o
SSID advanced settings Edit Edit
'WLAN security Open Open Open
Sign-in method Disable Disable Disable
s RN BTN B
VLAN ID 1 1 1
Rate limiting @unlimited Kb/s@Dunlimited Kbfs @unlimited Kb/s@unlimited Kbfs @unlimited Kb/sTunlimited Kb/s
Captive portal customization Edit Edit

Theme Modern Modern Modern g

In the Site-wide > Configuration > Switches > Switch settings screen, edit VLAN configuration, STP
configuration, Quality of service, or Port mirroring settings on the following page. Click Save to save the
changes.

Switch settings | Override switch configuration

Auto configuration recovery Modsl list

Auto configuration recovery @ (‘J

VLAN configuration

Management VLAN 7 *

Before changing management VLAN, please check that uplink port enable management control and belongs to management VLAN member for
avoiding disconnect with NCC
To configure management control port in Switch ports

STP configuration

Rapid spanning tree protocol (RSTP): ‘:J

e priority: @
STP bridge priority: Switches e

Default 32768

To go back to the original template settings, clear the Override switch configuration box on any page
under Site-wide > Configuration > Access points / Switches. The following screen appears. Click Confirm
fo confinue.

Revert override X

Configuration in this page will follow template Site Templatel.

-

Please click confirm to continue...
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3.15 Activate an MSP License

You must have an NCC account and an MSP license pack to activate an MSP license.

To activate an MSP pack, do the following:

1 Click the More icon (upper right) and select My devices & services.

Q ©

th = My devices & services

Ad  Active sessions

¥ Recent logins

2 Select the Services tab.

My devices & services

The list of all Nebula devices and services that have been owned by your account

Devices Purchase history

» (1) Licenses es [l -+ Register [l [ Export~
¥  License key Service description Startdate Enddate  Status Actions Registered date  Activated date
LIC-NMSP-2YR-202206230916 Nebula MSP Pack License; 2YR 2022-07-01 2024-07-01 Activated Transferlicense 2022-06-23 2022-07-01

3 Select the MSP Pack license, click Actions, and select Activate. The MSP menus can now unlock the MSP
branding, Admins & teams, Cross-org synchronization, and MSP alerts features (see Chapter 14 on page
741 for details on the MSP menus).

3.16 Configure CNP/CNP Plus Security Services

Different features are enabled depending on the type of trial license you purchased.

If you activate the CNP trial license, only the IP reputation filter is enabled. If you activate the CNP Plus
frial license, IP reputation filter and application visibility & optimization are enabled.

3.16.1 Threat Protection

An IP address with a bad reputation is an IP address associated with suspicious activities, such as spam,
virus, and phishing. These are stored in a database. IP reputation checks the reputation of an IPv4 (only)
IP address from the database. When there are packets coming from an IPv4 address with bad
reputation, you can set the Nebula Device to respond by blocking these packets. You can change the
response action setin NCC. You can also configure an exempt list to allow packets from specific IP
addresses regardless of their content rating.
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Both the CNP/CNP Plus licenses enable the IP reputation filter feature. To configure IP reputation filter, do
the following:

1 Go to Site-wide > Configure > Access points > Security service.

2 Referto Section 5.3.6 on page 341 for details on how to configure the Threat Protection fields.

& Threat Protection [EER) modsl list
Enabled @ ONs Threat/IP Reputation Filter screens out unsafe phishing sites or botnets to provide users a trustworthy wireless service

a

(/‘ Allow users to browse unsafe sites. Proceed to unsafe website at user own risk

enied access message | . —
Denled deoess messag This high risk page is blocked by Zyxel Connect & Protect service due it may contain maliclous

Redirect external URL

Notification page

Enable on
e-Nebulo-FT89 w:

Access message

Zyxel AP proactively secure your network and establish a trustworthy Wireless LAN to protect

Category list & Tor Proxy & Mobile Threats

IP Reputation exempt list

DNS Threat exempt list

3 Then click Save.
Go to Site-wide > Dashboard: Hit for Threat Protection by CNP Service o view the following:

¢ total number of times packets coming from an IPv4 address with a bad reputation occur, and

¢ the number of times connection attempts to an IPv4 address with a bad reputation occur.

Total Scan for AP Network IP Reputation Filter: 1075025601

3.16.2 Application Visibility & Optimization

Application visibility provides a way for a Nebula-managed Access Point to manage applications in WiFi
network. It can detect the type of applications used by WiFi clients and how much bandwidth they use.
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Application optimization is a way to limit the bandwidth usage of applications in the WiFi network. For
example, applications that need real time fraffic such as video streaming may use more resources. Use
application optimization fo limit the bandwidth used fo stfream video to prevent it from slowing down
your WiFi network. Application opfimization limits the applications bandwidth usage by their categories.
You can manage and view the applications and their categories in Site-wide > Applications usage >
Application View by Access Point.

You need to purchase the CNP Plus license to enable application visibility & optimization. To configure
application visibility & optimization, do the following:

1 Go to Site-wide > Applications usage.
2 Make sure you are in Application View (--> Category View is displayed)
3 Select Application View by Access Point in the Applications field.

4 Hover the mouse pointer anywhere on an application row. Click the Limit icon fo set its Bandwidth limit.

3

prm—
{Applications  Application view by Access Point ) v lost2ahours v (u 2 ()
55105 M8 -
\\\V"w —
\ N
e, 38737 M
— 282GB
' 183,68 MB -
g Obytes T T T f T T T T T T T T T T T
Application 1930 2100 2230 TFeb 0130 0300 0430 0800 0730 0900 1080 1200 1330 1500 1830 184

v cpp\ic:ttmns
Bandwidth limit

® Apple Web Services 5Mb @ 4 13268 4680%
(/] Microsoft SharePoint Microsoft Office 20Mb 28736 MB 9.96%
[] Akamai Web Services 5Mb 25827 MB 8.96%
(] Apple iTunes Web Services SMb 163.67 MB 5.68%
[] Microsoft Outlook Mail 10Mb 9471 MB 328%
(] Facebook Social Network 20Mb 78.06 MB 271%
[/] Microsoft Office Microsoft Office 20Mb 68.31MB 237%
(] QuIC Web Services SMb 5780 MB 200%
[] HTTPS Web Services 5Mb 56.28 MB

(] Zoom Video Telephony (VoIP) 20Mb 5325 MB 185%

5 Use the slider or enter the Traffic allowed in Mb/s (1 — 30 or Unlimited).
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Web Services X

o) (Mb/s)(1 - 30)

1hA 15M Unlimited

Bandwidth limit applies on application category.
The setting helps on smooth wireless experience by limiting the applications consuming large amounts of
network bandwidth.

(Per client device traffic rate)

6 Then click Ok.

To monitor the application bandwidth usage, go to Site-wide > Dashboard: Access points application
usage to view the top ten applications that use the most bandwidth in the site.

L
Oj AF
" B MPEG Trons 3 GB Apple B2 MB
T K 3 M
31GB Spotif | 81MB
WHTTRES
W zy Y A f

3.17 Delete an Organization

Only the Organization owner can delete an Organization. An Organization can be deleted only when it
has no site(s), administrator(s), user(s), license(s), or Nebula Device(s) in the Organization.

To delete an Organization from the NCC, do the following:
3.17.1 Remove All Nebula Devices

1 Go to Organization-wide > License & inventory > Devices tab (1).
2 Click the checkbox (2) to select all Nebula Devices.

3 Click the Actions button (3).
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License & inventory

Overview 1 Licenses Trial Change log Purchase History

1 access point == 3 swich @ 1 security appliance D (O mobile Router
Both [ES v (8)selected in (5 ) devices. + Add [l [S Export~

=

Serial number Claimdate License expiration date

60:310784 E184 Access Point NAP102 5162725100240  60:3197.84 E184 20: 0 2024-07-22 Nebula Professional Pack m
5CE28C:5C:00:48 Security Gateway ~ NSGS0 S172L37100056 SC:E2BCEC00:48  2022-12-20 2023-07-22 Nebula Professional Pack
20:06:28:11:05:84 switch XS1930-12HF 200629110584 200629110584 2023-01-10  2025-01-10 Nebula Professional Pack m
BC CFAF-477DF1 Switch G51350-6HP 51921 11090036 BCCFAFATIDFI 2022-12-20 2023-07-05 Nebula Professional Pack
XGS220-30HP Test  Switch XGS2220-30HF  S222116090040 BBECA3FFEEIA  2023-01.05  2023-06-23 Nebula Professional Pack m

4 Click Remove from organization.

5 Click the Yes button to confirm, or click the delete icon to remove each devices individually.

Remove devices X

You are going to remove device(s) from organization. Those device(s) belong to site will be removed and

network services will be stopped.

Device name MAC address Serial number Site
il
£EMN-21-07-0A.C1-0A aMN-21-07-0A.C1-0A CARITIACANMNTIAN 2': Ofﬁce .
il
EM-CN-0r-Sr-Nn-A0 CACH-0r-Sr-Nn-A0 C1TI OTINNNER QF OfﬁCe .
il
AN-NE-N1-NE-0A AN-NE-N-11-NE-0 A ANNENNTINED A Alex test PoE schedules .
il
D AC-ATTM-C DM AC- ATTIMN-C1 CA0 MNONNI8 QF OfﬁCe .
il
YEQPIN_ANHP Tact Ro-E-ATEE-EE1A SO ARNGNNAN 2F Ofﬁce .

Do you want to continue?

3.17.2 Transfer All Licenses

See Section 3.7 on page 82 in this chapter for information on how to transfer licenses assigned to an
organization and Nebula Device to another Nebula Device in a different organization.

3.17.3 Delete All Sites

1 Go to Organization-wide > Organization-wide manage > Organization portal > Sites tab (1).

2 Click the checkbox (2) to select all sites.
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3 Click the Delete button (3) to remove all sites.

Google
1

ite tags Devices
it (e

@ selected in @ Sites

4 Clients

® I - Obytes 0 a
o Obytes O o
o Obytes O o

Offline devices

Map  Satellite

() +

&

Keyboard shortouts  Map dota 82022 Google 10m L—— 1 Terms of Use'y Report a map eror

Over the last day: O Client, O bytes [> Export~

Template

% Offline

1000 % SSID Template2
N/A

N/A

4 Click the Delete sites button to confirm.

Delete site confirmation

Deleting sites is irreversible; all configuration and client data associate with those sites will be lost!

e ———
S

X

3.17.4 Delete All Administrators

1 Go to Organization-wide > Administrators (1).
2 Click the checkbox to select all administrators (2).
3 Click the Delete button (3).

4 Click the Save button (4) to confirm.

NCC User's Guide
117




Chapter 3 Tutorials

Organization-wide » Administrators |

Administrators

Activati

= @ selected in @ﬂdmlmstmtors

Merged privilege Privilege Account status Last access time (UTC)

2022-02-07 00:56:07

4 r Cancel

(Please allow 1-2 minutes for changes to take effect.)

Createdate (UTC)  Status change date (=]

2021-07-1206:44:24  2021-07-1206:44:24

3.17.5 Remove All Users

3.17.6 Delete the Organization

1

2

3

Go to Organization-wide > Organization-wide manage > Cloud authentication (1).

Select the User tab (2).

Click the checkbox to select all users (3).

Click the Remove users button (4).

Click the Save button (5) to confirm.

5] v

| Crganization-wide > Configure > Cloud authen

Cloud authentication

2|user| mMac Depsk

Authorization~ VPNaccess~ | VLAN attribute »

4

Email Userna..  Descri..

nsbusvd3.. nsbusvd3 svdiest

test@gm.. test1234

BO21X

No

No

No

No

@ selected in @ Users

Authori.. Expirei.. Leoginby DPPSK & VLANGa..

No Email LTI Y Y

No e Email [IITT XY

H D or Cancel

(Please allow 1-2 minutes for changes to take effect.)

2FA St
Not Enroll

Not Enrall...

Bypass...

No

No

Authori.. Create.. Create.. E
N
sddord@.. 2022-12-27 06

e sddord@.. 2022-12-27 06

b

Go to Organization-wide > Organization-wide manage > Organization settings (1).

Enter the Name of the organization you wish to remove (2).

Click the Delete organization button (3).
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Settings

Organization information

@m- Test_July ) 9

Country: Taiwan -
Security
Idle Timeout @ \) 0 minutes of inactivity will logout users.

% Login IP ranges ‘:’ Only allow access to this organization from IP addresses in the specified ranges.

This computer is using IP address : 61.222.86.26

Import certificate ‘\) Use my certificate

You can delete this organization only if it has no sites, adminis s, Users, licenses, or devices registered in this inventory

Delete this crganization

Please check your setting as below: sites

Delete organization 3

4 Click the OK button to confirm.

WARNING

WARNING!
Deleting an organization cannct be reversed! Are you sure you want to delete this organization?

Cancel | OK |

—

3.18 Remote Access VPN Setup

The following figure illustrates a secure VPN channel configured through NCC. The VPN client (C)
remotely accesses the office server (A) through the Nebula Device (S) in a typical work from home

scenario.
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A

To set up aremote access VPN on Nebula, do the following:

e Create a VPN user
¢ Enable the remote access VPN rule for IPSec VPN client

¢ Check the connection in Nebula.

The user needs to do the following:

¢ Set up the VPN using Zyxel's SecuExtender (only), a VPN client software
* Import the VPN configuration file
* Open the VPN tunnel

¢ Set up two Factor Authentication on a mobile device to bind the user account.
3.18.1 Create a VPN User

1 Go to the Site-wide > Configure > Cloud authentication screen. Click +Add to create a user.

Cloud authentication  (Site :AE_Test)

User MAC DPPSK

v (2)users [z Import | + Add | [3 Export~

Authori.. Expirein  Loginby DPPSK ® VLANa. 2FASt.  Bypass.. Authori. Create.. Create.. [5]

D nsbusvd3 . nsbusvd3  svdtest No No No _ Email [ITITTT B Not Enrall. No . sdd9rd@.. 2022-12-27141
[] test@gm.. test1234 No No No - Email (ITTT YT o Not Enroll.. No sdd9.rd@.. 2022-12-2714:.

3

2 Enter an Email, Username, generate or enter a Password (4 — 31 characters, including 0-9 a-z A-Z
~@#3%R* (_+-={} | [];"./<> 2). Click Allow to use Remote VPN access. Click Does not expire to set no
time limit for this user account. Select Username or Email in Login by. Click to select Email account
information to user. Then click Create user.
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Create user

Account type:

Email:

Username:

Description:

Password:

DPFPSK:

8021x:

VPN Access:
Authorized:

Expires:

Login by:

Two-Factor Auth.:

Email to user:

VLAN assignment:

USER

vpnuser@zyxel.com

vpnuser

viMMB4In

had A
_ Generate
', Generate

D Allow to use WPA-Enterprise to access network

Allow to use Remote VPN access
Yes -
© Does not expire
*
minutes ¥

Expires in:

Username or Email -

D Bypass two-factor authentication.

Email account information to user.

B3 -

3 Click Save.

Site-wide > Configure > Cloud
Cloud authentication

User MAC DPPSK

| Userna...
[ nsbusvd3d_ nsbusvd3
[] test@gm.. testi234
[ wvpnuser vpnuser

ication

(Site :AE_Test)

Desori...

svdtest

Authori... DPPSK & VLANG..

Login by

Expire in

No No No _ Email
No No No _ Email (IXYTYT o
No ves ves Never Usernam _

r anes!

(Please allow 1-2 minutes for changes to take effect)

Not Enrall

Not Enroll..

Not Enrall

No

No

No

samuelyu.

sdd9 rd@

sdd9.rd@..

samuelyu.

2022-12-27 141

2022-12-2714:.

3.18.2 Enable the Remote Access VPN Rule for IPSec VPN Client

1 Go to the Site-wide > Configure > Firewall > Remote access VPN screen. Click IPSec VPN server to
enable VPN. Enter the IP address range in Client VPN subnet. Select IKEv2 in IKE version.
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Click Two-factor authentication with Captive Portal to enable two-factor authentication with the Google
authenticator app. The VPN client will be asked to provide a Google authenticator verification code, so
must install the Google Authenticator app. Then click Save.

Remote access VPN

(Please allow 12 minutes for changes to take effect )

Click Send Email fo give your VPN client the configuration instructions through emaiil.

Remote access VPN

@ :
o9 .
fault |

Mebe i -

& T - ol @

TSI BRI EEED | =2 5and emai

L o
(Please allow 1-2 rinutes for changes to toke effect)
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3.18.3 VPN Setup by the VPN Client

1 The VPN client should receive the following emails:

= Configuration for Secukxtender IPSec VPN Client email with attached VPN configuration file (.tgb).
Save the configuration file in your computer.

* Nebula Cloud Account Information email with the following login information: Email, Username,
Password, and Expired time (validity = NEVER).

2 Click the link in the Configuration for SecuExtender IPSec VPN Client email for instructions on installing the
SecuExtender and activating the license key. The How to activate SecuExtender license key after your
online purchase webpage appears.

¢ Click Download.

» Select the SecuExtender app based on your computer’'s operating system to install it.
¢ Follow the online prompts to activate the SecuExtender license.

3.18.4 Import the VPN Configuration File

1 Save the attached VPN configuration file (.tgb) from the Configuration for SecuExtender IPSec VPN
Client email on the VPN user’'s computer.

2 On your computer, open Secukxtender. Click the menu icon.

VPN Connections X

' &

3 Click Configuration > Import.
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W SecuExtender IPSec VPN Client — O e
Configuration Tools 7

Save Ctrl+5

Import
Export

Get from Server
Move to USB Drive

Wizard...
Quit

IKE V2 tunnel creation wizard

@ Export all IKE ¥2 tunnels

& VPN Client ready

4 Locate in your computer and click Open to import the VPN configuration file from the Configuration for
SecuExtender IPSec VPN Client email.
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Configuration Tools 7

] ven confi| W Open

*

Quick access

Desktop
(o ]
Libraries

This PC

MNetwork

W SecuExtender IPSec VPN Client

Lookin: | | | P15

v @@ e mr

MName

How to Setup Zyxel Nebula Remote Acce... 2022/5/30 T4 05:34 File fe

PDF Files
PNG Files

SecuExtender VPN Client_IPSec_6.6.87.10... 2022/6/16 T4 01:29 File ft

uG

[ % IKEv2-alpha-6ebedd3s.d2ns-nbl.com.tgb  2022/6/16 L4F 10:56 TheG

-

Date modified Type

2022/4/12 T4 02:55 File fe
2022/6/16 £4 10:37 File fe

2022/6/16 T4 01:26 File fe

£ >
File name: | |IKEv 2-alpha-6ebe4d35.d Zns-nbl.com tgb - |
Flesoftype: | Compatible files (*tgb) |

[ Open as read-only

& VPN Client ready

5 Click RemoteAccessVPN in VPN Configuration > IKE V2 > RemoteAccessVPN.
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W SecuExtender IPSec VPN Client — O e

Configuration Tools 7

] vPN Configuration KE V2
- IKE V1
IKE V1 Parameters ) )
IKE V2 Configuration

his ol of IKE

IKE V2 tunnel creation wizard

@ Export all IKE ¥2 tunnels

& VPN Client ready

3.18.5 Open the VPN Tunnel

1 Right-click RemoteAccessVPN in VPN Configuration > IKE V2 > RemoteAccessVPN and click Open
tunnel.
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W SecuExtender IPSec VPN Client — O e

Configuration Tools 7

RemoteAccessVPN: Child SA

[Z] VPN Configuration ChidSA  Advanced Automation Remote Sharing IPV4 B0
B IKE VL
| IKE V1 Parameters
i lect:
B IKE V2 Traffic
E“: Ii)emoheAccessVPN VPN Client address | 6 .0 .0 .0 |
Open tunnel Ctrl+0
Address type | Subnet address ~
Export
RemoteLANaddress| o .0 .0 .0 |
Copy Ctrl+C
Rename F2 Subnetmask| 0 .0 .0 . 0D |
Delete Del
Request configuration from the gateway

Cryptography

Encryption |AES CBC 256
Integrity |SHAZ2 256

Diffie-Hellman |DH21 (ECP 521) ~

IoI

Extended Sequence Mumber |1y

Lifetime

Child 5A Lifetime | 23800 sec.

& VPN Client ready

On the next screen, enter the Login: Username and Password from the Nebula Cloud Account
Information email. Then click OK.

W' RemoteAccessVPN Authentication x

q Enter Authentication login and password to open the
9 e

Logn: . vpnuser ‘

Password: 'uou| |
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Wait until Tunnel opened appears on the lower right of the screen.

An IP address will now appear in VPN Client address to replace the previous 0.0.0.0. The button lights
green in front of RemoteAccessVPN in VPN Configuration > IKE V2 > RemoteAccessVPN.

When Your connection isn’t private appears on the web browser, click Advanced to continue.

A

Your connection isn't private

Attackers might be trying to steal your information from 192.168.1.1 (for example, passwords

messages, or credit cards)

Click the Continue to xxx.xxx.x.x (unsafe) link on the bottom of the screen.

A

Your connection isn't private

Attackers might be trying to steal your information from 192.168.1.1 (for example. passwords

messages. or credit cards)

Hide advanced Go back

This server couldn't prove that it's 192.168.1.1; its security certificate is not trusted by your
computer’s operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Continue 1o 182, ﬁ 1.1 mmare}l

3.18.6 Set Up Two Factor Authentication to Bind the User Account

1

On the Two factor authentication screen, click Setup.
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L

The prompt to download and install the Google Authenticator app on a mobile device appears. Install
the Google Authenticator app. Then click Next.

Setup Google Authenticator

# Download on the GET IT ON
®& App Store P> Google play

2 Use the Google Authenticator app to scan the QR code. The QR code contains the user account
information created in step 2 of Create a VPN User. Enter the code. Then click Verify.

NCC User's Guide
129



Chapter 3 Tutorials

Link your account

sean the QR code enter the following code (13D 10 CODY) N0 the app Y MAIEAAIA ETRI SALALILE 41 I IPAISERIARS |

Note: Two Factor Authentication needs to be set up by the user only once. On the next login,
just enter the Two Factor Authentication passcode.

The following screen will appear in the user's web browser.

e & A Mot r hetes/ /192 168.1.1

ZYXEL

[

3.18.7 Check the Connection in Nebula by the Administrator

Go to the Site-wide > Monitor > Firewall > VPN connections screen. The remote VPN connection should
appear in Client to site VPN login account table.
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VPN connections

Connection status

Configuration Thiz sscurity gataway |= exporting 2 subnat over the VPN 192180.10/24, 192160.2.0/24

Site connectivity

Tunnal Up Tima

Non-Nebula VPN peers connectivity

Lecation Subnet Status Inbound Outbound Tunnal Up Tima Last Heartbeat

Remote AP VPN

Nome Etotus Inbound Outbound Tunned Up Time Lost Heartheat

Cllent to site VPN login account
User Nama Hostnomae Assignad IP Public >

vpnuser 192.148.100.3 114.43.70.127

3.19 Route L2TP VPN Traffic

L2TP (Layer 2 Tunneling Protocol) is a tunneling protocol used to support virtual private networks (VPNs).
L2TP works af layer 2 (the data link layer) to tunnel network fraffic between two Nebula Devices over
another network (like the Internet). In L2TP VPN, establish an IPSec (Internet Protocol Security) VPN tunnel
first and then build an L2TP tunnel inside it. IPSec VPN connects IPSec routers or remote users using an
IPSec software such as SecuExtender.

The following example figure shows a VPN client (C) connecting to a Nebula Device (R1) through an
L2TP VPN (V1). Nebula Device (R1) connects to Nebula Device (R2) using site-to-site VPN (V2). The VPN
client (C) can access a server (S) inside the Nebula Device (R2) through the two VPN tunnels (V1, V2).

R1 R2
V2 v
( 9 I\
1 1 } U
LAN: 192.168.0.1/24 LAN: 192.168.20.1/24
V1
192.1468.20.100
(o S
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You can sef up a VPN site-fo-site tunnel fo a cloud computing service like Microsoft Azure. To route L2TP
fraffic between your site and Microsoft Azure site, do the following:

Nebula Device (Firewall device) IP address | 192.168.1.1
L2TP VPN (source site) 192.168.3.0/24
Microsoft Azure network (destination site) 172.10.1.0/24

Go to Site-wide > Configure > Firewall > Routing: Policy Route/Traffic Shaping: Add.

¢ Enter a definition for the rule in Description: for example, L2TP_Routing.

* Enter the L2TP IP address range to which this rule applies in Source IP: 192.168.3.0/24.
¢ Entfer the Destination IP address range to which this rule applies: 172.10.1.0/24.

¢ Select Any protocol to apply the policy route to in Service.

* Click fo enable Policy Route.

» Select VPN Traffic in Type to route the matched packets through the VPN ftunnel you specified in the
Next-Hop field.

e Select the remote VPN gateway's site name in Next-Hop.

Then click Update. Network traffic can now pass between your site and Microsoft Azure site through the
L2TP tunnel.

Update policy route / Traffic Shaping Rule X

Matching Criteria

Descuphar: |L2TP Routing |

Source: !
| 1921683.0/24 @ |

Destination: !
| 1721010/24 @ |

Service: | |
Any -

Policy Route ‘:
Type: | VPN Traffic 7 |
Next-Hop: | HQ - |

Traffic Shaping :’

NCC User's Guide
132



Chapter 3 Tutorials

3.20 Configure Guest Isolation on your WiFi Network

To enhance security for both host network and guest users, configure guest isolation on your WiFi
network. This prevents the guest users from seeing each other on your WiFi network.

1 Go to Site-wide > Configure > Access points > SSID settings and click + Add SSID network.

SSID settings

Advanced mode: ‘D What is this?

- Add SSID network
[= ] :

SSID settings

(nyl
=

Name ssiDn
Enabled ‘D
WLAN security Open
Sign-in method Dizsable
s IS
VLAN ID 1
Rate limiting ) unlimited Mb/s @ unlimited Mb/s
Programmable SSID ()

Guest Network C’ o

Enable SSID on APs with any of the specified tags

(nyl
=

Captive portal customization

Theme Modern

2 Click Edit on SSID2 to go to the Site-wide > Configure > Access points > SSID advanced settings screen.
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SSID settings
Advanced mode: ‘D What is this?
- Add SSID network
SSID settings Edit

Name SSID1 §sID2
Enobied @ a»
WLAN security Open Open
Sign-in method Disable Disable
VLAN ID 1 1
Rate limiting (@ unlimited Mby/s ) unlimited Mb/s (2 unlimited Mb/s () unlimited Mb/s

Programmable SSID () ()
Guest Network D e D e

- ag -

Enable SSID on APs with any of the specified tags Enable SSID on APs with any of the specified tags

m
=

Captive portal customization Edit

Theme Medern Modern

Enter a name for this WiFi network for identification purposes (for example, Guest). Click Enabled to turn
on this WiFi network. Select WPA Personal With (WPA2) and enter a pre-shared key from 8 to 63 case-
sensitive keyboard characters in Users must enter this key to associate to enable WPA2-PSK data
encryption. Enter the ID number of the VLAN to which the SSID belongs (for example, 20).

SSID advanced settings

Basic Info
SSID name Guest x "
Enabled a
Hide SSID J» o
Network access
Security options @ O Open

Users can connect without entering a password

O Enhanced-open @
User can connect without passwerd. Enhanced open provides improved data encryption in open Wi-Fi networks.

Q WPA Personal wWith WPA2 -

Users must enter this key to associate: ,,..eeeseess e

Wi-Fi Access QR Code

Advanced settings

VEANTD 20 x U-4094)

I A\ Smart Guest/VLAN network tip, click here I
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5

Note: If you have a Nebula Security Appliance installed in the site but did not configure the

VLAN ID on the gateway, Smart Guest/VLAN network tip, click here displays. Click here
to open a screen where you can create a gateway interface with the new VLAN ID.

On the Smart VLAN screen:

Enter the IP address and Subnet mask, and select the Port group fo which the Security Firewall
intferface belongs. Go to Site-wide > Configure > Firewall > Interface to get the Port group information.

In DHCP, select DHCP Server to allow the Nebula Device fo assign IP addresses and provide subnet
mask, gateway, and DNS server information to the network.

In IP pool start address, enter the IP address from which the Nebula Device begins allocating IP
addresses.

In Pool size, enter the number of IP addresses to allocate. For example, 200. This number must be at
least one and is limited by the interface’s Subnet mask. If the Subnet mask is 255.255.255.0 and the IP
pool start address is 192.168.20.33, the Nebula Device can allocate 192.168.20.33 to 192.168.20.232, or
200 IP addresses.

Click the Guest switch to the right to configure the interface as a Guest interface. Client devices
connected to a Guest interface have Internet access but cannot communicate with each other
directly or access networks behind the Nebula Device.

Then click Continue to save your settings for the VLAN to the NCC and return to the Site-wide >
Configure > Access points > SSID advanced settings screen.

Smart VLAN X
Nebula detected that VLAN 20 has not been created as gateway interface. Fill-up the VLAN settings and click Continue to proceed with the interface creation, or click
Close to skip.

VLAN ID (1~4094)
P address 192168201

Subnet mask 2559552550

Port group LAN Group 1 -

DHCP

P pool start address 19216820 33 Poalsize  opg

Guest ‘: (Enakle Internet access only)

Close

Click Back to save your settings for the Guest SSID to the NCC and return to the Site-wide > Configure >
Access points > SSID settings screen.
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SSID advanced settings

Basic Info

SSID name

Enabled

Hide SSID

Network access

Security options @

Advanced settings

VLAN ID

Open
Users can connect without entering a password
Enhanced-open @
User can connect without password. Enhanced open provides improved data encryption in open Wi-Fi networks.
o 'WPA Personal With WPA2 -

Users must enter this key to associate:

Wi-Fi Access QR Code m

20 (1-4084)

A smart Guest/VLAN network tip, click here

(Please allow 1-2 minutes for changes to take effect)

6 Activate the Guest Network for the Guest SSID and click Save.
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SSID settings

SSID settings
Name
Enabled
WLAN security
Sign-in method
Band mede
VLAN ID
Rate limiting
Programmable SSID

Buest Network

Captive portal customization

Theme

Advanced mode: ‘D What is this?

Home
WPA2-Perscnal

Disable

1

[-1]
[~
a8

M
=
m
|.:

Guest
WPAZ-Perscnal

Disable

20

@ unlimited Mb/s (%) unlimited Mb/s @ unlimited Mb/s (T) unlimited Mby/s

»
D e

Enable SSID on

Modern

»

[@0]o

APs with any of the specified tags Enable SSID on APs with any of the specified tags

m
=

Edit

Modern

r CGHCEI

(Please allow 1-2 minutes for changes to take effect)

To test the configuration:

1 Connect a WiFi client to the Guest SSID. The WiFi client should get an IP address from the Guest SSID.

2 Have the Guest WiFi client access the www.zyxel.com website to test Infernet connectivity.

3 Then, have the WiFi client connected to the Guest SSID ping another WiFi client connected to the Home

SSID. The ping attempt should fail as the WiFi client connected to the Guest SSID can only access the

Internet.

3.21 Configure Content Filter to Block Access to Certain

Websites

This example shows how to block clients from accessing social media websites like Facebook.

The following example figure shows client C1 using computer A and client C2 using computer B to
access the Internet through the Nebula Device N.
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- - » ®

c2
AR g

You want to block the LAN clients C1 and C2 from accessing social media websites such as Facebook.
Create a content filter profile that includes the social media category.

Go to Site-wide > Configure > Firewall > Security policy: Security policy and click + Add (1).

Security policy

Security policy @

5 Application Patrol / Content
Enabled Name Action Filtering Policy Protocol
1 F " Mlow - H2- - : - ; -
= Application Profile g o
Implicit allow rules a Content Filtering Profile m 3
" /24
Allow Any R Any any
| /24 .
Allow Any 1323*1;%221-‘%%12%32 a4 Device Any
Implicit deny rule
Deny Any Any Any Any

.
Anomaly Detection and Prevention

Enable Anomaly Detection and
Prevention C‘

Session Control

Click the drop-down menu button (2) and then click ‘+' (3) for Content Filtering Profile to add a Content
Filter profile. The Nebula Device takes the action set in the profile when traffic matches the profile’s
policy. The following screen appears. See Table 125 on page 522 for a description of the fields in the
Create content filter profile screen.
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Create Content filter profile

Add profile

Sockal Media ¢

Description (Sptional)

DHNS content fiter

[anr.:m

Bleck Web Pages

action for Unrated Wab Poges

Action When Service i3
Unavaikable

Block Categery

warn

Warn

mplates

Custanm

Test URL

= Enteraurlt

A Categany

Search category

Block wob site

Alow web $e

[ aduis Topics.

O Ancnymizing Utilities
[ Auctions/Classifieds
[ Business

O comes
O conta

[ Heam
[ Histery
[ legal ux
O information Security
[ instart
[ interret Re

[ marketing/Merchandising
[ Media sharing
[ mabile Phane

Meotor Vehiclas

O ity

O Farvrile sharing

O rharer

[ remote Access
[ Rescurce Sharing
ool Cheating

[ weapen:
[ web mail
[ wet Phone

1
=]

Thire are no allow web site rubes def

krow website category

[ alechs
[ articutture/Heritage
O slegs/wiki

Oechat

SUMBr Protection

ritreve

al Capiniansg
[ bating/Persanals
O cigital Posteards
O orug:
[ Ertertain

toon Vialence
[ ceneral Hews

[ Grussome Content

[ Historical Revisionism
O Humericomics

[ incidental Mudity

L
[ interactive web Apgiications

tion Security New

1

[ Medic Downiloads
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3 Enter a name for this profile for identification purposes. For example, Social Media Out.

4  Make sure to click the switch to the right for DNS content filter: Enabled.

5 Select Custom for Templates.

6 To control access fo the social networking type of Internet content, click Category list to open the list
and select Social Networking in the Search category. This allows you fo block access to social

networking sites including Facebook.

7 Then, click Create to save and exit.

3.22 Configure Schedule to Allow WiFi Access Only at
Certain Times

This example shows you how to allow WiFi Internet access only at certain times.

To configure a schedule to control when a WiFi network (SSID) is enabled or disabled, do the following:

1 Go to Site-wide > Configure > Access points > SSID advanced settings. Click the Enabled swiftch in SSID
schedule to the right to configure a schedule. The New Schedule window appears. Enter a descriptive
Name for the schedule of up to 127 characters (0 — 9 a - z). The casing does not matter. Then, click
Create.

New Schedule x

Name:
New Schedule

2 The schedule Name appears on Schedule. To change it, click the edit icon ([&]) . Select Custom
schedule in Schedule template to manually configure the Day and time at which the WiFi network (SSID)
is enabled. Click the Availability switch fo the right to enable the WiFi network (SSID) at the specified
fime on this day. Specify the hour and minute when the schedule begins and ends each day. Then click
Save.
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Sylelell=te) [ @)
Schedule | Mlow Schiodis '4-{'
Hencuuictemipiate; | Custom schedule -l
time zone: Asia - Taipei (You can set this on Site s
Day Availability
sunday )] =
L@ 00:00 0200 0400 0600 0800 1000 1200 1400 1600 1800 2000 2200  24:00
Monday [ @ E 3
00:00 0200 0400 0800 O0B00 1000 1200 14:00 1600 1800 2000 2200 2400
. (C—)
Tuesday ( = i
00:00 0200 0400 0800 0800 1000 1200 1400 1600 1800 2000 2200 2400
——)
Wednesday ( 2 i
0000 0200 0400 0600 0BOO 1000 1200 1400 1600 1800 2000 2200 2400
i (C——)
Thursday ‘;
0000 0200 0400 0600 0BOO 1000 1200 1400 1600 1800 2000 2200 2400
Friday [ @] - :
00:00 0200 0400 0600 O0B0O 1000 1200 14:00  16:00 1800 2000 2200  24:00
saturday . 3, ? =
0000 0200 0400 0600 0B00 1000 1200 1400 1600 1800 2000 2200 2400

Be.::ll Eoch site can have at most 8 SSID schedules.

r canes q

(Please allow 1-2 minutes for changes to take effect.)

3.23 How to Position Multiple Nebula Devices (for Nebula
Access Points only)

To select the best position to minimize signal interference for multiple Nebula access points, do the
following:

1 Avoid positioning the Nebula Devices too close to each other. This can cause interference.

2 In case it may be necessary to position Nebula Devices in direct line of sight of each other, adjust the
fransmission power of each Nebula Device so that they are not overlapping each other. This can
reduce signal inferference. Go to Site-wide > Configure > Access points > Radio settings and select the
Deployment selection and Maximum output power. See Section 5.3.4 on page 335 for more information.

3 Enable DCS (Dynamic Channel Selection) to let the Nebula Devices scan the best channel to use. This
will minimize co-channel interference between the Nebula Devices. Go to Site-wide > Configure >
Access points > Radio settings > DCS setting.

Note: When DCS client aware is enabled in Site-wide > Configure > Access points > Radio
settings > DCS setting and there are WiFi clients connected to the Nebula Device, the
channel will not be changed after a DCS scan.

4 Configure the Nebula Devices in Site-wide > Configure > Access points > Radio settings > DCS setting fo
operate on non-overlapping channels.

* For the 2.4 GHz channel deployment, select Manual. Then, select the Channel IDs 1, 6, 11.
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3.24 Change the Default SSID and Password

1

2

* For the 5 GHz channel deployment, select Manual. Then, select the Channel IDs 36 to 165.

Note: The Channel IDs available will depend on your Country field selection.

To distinguish between different APs in your network, you should change the default name of the Access
Point’s WiFi network to which clients are connected (also known as SSID) and password.

To change the default SSID and password:

Go to the Site-wide > Configure > Security router / Access points > SSID settings tab and click Edit.

SSID settings

Advanced mode: ‘D What is this?

- Add SSID network

o
=1

=

SSID settings Edit
Name ssiDt
Enabled ()
WLAN security Open
Sign-in method Dizsable
e Cwen | seeaee
VLAN ID 1
Rate limiting (@ unlimited Mb/s () unlimited Mb/s
Programmable SSID ()

Guest Network C’ o

Broadcasting APs All AP -

Tag

Enable SSID on APs with any of the specified tags

Captive portal customization it

Theme Modern

Enter a descriptive name of up to 32 printable characters in SSID name.
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SSID advanced settings

Basic Info

SSID name

New SSID name

Enabled -:/

Network access
Security options @ Open

Users can connect without entering a password

© WPA Personal With WPA2 -
Us:

Wi-Fi Access QR Code m

must enter this key to associate: ,,,ueeeeese

”’ canee

(Please allow 1-2 minutes for changes to take effect)

3 Click the Enabled switch to the right fo apply this SSID profile.

4 Select WPA3 for the strongest security if the connected WiFi clients support it, otherwise select WPA2 to
add security on this WiFi network.

5 Entfer a pre-shared key of between 8 and 63 case-sensitive ASCIl characters (including spaces and
symbols) or 64 hexadecimal characters in Users must enter this key to associate.

6 Click Back to proceed.

3.25 Change the WiFi Band Mode

If your WiFi network is slow, change the WiFi band mode. Choose 6G if the connected WiFi clients
support it. Choose 5G for WiFi clients within range that require higher speeds such as video streaming.

To change the WiFi network band mode:

1 Go to the Site-wide > Configure > Security router / Access points > SSID settings tab and click Edit.
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SSID settings

Advanced mode:

@ whatis this?

- Add SSID network

SSID settings
Name ssiDt
Enabled C’
WLAN security Open
Sign-in method Dizsable
e Lo see | son
VLAN ID 1
Rate limiting ) unlimited Mb/s @ unlimited Mb/s
Programmable SSID C’
Guest Network D e
Broadcasting APs All APs -

Tag

Tag -

Enable SSID on APs with any of the specified tags
Captive portal customization Edit

Theme Modern

2 In the Site-wide > Configure > Access points > SSID advanced settings: Advanced settings: Band mode;
select to have the SSID use a different band (2.4 GHZ band, 5 GHz band, or 6 GHz band).

Advonced settings

EJ =

{Ploass aliow 1-2 minutes for changes to take effect )

3 Click Back to proceed.
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3.26 Check What Clients are Connected to Nebula
Devices in your Network

To see a list of all wired and WiFi clients connected to Nebula Devices in the site, do the following:

Go to the Site-wide > Clients > Client list screen.

aid [
- Show all clients
o 2 I‘

Select to filter the list of clients, based on what type of Nebula Device (Access point, Switch, Security
router) the client is connected to. Alternatively, select All Clients.

You can also set a time; the list shows each client’s connection status in the past two hours, past 24
hours, past 7 days, past 30 days, or custom range. The maximum custom range is 30 days within the past
365 days. You can only show each client’s connection status in the past two hours and past 24 hours
only when you select All Clients.

You can select the type of clients that have been online during the selected time period: All (both WiFi
and wired clients), Wireless (WiFi clients only), and Wired (wired clients only).

Note: Click Show Nebula devices as clients o show or hide the client Nebula Device(s) in the
client list table. By default, this switch is ON for the sites created before the NCC 18.00
release. Otherwise, this switch is OFF for the sites created after the NCC 18.00 release.

Click the Export button to save the client list as a CSV or XML file to your computer.

3.27 Find the SSID of the WiFi Client (for Nebula Access
Points only)

You can view a list of all wired and WiFi clients connected to the Nebula Device in the site and the
corresponding details. The details include the name of the Access Point’s WiFi network to which the
client is connected (also known as SSID).
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To find the SSID of the WiFi client:

Go to Site-wide > Clients > Client list tab and click the Description of the WiFi client.

Clients
Client list WiFi Aid Connection leg
All ~  Last2hours v |G SIS Show policy clients
» ((6)clients [ Export=
W Stotus Description MAC address IPv4 address =l
[ anstmeaCioa 1 am=an
0= 0 ACAGCD ATDA  ARAASAIEA TS
O & I T
0O & enone 5 BAACAEOTOAES AnSASa S
[ 20 HP nO-CACS.AnaT a0 saan
0O & — 220-2844P EracnDna.oao4 0 a0 se a5

2 Locate the SSID in Basic information to know the name of the Access Point’'s WiFi network to which the

client is connected.

s ents > NTI23256-NBOT
Clients / NT123256-NBO1 &
Qv
Basic information @ & Q “ab\\g Map Satellite
&0 .
Status: = (Last seen 2023-10-04 15:46:04) 1}\ dﬁ"‘
ra
L
IssiD: 0_SWAE_WIFl]
Connected to: &
s %
ignal
%G

Security WPA2-Persona i)
Captive portal

Art Gallery
User ion Hall Erzhanheping

L] Memorial Park
Manufacturer: ntel Corperate ShofR ]

<
os: Windows 7 or newer 660
<
Capability: 802Mac, 80211k/v )% + f
Note: “
History: Eventlog ‘
Go gle Keyboard shortcuts | Map data 82023 Google 10 M L1 Terms Report a map emor

3.28 Use Tags to Assign SSIDs for Nebula Devices (for

Nebula Access Points only)

When you have 2 Nebula Devices in different locations (for example, one in the lobby and one in the
office), and you want Nebula Device A to only broadcast the SSID “SSID_lobby” and Nebula Device B
“SSID_office™ then do the following:
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Go to Site-wide > Devices > Access points. Select the “Lobby_AP" and click Tag. Enter “lobby” and click
+ Add new.

Access points  Last 2 hours - |G

D sslect™ gy

Xz - S
(

Mo results match: lobby

Click Add to assign the “lobby” tag to the “Lobby_AP".

Access points  Last 2 hours - |G

Dsstect gy

X = B
{

(] | Remove: i
(No togs on selected APs)

] b (= ICRT o o o B

Select the "Office_AP"” and click Tag. Enter “office” and click + Add new.

Access points  Last 2 hours - |G

D sstect gy

o - SR -

O

No results match: office

Click Add to assign the “office” tag to the "Office_AP".

Access points  Last 2 hours - |G

select xga.

m office @ ﬂ
=

] {

| Remove: 4
(No togs on selected APs)

] b (= ICRT o o o B
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The new Tags appear on the lobby and office APs in Site-wide > Devices > Access points.

B Status Name

0 @ toboar

[ e Office_AP office

Go to Site-wide > Configure > SSID settings. Select the "lobby” tag for the previously configured
“SSID_lobby". Select the “office” tag for the previously configured “SSID_office”.

WiFi SSID settings
Advanced mode: @ what s this?

- Add SSID network

1 (] 2 (1]
e SSID_lobby x * SSID_office x *
cnobied @ @
Programmable SSID C‘ ()

Tagging
= o~ o~

Enable SSID on APs with any of the specified tags Enable SSID on APs with any of the specified tags
D e o X
SSID advanced settings Edit Edit
WLAN security WPA2-Personal WPA2-Personal
Sign-in method Disable Disable
s EalCTS Cnee s | oo
VLAN ID 1
Rate limiting (@ unlimited Mby/s ) unlimited Mb/s (B unlimited Mb/s (T) unlimited Mb/s
Captive portal customization Edit Edit
Theme Medern Modern

The Nebula Devices will broadcast SSIDs according to the assigned tags. Go fo Site-wide > Clients to
check the WiFi clients connection status.

Status a Description SSID name
= ™w office AP ssID_office
= DA Lobby AP SSID_lobby
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3.29 Resolve WiFi Connection Problems (for Nebula
Access Points only)

The WIiFi Aid tab in Site-wide > Clients helps you identify connection problems between WiFi clients and
supported AP(s) for a selected fime range.

Note: Make sure your Nebula AP is using the latest firmware.

The following tables allow you to view and identify connection problems using the following categories.

e Connection Issues by SSID
e Connection Issues by Client
¢ Connection Issues by Access Point

» Captive Portal Login Issues by Client

Site-wide > Clients
Clients
Client list F WiFi Aid % Connection log
This feature is designed to provide an overview to summarize the issue from a wireless client connection. It's only available for access points. Model list
Time range: SSID: AP tag:
Last24hours  »  AllSSIDs v Alltags | &
Client devices affected by connection problems Client devices affected by captive portal problems
1 /18 Client devices O / O Client devices
% @
DHCP DNS
failures failures failures failures
Failed clients Failed connection by SSID
(J Show history within the time range @ SSID # Failed connections
Client device # Failed/total connections Last failed issue o
17 Wireless connection
2/5 Wireless connection
/6 Wireless connection
1/14 Wireless connection
1/6 Wireless connection
Captive portal login issues by client Failed connection by AP
Client device # Failed authentication Access point # Failed connections
Product team 1

Connection Issues by SSID

This table displays the number of WiFi clients with WiFi connection/DHCP failures/DNS failures in each WiFi
network. The list displays the WiFi network with the most connection failures first, in descending order.
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1 Click a hyperlink in the # Failed connections column.

Failed connection by SSID

SSID # Failed connections
e-Nebula-FT D

The Site-wide > Clients > Connection log screen appears showing all related event logs for WiFi clients in
the e-Nebula-FT WiFi network in the last 24 hours.

Clients
Client list ¥ wiri aid EE8) & connection log [EZ5)
Lostaahours = allaps v Wireless failed comnecti v allclents =
Connection time Connected to Event type Detail Issue

2023-01-16 17:37:32 Wireless foiled connection [WiFi Aid] Station: a0:78:17:8d:4d-b9 blocked by key handshake fail on Channel: 112, SSID: e-Nebula-FT, 5GHz, Signal: -88dBm

2023-01-16 17:26:21 Wireless failed connection [WiFi Aid] Station: Be:34:72:56:40:74 blocked by key handshake fail on Channel: 8, SSID: e-Nebula-FT, 24GHz, Signal: 0dBm, [

2023-011

19:58 wireless foiled connection [WiFi Aid] Station: 2210:08:0b:66:c8 blocked by key handshake fail on Channel: 112, $8ID: e-Nebula-FT, 5GHz, Signal: 0dBm, [

2023-01-16 16:33:49 Wireless foiled connection [WiFi Aid] Station: fé:11:ba-5e-ab-ef blocked by key handshake fail on Channel: 112, 8SID: e-Nebula-FT, 5GHz, Signal: 0dBm, D¢

2023-01-16 16:33:48 Wireless foiled connection [WiFi Aid] Station: fé:11:ba:5erabref blocked by key handshake fail on Channel: 6, 551D: e-Nebula-FT, 24GHz, Signal: 0dBm, D
2023-01-16 16:28:59 Product team DHCP client [WiFi Aid] F6:11:BA:5E:AB:EF failed to receive an IP address due to DHCP failure/timeout (No response after offer) with DHCF

2023-01-16 14:50:09 wireless failed connection [WiFi Aid] Station: f6:6c:06:d2:51:af blocked by key handshake fail on Channel: 1, SSID: e-Nebula-FT, 2 4GHz, Signal -75d8m,

2023-01-16 14:41.58 PhM Wireless foiled connection [WiFi Aid] Station: b6:5b:d8f7-60-1c blocked by key handshake fail on Channel: 112, SSID: e-Nebula-FT, 5GHz, Signal: -76dBm,
2023-01-16 14:28:49 PMM Wireless failed connection [WiFi Aid] Station: 30:9c:59:3a:f5:¢3 blocked by key handshake fail on Channel: 112, SSID: e-Mebula-FT, SGHz, Signal: -93dBm
2023-011613:03:34  Product team wireless foiled connection [WiFi Aid] Station: 7c:04:d0:f1:50:51 blocked by key handshake fail on Channel. §, $SID: e-Nebula-FT, 2 4GHz, Signal: 0dBm, D
1 3

Page 1 of2 > D| Resultsperpage: 10 -

2 Use the following information listed in chronological order to resolve WiFi connection issues.
¢ Connection time. This shows the starting time period from which the event log occurred.
¢ Connected to. This shows the name (if available) or MAC address of the connected client.

e Event type. This shows the event type (Association, Authentication, Disconnection, DHCP server,
Wireless failed connection, DHCP client, DNS failure, Captive portal) that occurred.

¢ Detail issue. This shows a summary of the APs event logs in chronological order.

Connection Issues by Client
This table displays the number of WiFi clients with failed connection attempts (WiFi connection/DHCP

failures/DNS failures) and the number of fotal connection attempts. The list displays the WiFi client with
the most connection failures first, in descending order.

1 Click a hyperlink in the Client device column.
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Failed clients

Client device # Failed/total connections Last failed issue
D6:5B:CDIE-68:E1 2/7 Wireless connection
FE1I:BASEABEF 2/58 Wireless connection
F&6C 1/6 Wireless connection
TWNBNTO03267-01 1/14 Wireless connection

1/6 Wireless connection

() Show history within the time range @

The Site-wide > Clients > Client list: WiFi client details screen appears showing individual client statistics.

Client / D2:35:0EEE71F9 &g

MAC address D2:35:0EEETIF9

WLAN: 1

CSd
Basic information @ @ Q *@{\g Map  Satellite
) .
—_ e O g
Status 7 (Last seen 2023-01-16 11:48:55) ) 1, Ll
g Tra
La
SSID: e-Nebula-FT
Connacted tor Product team @
r <
Signal (;;
%
Security: WPA2-Personal u-}
Captive portal
Art Gallery
User: ition Hall
i
Manufacturer: Unspecified
3
os: Other 3
%
Capability 802 11a/blg/n, 80211K/v/r 3 + | |
Note: 2}
History: Eventlog G S
oogle Keybaard shorteuts  Map dota 82023 Google  10m L 1 TermsofUss Report
Period ‘ 2 hours ‘ W 7days | % 30days ‘ Pan
12718 KB (@) 7487KB | (® 5231KB)
T T T T T T T T T T T T T
1500 1630 1800 1830 2100 2230 6.Jan 0130 0200 0430 06:00 0730 1330
1500 1630 18:00 18:30 7100 2230 16.Jan 0120 0200 0430 08:00 o730 00:00 10:30 1200 1330
Network
Pv4 address 0000
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Use the information in this screen to identify the WiFi client with connection issues. See Table 29 on page
263 for the description of the fields.

Click History: Event log to view Nebula AP log messages. Enter the Nebula AP's name or a key word,
select one or multiple event types, or specify a date/time or even a time range to display only the log
messages related to it.

Click Ping to ping the client’s IP address from the Nebula AP to test connectivity.

Click the numerator hyperlink in the # Failed/total connections column.

Connection issues by client

Client device # Failed/total connections Latest failed issue
BaSAEEE Fh e 2f 12 Wireless connection
SETOE1AAMEAD 114 Wireless connection
9E-0A-CO-CHA0-09 1}16 Wireless connection
O&-5D.MO.CTan1r 1|17 Wireless connection
CRM.OA-EC-AD-CC j = DHCP

_ 1 Wireless connection

The Site-wide > Clients > Connection log screen appears showing all related event logs between APs
and WiFi clients. See Section on page 149 on using the information listed in chronological order to
resolve WiFi connection issues.

Clients
Client list ¥ WiFi aid % Connection log
Last 24 hours - All $8IDs - All APs - Association, Disconnecti.. v D2:35:0EEE71F9 -

Connection time Connected to Event type Detail Issue

2023-01-16 13:4410 DHCP client [wiFi Aid] D2:35:0EEET71F9 succesded to receive IP address 173162121, SSID: e-Nebula-FT.

2023-01-16 13:44:08 Association Station: d2:35:0e:ee:71:f9 connected on Channel: 112, SSID: e-Nebula-FT, 5GHz, Signal: -52dBm. Interface:wlan-2-1
2023-01-16 1:33:51 Association Station: d2:35:0e:ee71:f9 connected on Channel: 112, SSID: e-Nebula-FT, SGHz, Signal: -41dBm. Interface:wlan-2-1
2023-01-16 10:48.05 DHCP client [WiFi Aid] D2:35.0EEET1:F9 succeeded to receive IP address 173162121, SSID: e-Nebula-FT.

2023-01-16 10:48.04 Assaciation Station: d2:35:0e:ee71fa connected on Channel: 112, SSID: e-Nebulo-FT, 5GHz, Signal: -46dBm. Interfacewlan-2-1

2022-01-16 10:02:21 Wwireless failed connection [WiFi Aid] Station: d2350e-e71f9 blocked by group rekey handshake fail on Channel: 112, SSID- e-Nebula-FT, 5GHz, Signal

2023-01-16 10:0317 wireless failed connection [WiFi Aid] Station: d2:35:0e:ee71fa disconnected by group rekey handshake fail on Channel: 112, S810: e-Nebula-FT, 5GHz, §

2023-0116 10:03:07 DHCP client [WiFi Aid] D2:35:0E:EE71:F9 succeeded to receive IP address 17316.2121, SSID: e-Nebula-FT.
2023-01-16 10:03:03 Association STA fast roamed, MAC:D2:35:0E.EE71:F9, From:PMM, To:Product team, SSiD:e-Nebula-FT.
2023-01-16 10:03-03 Assaciation Station: d2:35:0e:ee71fa connected on Channel: 112, SSID: e-Nebulo-FT, 5GHz, Signal: -79dBm. Interface:wlan-2-1

4 3

Page 1 of2 > | Resultsperpage: 0 -

Connection Issues by Access Point
This table displays the number of WiFi clients with WiFi connection/DHCP failures/DNS failures listed

according to access point. The list displays the access point with the most connection failures first, in
descending order.

Click a hyperlink in the # Failed connections column of a specific AP.
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Failed connection by AP

Access point # Failed connections

Product team

The Site-wide > Clients > Connection log screen appears showing all related event logs between a
specific AP (for example, Product team) and its WiFi clients. See Section on page 149 on using the
information listed in chronological order to resolve WiFi connection issues.

Clients
Client list ¥ WiFi aid % Connection log
Last 24 hours - All S8IDs - Association, Disconnecti.. v Allclients -

Connection time Connected to Event type Detail Issue

2023-01-16 14:17-51 Association Station: f6:6¢:06:d2:51:af connected on Channel: 112, $SID: e-Nebula-FT, 5GHz, Signal: -73dBm. Interface:wlan-2-1

2023-01-16 13:57-05 Association STA fast roamed, MAC:3A:9C:59:3A:F5:C3, From:PMM, Te:Product team, 55ID:e-Nebula-FT.

2023-0116 13:57:05 Association Station: 30:9c:59:3a:f5:c3 connected on Channel 12, SSID: e-Nebula-FT, 5GHz, Signal: -57dBm. interface:wlan-2-1

2023-01-16 13:45:25 DHCP client [WiFi Aid] AQ:78:17:80:4D:B9/ TWNBNT03245-MBP succeeded to receive IP address 17316.2.40, SSID: e-Nebula-FT.

2023-01-16 13:45:25 Assaciation Station: a0:78:17:8d:4d-b9 connected on Channel: 112, 8§ID: e-Nebula-FT, 56Hz, Signal: -65dBm. Interface:wlan-2-1

2023-01-16 13:44 23 Association Station: 22-10:a8:0b:66-¢8 connected on Channel: 112, SSID: e-Nebula-FT, 5GHz, Signal: -56dBm_ Interface wlan-2-1

2023-01-16 13:4410 DHCP client [WiFi Aid] D2:35:0E:EE71:F9 succeeded to receive IP address 173162121, SSID: e-Nebula-FT.

2023-01-16 13:44:08 Association Station: d2:35:0e:ee71f3 connected on Channel: 112, SSID: e-Nebula-FT, 5GHz, Signal -52dBm. Interface:wlan-2-1

2023-01-16 13:43:37 DHCP client [wiFi Aid] 62:94:AB:B8:FF-27/Free-Wifi succeeded to receive IP address 17316.2.56, SSID: e-Nebula-FT.

2023-01-16 13:43:35 Association Station: 62:94:ab:b8:ff:27 connected on Channel: 112, SSID: e-Nebula-FT, 5GHz, Signal: -63dBm. Interface:wlan-2-1

‘ »
Page 1 of22 > D Results per page 0 -

Captive Portal Login Issues by Client
This table displays the list of WiFi clients with the corresponding number of failed connection to the

Nebula Device acting as a hotspot. The list displays the WiFi client that could not connect to the Nebula
Device acting as a hotspot the most number of times first, in descending order.

Click a hyperlink in the Client device column.

Captive portal login issues by client

Client device # failed authentication

The Site-wide > Clients > Client list: WiFi client details screen appears showing individual client statistics.
See Section on page 150 on setting the filters and using the information listed in chronological order to
resolve WiFi connection issues.
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Client / D235.0EEE7IFO &

Basic information @ @ Q \\aoq BT Map Satellite
o =
Status: 7= (Last seen 2023-01-16 11:48:55) \ '15\ C:'J‘
r ra
La
SSID: e-Nebula-FT
Connected to: %'95
- [ A
ene % Hsipz\Moat Park
A il
Security: WPA2-Personal 0 strip.
3 enter
Captive portal 9
Art Gallery
User: ition Hall
EHiBE
Manufacturer. Unspecified )
<
os Other %O
“ -]
Capability: 80211a/bfg/n, 8021k v/t (0:3 + [
/.
Note: & ///
/ —_
History: Eventlog /
Google

Keyboard shertcuts  Map data 82023 Google 10mi—— 1 TermsofUse Reporta map emor

Period.

Zhous m

W 7days | ¥ 30days ‘ Pan | “ --

12718 KB ( (D) 74.87KB | 52.31KB)

T T T T T T T T T
1500 16:30 1800 19:30 7100 2230 16.Jan 0130 0300 04:30 06:00 0730 08:00 1030 1200 13:3C

1500 16:30 18:00 19:30 2100 230 16.Jan o130 0300 04:30 06:00 07:30 09:00 1030 12:00 13:30
Network
Pv4 address 0000 !
MAC oddress D2:35:0EEETLFO 08
VLAN 05 No-data to-display
03

Use the information in this screen to identify the WiFi client with connection issues. See Table 29 on page
263 for the description of the fields.

Click History: Event log to view Nebula AP log messages. Enter the Nebula AP’'s name or a key word,
select one or multiple event types, or specify a date/time or even a time range to display only the log
messages related to it.

Click Ping to ping the client’s IP address from the Nebula AP to test connectivity.

Click the hyperlink in the # Failed authentication column.

NCC User's Guide

154



Chapter 3 Tutorials

Captive portal login issues by client

Client device # failed outhentication

The Site-wide > Clients > Connection log screen appears showing all related event logs of a specific
client device that could not connect to the Nebula Device acting as a hotspof.

Clients

Client list ¥ wiFi aid 28 % Connection log

Last 24 hours - All 55IDs v AllAPs . | Captive portal [WiFi Aid] - D6:20-2143:41F6 hd

6 Use the following information listed in chronological order to resolve WiFi clients that could not connect
to the Nebula Device acting as a hotspot.

» Connection time. This shows the starting time period from which the event log occurred.

¢ Detail issue. This shows a summary of the APs event logs in chronological order.

3.30 Configure WiFi Security with WPA2 Personal (for
Nebula Access Points only)

This tutorial shows you how to configure WPA2 Personal for an SSID.
An SSID (Service Set IDentifier) is the name of the WiFi network to which a WiFi client can connect.

WPAZ2 Personal uses pre-shared keys (PSK) for authentication of not so many users such as in a small
office. IEEE 802.1X is an IEEE Standard for port-based network access control.

1 Create a WPA2 Personal QR code.
2 Allow WPA2 Personal authentication for this user.

3 Give the user the QR code.

3.30.1 Configure WPA2 Personal

1 Go to Site-wide > Configure > Access points > SSID advanced settings.

2 Select the SSID to which the settings you configure here will be applied.
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In Security options, select WPA2 in WPA Personal With.

To enable WPA2-PSK data encryption, enter a pre-shared key in Users must enter this key to associate.
The allowed characters are 8 to 63 case-sensitive keyboard characters.

Click Print fo display the QR code that includes the password for access to the WiFi network. You can
save the QR code as PDF and pass it fo users who are allowed to access this WiFi network. Note that
anyone with this QR code can access the WiFi network.

SSID advanced settings

ssiD:  Office -

1

Network access
Security options @ O Open
Users can connect without entering a password

O Enhanced-open @

User can connect without password. Enhanced open provides improved data encryption in open Wi-Fi networks.

© WPA Personal With WPA2 -
Users must enter this key to 0SSCCIOte: ,,uieesesses ® i
Wi-Fi Access QR Code 3 b cancel
2 (Please allow 1-2 minutes for changes to take effe
O Dynamic personal psk @ Model list

Then click Save.
Manage User Accounts

Go to Organization-wide > Organization-wide manage > Cloud authentication > User to view and
manage the specific user accounts which are authenticated using a pre-shared key.

Click +Add to create a new user account and fill in the user's information in the Create user window.
Then click Create user to save your changes and close the screen.

Create user X
Account type USER
Emil 7 Useri@samplecomtw %
Usernome: Z_usert x [
Description x
Password xOKSBIFK '
DPPSK: ©
8021X [ Allow to use WPA-Enterprise to access network
VPN Access: [] Allow to use Remote VPN access
Authorized: Specified sites -~

testSite-02-23 -
Expires: © Doss not expire

( | Expiresin: % ¥ minutes
Login by: Username -
VLAN assignment X
Two-Factor Auth. [] Bypass two-factor authentication.
Email to user: B Email account information to user.

Sem il
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3 The click Save.

Cloud authentication

User MAC DPPSK

- (B)users [ Import [ Export~

Authori.  Expirei. Loginby DPPSK &) VLANa.

O vpnuser@.. vpnuser No Yes Never Username... Not Enroll.. No 2022-06-16 02:22
[ somple@z.. Zyxel TW No No Allsites  Never Username.. _ Not Enroll.. No 2023-05-19 09:4€
) zHa@ss. ZHQ No No Allsites  Never Username o Not Enroll. No snmmialinn 2023-05-22 034
O z_Hoi@sa. Z_HQ1 No No Allsites  Never Username.. _ Not Enroll.. No cremielins  2023-05-22 05:28
[ Z_Useri@s. Z_Userl No No ST Never Username Not Enroll. No Amalin samislin —

4 »

[ e SR

(Please allow 1-2 minutes for changes to take effect.)

4 To check your settings, go to Site-wide > Configure > SSID settings.

WPAZ2-Personal is the encryption method shown on SSID advanced settings: WLAN security.

SSID settings
Advanced mode: @D whot s this?
|- Add SSID network
[ ]
Office i
Programmable SSID C.
Tagging
Enable SSID on APs with any of the specified togs
D °
SSID advanced settings Edit
WLAN security WPAZ-Persona
Sign-in method Glick-to-continue
oo ECTRIC T
VLANID 1
Rate limiting (@ unlimited Kb/s () unlimited Kb/s
Captive portal customization Edit
Theme Modern

5 Give the user the QR code.

3.31 Configure WiFi Security with WPA2 Enterprise (for
Nebula Access Points only)

This tutorial shows you how to configure WPA2 Enterprise for an SSID using any of the following
authentication servers:

¢ Nebula Cloud server
e RADIUS server.
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WPAZ2 Enterprise uses IEEE 802.1X for authentication of many users such as in a large organization.

3.31.1 Configure WPA2 Enterprise with Nebula Cloud Authentication /
RADIUS Server Authentication

1 Go to Site-wide > Configure > Access points > SSID advanced settings.

2 Select the SSID to which the settings you configure here will be applied.

3 In Security options, select WPA2 in WPA Enterprise with.

4 To use NCC's user database, select Nebula cloud authentication in WPA Enterprise with.

SSID advanced settings

ssiD: | SSID

1

Network access

Security options @

2

Open
Users can cennect without entering a password

Enhanced-open @

User can connect without password. Enhanced open provides improved data encrypticn in open Wi-Fi networks.

WPA Personal With

Dynamic personal psk @ Model list

() MAC-based Authentication with

PA2 -

© WPAEnterprise with Wi

Use 8021X authentication that requires a unique username and password

WPA Enterprise With nobula cloud authentication

I canee!
3

(Please allow 1-2 minutes for changes to take effe|

-

If your network has a RADIUS server for authentication, select My RADIUS server in WPA Enterprise with.

SSID advanced settings

ssiD: | SSID1

Network access

Security options @

Open
Users can connect without entering a password

Enhanced-cpen @

User can connect without password. Enhanced open provides improved data encryption in open Wi-Fi networks

WPA Personal With

Dynamic personal psk @ Model list

() MAC-based Authentication with

© WPAEnterprise with WPAZ -

Use 8021X authe

ation that requires a unigue username and password

WPA Enterprise with . pADIUS server

If you select My RADIUS server in step 4, enter the RADIUS server's IP address/domain name in RADIUS
server's Host. Enfer the Port number of the RADIUS server; the default is 1812. Enter up to 32

alphanumeric characters for the Secret password, which is the key to be shared between the external
RADIUS server and the Nebula Device.
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RADIUS server
Host

1 102114128

134u0Burg# X

{ Add

RADIUS accounting

Traffic options
Forwarding mode © Local bridge

(O NATmode @ Model list
Use Zyxel DHCP & NAT

RADIUS accounting disabled

pr Cancel

(Please allow 1-2 minutes for changes to take effeq

5 Then click Save.

Manage User Accounts

1 Go to Organization-wide > Organization-wide manage > Cloud authentication > User fo view and
manage the user accounts which are authenticated using the NCC user database or external RADIUS

server.

2 Click +Add to create a new user account and fill in the user’s information in the Create user window.
Then click Create user to save your changes and close the screen.

Create user

Account type:

Email:
Username:
Description:
Password

DPPSK

B021X:

VPN Access:
Authorized

Expires:

Login by:
VLAN assignment:

Two-Factor Auth:

Email to user:

USER

Z_HQ@samplecomtw X

Z_Hat X

*
.

[ Allow to use WPA-Enterprise ta access network
[ Allow to use Remote VPN access
All sites -

© Does not expire

*
O Expires in: X minutes ¥
Username or Email -

x

[ sypass two-factor authentication.

B Email account information to user.

3

3 The click Save.
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Cloud authentication
User MAC DPPSK

(@ umes [ import | + Add | [3 Export=

Authori.  Expire i Login by DPPSK & VLANG.  ZFASto.

[ venussr®. venuser Ne Yes IEERESL viever Username Met Enrall. Mo U —
[[] samplemz. Zyxsl TW N N All sites Never Usarmamse. — Net enroll No b s sy
[] zmomss. Zwa No Me Allsites  Never NetEnrell. N N A

O zvo@sm Z Mo o Mo Al sites Mervtnt Mot Enroll. - No

(Please allow 1-2 minutes for changes to take effect)

4 To check your settings, go to Site-wide > Configure > SSID settings.

For Nebula Cloud authentication, WPA2-Enterprise with Cloud-authentication is the encryption method
shown on SSID advanced settings: WLAN security.

For RADIUS Server authentication, WPA2-Enterprise with MyRADIUS is the encryption method shown on
SSID advanced settings: WLAN security.

SSID settings
Advanced mode: [EE%) @D whatis this?
-+ Add SSID network
1 L]
*
SsID1
Enabled &
Programmable SSID Beta C,
Tagging
Enable SSID on APs with any of the specified tags
D o
SSID advanced settings Edit
'WLAN security 'WPA2-Enterprise with Cloud-authentication
Sign-in method Disable
R oo | o | oo |
VLAN ID 1
Rate limiting @ unlimited Kb/s (B unlimited Kb/s
Captive portal customization Edit
Theme Modern

3.32 Configure a Captive Portal

A captive portalis a login web page where a network user has to be authenticated before they can
access the network.

This tutorial shows you how to configure captive portal settings for an SSID profile.

1 Go to Site-wide > Configure > SSID settings and enter the SSID Name. See Section 4.9.1 on page 277 for
more information on configuring this screen. Then click Save.
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SSID settings

Advanced mode: @ whotisthis?

- Add SSID network
= 1

Office

Enabled [ @)
Programmable SSID Bsta C'
Tagging

Enable 551D on APs with any of the specified tags

b e

i
I

SSID advanced settings

WLAN security WPA2-Enterprise with Cloud-authentication

Sign-in method Disable

VLAN ID 1

Band mode

Rate limiting @ unlimited Kb/s @ unlimited Kb/s

m
Ed

Captive portal customization

Theme Modern

L br Cancel

Go to Site-wide > Configure > Access points > SSID advanced settings and select the SSID Name: Office.
Select the Sign-on with: Nebula cloud authentication to use the NCC user database to authenticate
users. Then click Save.

Alternatively, select My RADIUS server to use a RADIUS server that will authenticate users. See Section
5.3.2 on page 320 for more information on configuring this screen.

NCC User's Guide
161



Chapter 3 Tutorials

S5ID advanced sattings

Network occess

(Pleasa allow 1-2 minutes for changes to take affel

If you select My RADIUS server in step 2, enter the RADIUS server’s Host, Port, and Secret. Enter the
Network Access Server (NAS) identifier on the Nebula Device fo identify the Nebula Device fo the
RADIUS server, if required. This might be necessary if there are multiple Nebula Devices behind NAT using
the same public WAN IP address for the RADIUS server. Then click Save.

RADIUS server

Host Port Secret

1 102114128 " 1812 i 134u0sur$y

NAS Identifier zyxal NAS-O1

(Please allow 1-2 minutes for changes to take effe]

Note: Make sure to add the Nebula Device (AP) to the trusted device list in the RADIUS server.

3.33 Create a Custom Captive Portal Page

1 Go to Site-wide > Configure > Access points > Captive portal customization. Click the switch to the right
fo use a custom login page from an external web portal instead of the one built info the NCC. See
Section 5.3.3 on page 330 for more information on configuring this screen.

2 Specify the login page’s URL; for example, http://IIS server IP Address/login.asp. The Internet Information
Server (IIS) is the web server on which the web portal files are installed.

3 Click Download to download a ZIP file containing example captive port HTML files. Unzip and edit these
HTML files to upload to a webserver that is accessible from NCC.
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External captive portal URL

Usi . | 2 ”
e LR (/ URL: http://19216810.9 Customization

To use custom captive portal page, please download the zip file and edit them

the customized captive portal page example.

Captive portal behavior
After the captive portal page where the user © stoy on Coptive portal authenticated successfully page

should go?

To promaotion URL:

r Ccnce‘

(Please allow 1-2 minutes for changes to take effect)

4 Then click Save.

5 To check your captive portal settings, enter the URL http://<server IP address>/<page name> in your
browser on your smartphone or PC to confirm the login page.

4192.168.10.108

ZYXEL

Enter User Name / Password and click to login.

- User Nama:

- Password:

3.34 Limit Applications Usage or Block Applications

To confrol network traffic throughput by limiting or blocking specific applications using too much
bandwidth, do the following:
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Limit Applications Usage

To filter the list of widgets to display on the Dashboard screen, go to Site-wide > Dashboard and click
Customize fo show the Widget, Reset and Close buttons.

Dashboard

Click Widget to filter the list of widgets to display on the Dashboard screen and select Access points

application usage.

Site-wide »

Dashboard

network statusata

glance

D Access point clients by

usage

E‘ Access point clients by 0OS
D Access point clients

O clients by manufacturers

O wireless clients by Band

O Mobile router status

D Security gateway clients by

usage

D Security gateway network

applications
D Security gateway status

O wan utilization

a m

D PoE power

D Switches status

D Access points application

usage

[0 Access points by usage
D Access points locations
D Access points status
D SSIDs by usage

D Threat protection by CNP

“9 @ D Twitch
o Microsoft Tea
@88 quic

@® o YouTube

glance

ss point clients by

usage

D Access point clients by OS5
D Access point clients
D Clients by manufacturers

O wireless clients by Band

ecurity gateway network

5
applications

D Security gateway status

O wan utilization

services
Then click Close.
<
Dashboard dget C, Reset
(B s s siinc ,
ccess points application usage a = it
®'Q Amazon Clout L] Site natwork statis ata O wobile router status O ro power

D Switches status

Access points application

usage
[ Access points by usage
D Access points locations
D Access points status
D 851Dz by usage

D Threat protection by CNP

services

The Access points application usage widget appears. This allows you to view the top ten applications
used by the Nebula access points in the site in the past 24 hours.
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Site-wide > Dashboard
Dashboard 5% Customize
@ Access points application usage 24n

@® ® Amazon CloudFront 38GB 28 yTTPS 8722 MB

.‘ \ &1 Tetch 2368 @ R Microsoft Outlock 795.6 MB

2((;)85 i Microsoft Teams 21GB @ 28 Meta CON TN

\ / ® 85 quic e G Google 7215 M8

@ o YouTube ghic:] 22 sTUN P

4 Go to Site-wide > Applications usage to view the usage statistics for applications used in the site. Hover
the mouse on the application (for example, YouTube) you wish to limit the bandwidth and click Limit.

Applications usage  Application view by Access point - w  Last24 hours = |1es —» Category View
366 GB , - e
w i ' | H
&, | | | i

- 1 N NN NP S

L] e A H

= 2088 GB =l X '

- 1 H X iy A LN

12091 R SRR S B R S M
.‘ ‘ ! N
' ™ | e —— / ' '
i 0 bytes T T T T T T T T T — T T T T T T
Application 500 1630 1800 1930 2100 2230 14Jun OF30 0300 0430 0600 0730 09:00 1030 1200 1330
> applications

Status Application Category Bandwidth limit Usage %Usage
] Amozon CloudFront web Services SMb 391cB 18.71%
(] Twitch Media Streaming 30Mb 228GB 10.91%
] Microsoft Teams Microsoft Office 20Mb 2,09 GB 10.00%
(] Quic Web Services SMb 160 GB 768%
(] YouTube Media Streaming 30Mb 109 GB 520%
(] HTTPS Web Services SMb 90082MB 421%
] Microsoft Outlook Mail oMb 816.79 MB 3.82%
(] Meta CDN Sccial Network 20Mb 77290 MB 361%
-] Google Web Services 5Mb 72794 MB 3.40%
(] STUN Others SMb 613.34 MB 287% s

5 On the Media Streaming screen that appears, set the maximum bandwidth by:
¢ using the slider, or
¢ entering the bandwidth limit (1 to 30 Mb/s).

Then click Ok.

NCC User's Guide
165



Chapter 3 Tutorials

Media Streaming X

—————— 2[]| (Mb/s)(1- SOJI
M 15M Unlimited

Bandwidth limit applies on application category.
The setting helps on smooth wireless experience by limiting the applications consuming large amounts of
network bandwidth.

(Per client device traffic rate)

Block Applications
Go to the Site-wide > Configure > Security router > Traffic management screen and do the following:

¢ Click the Application identification & control switch to the right to control usage of applications.
» Click +Add fo create up to 5 application management profiles.

¢ Select the Enabled checkbox to turn on the rule. Select the Client to which this rule applies. Select the
YouTube Application to apply the rule. Then enter a Description for this profile (up to 512 characters
long).

* Then click Save to create a new application management profile.

Traffic management

Application management

Application identification & control (/' Enabling Application identification may reduce maximum throughput speeds.

Application block

- Youtube @ ~  Prevent access to YouTube videos [}
3
2 Any ~  Default profile
E3
2

F canedl

(Please allow 1-2 minutes for changes to take effect)

3.35 Find the LAN Port Used by Connected Wired Client
Devices (for Nebula Switches only)

To view a list of all wired clients connected to the Nebula Device in a site and also see the
corresponding port connection, do the following:

Method 1:
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Go to Site-wide > Clients > Client list tab and select Switches clients (A) to filter the list of clients based
on the type of Nebula Device.

Clients

Client list WiFi Aid Connection log

Switches clients A~ | Last2hours - | [ CUVEIRTL N show policy clients

- Do ;

MAC address Connected to LLDP IPv4 address |

O 20281116 123008 20231116147 [ Gonnectedto [ Name
O AnATAnAs.A9.AC 1 2023-11-16 12:30:08 2023-1-16 14z [ IPv4address [JNote c
0 I 1 2023115 12:3008 2023111514 B -Ost 3%e Ol ety

MAC address [l Status

2023-11-1612:31:39  2023-11-16 142
[ Menufacturer [ VLAN

RN-1-Q7-AA-NT-EF 1 2023-11-1612:30:08 2023-11-16 14:2

FRTaTOANTES

FE1AONANRAR FEAr-anan-aan | ¥G iP-123 1 2023-11-1612:30:08 2023-11-16 14:2

The below opticns will take longer time when fetching data

First seen

Locate the Port column (B) to know the port to which the client is connected.

Nofte: If you do not find the Port column (B), click the &) icon (C) and select Port to display the
Port column (B).

Method 2:

Go to Site-wide > Devices > Switches and click the Name of the Switch to go to the Switch details
screen.

Switches  Last 2 hours > |1
== 2 Non-Stacking O Stacking
+ (@) switches @ online @ Offiine @ Alert @ Offline more than & days [JERS At
[ | Status Name Tag Devicemode  MAC address LANIP Public IP Model # Port ‘Configuration status El
[m 1Yy e XG51930-28HP-123 NOpEStacKing: DrEARaREATAD: A0WRD ARG RENATARSIN XGS51930-28HP 28 Up to date
(]} e NSW200-28P-0629 Non-Stacking " 7anasnans ARARD SR srasaanacy NSW200-28P 28 Up to date

Scroll down to the Ports section and hover the mouse over a port to know which client is connected.
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@
RSTP 23 { reot bridge priority: O
[$2]
IGMP status:
°G POE status
=
= History
F»q Configuration status ] g
Hingh, 54 Baoshan
A Firmware availability Uptodate =11]

Name: Port2 AR TS ST A d
V4.70(ABHS.6) | 12/02/2022 (Latest) 4
Google e L

Stotus: Connected Keyboard shortouts ~ Map data £2023 Google  S00m L—— 1 Terms  Report amap ermor

LLDP: E418:6B:F8:.C81A
(nsg100)

Type Trunk port with 'PVID
1, Allowed VLANs: "all

[e ports
Speed: 1000M/Auto | ——=

(Copper)
8 10 2 @16 18 20 2 24
B 10/100Mbps
L T Y :
@ = — :
N YWYy AR RN
= 1 3 5 7 9 n 12 15 17 19 21 23 25 26 27 28 &5 bijckma
{ Uplink
P POE

ELl|

3 Click the port to go to the Switch port details screen to view the individual Nebula Device port statistics.

Switches / XGS1930-28HP-123 / Port2  Last24 hours w: |||

Il '0Gbps

5 7 9 n 1 5 17 19 2 2 5 26 27 28 @ sTP blocking
£ Uplink
P PoE
Cunﬁgurction\v: Status

summary: Trunk port with 'PVID T, Allowed VLANS: 'all’ Name: Port2

RSTP: Enable Status: 1000M/Auto (Copper)

Port mirroring: Not mirroring traffic LLDP: EA18:6BF8:C8:1A (nsgl100)

History Event log

3.36 Configure Voice VLAN (for Nebula Switches only)

VoIP (voice over Internet protocol) devices are commonly in use in office environments. When designing
a network, assign a higher priority fo voice fraffic. Use voice VLAN fo prioritize voice packets from a VolIP
device, and separate data packets from a computer.

As shown in the next figure, connect the VolP device (P) to the Nebula Device (S) on one end. Connect
the computer (C) to the VolIP device (P) on the other end. The VolIP device (P) serves as a bridge for
both the Nebula Device (S) and computer (C).
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-

C

D |
— T w1 ivfen
Pj v S $$9

The Nebula Device will add a VLAN tag for voice packets (V) and data packets (D) separately after
receiving them. Then forward the voice packets (V) and data packets (D) to the uplink port (U). This
section shows you how to separate data packets (D) and voice packets (V) between a VolIP device (P)
and computer (C), without having to assign a VLAN tag.
¢ Configure the Nebula Device Ports
* Configure the Voice VLAN

3.36.1 Configure the Nebula Device Ports

1 Go to Site-wide > Configure > Switches > Switch ports.

2 Select the port that connects to a VolP device and click Edit.

3 Select Access for the port Type.

4 Select Voice VLAN for the VLAN type.

5 Assign a PVID for the port. Use the PVID to tag data packets with the VLAN ID.
6 Then click Update.

Enabled O bytes
Enabled O bytes
Enabled O bytes
Enabled O bytes

Enabled O bytes

O bytes
O bytes
O bytes
O bytes

O bytes

I Erobled
B Crobled
I Crabled
B Enobied
A

N/a

N/A

/A

N/A

N/A

Enabled

Enabled

Enabled

Enabled

Enabled

Switch ports  Last2 hours v ||Cs
Tag~ hd @3:— ectedm@Swnch ports
[ | Switch / Port Port name # Port LLDP Received bytes Sent bytes Connaction PoE Tag IPSG protected Management contrc E\‘_
BC & s Portl 1 Encabled O bytes 0 bytes I Crabled N/& Enabled
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S

Update 1 port
Switch ports
Name
Tags
Port enabled
RSTP
LLDP
Link

Extended range @

Port isolation

BC-CF4F-477DFI(GS1350-6HP)

Portl

Enabled

Enabled

Enabled

Auto

Disabled

Disabled

Bandwidth contro

Loop guard

Storm control

Disabled
Disabled
Disabled

Broadcast Limit (pps)

Multicast Limit (pps)

100

100

DLF Limit (pps) 00
|T".}:'9 Access - |
Management control Enabled -
|.\JLA\J type Voice VLAN hd |
PVID

S

3.36.2 Configure the Voice VLAN

1

Enter a Voice VLAN ID.

Scroll to the Voice VLAN part of the screen.

Select the Priority of the voice VLAN from 1 to 6.

Go to Site-wide > Configure > Switches > Switch settings.

Note: The Nebula Device supports up to six vendor OUIs.

Click the switch to enable the voice VLAN feature in the Nebula Device.

Select OUI in Assign VLAN by. The Nebula Device assigns the port connected to the VolP device fo the
voice VLAN if the connected VolP device's OUl matches any OUl in the list.

Enter the OUI address of the VolIP device. The OUI (Organizationally Unique Identifier) is the first three
octets of the VolIP device's MAC address. By specifying the MAC address, the Nebula Device can
identify voice traffic accordingly.
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Voice VLAN
Voice VLAN @ (

Voice VLAN ID:

Priority:
Assign VLAN by:
Qul

1 00:50-04 " acom

-} Add OUI on this network

Vendor ID based VLAN

Vendor ID based VLAN Model list )
Access management

Access management Model list ‘J

DHCP Server Guard

DHCP Server Guard: @ \)

‘-Cﬂnce‘
IP source guard ode! list

(Please allow 1-2 minutes for changes to take effect)

|P source guard :’ Ask Question

8 Then click Save.

3.37 Manage IPTV (for Nebula Switches only)

This section shows you how to configure IPTV settings and view IPTV reports:

e Set up the VLAN for IPTV
¢ Define the Role of a Switch

e Configure the Channel Profile and Naming
3.37.1 Set up the VLAN for IPTV

1 Go to the Site-wide > Configure > Switches > Advanced IGMP screen. Click IGMP snooping to enable
IGMP snooping on all Switches in the site. Under IGMP-snooping VLAN, select Auto-detect to
automatically detect which VLANs are used for IPTV. Otherwise, manually enter the VLAN IDs (1 — 4094,
up fo 16 VLANS, separated by commas, no spaces) in the User Assign VLANS field. Click Save when you
are finished.
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Overrids switch configuration

Advanced IGMP

IGMP snooping (,

% IGMP-snooping VLAN odel list

. Auto-detect

124

User Assign VLANS.

¥ Unknown multicast drop Model list (,

Drap on VLAN Al

¥ IGMP filtering profiles @ @) 'cMP filtering profiles

¥ IPTV topology setup

GMP topology tips
et - R

(Please allow 1-2 minutes for changes to take effect)

2 If you have not defined the IP address of the Switch, go to the Site-wide > Configure > Switches > IP &
Routing screen and click +Add under IP interface. The following screen appear. Enter the Interface IP,
Subnet mask and ID number of the VLAN used for IPTV. Click Create fo save the setting.

Interface editor X

Switch

® This switch only supports interfaces for management
and monitor purpose. No routing capability on this

switch.
Name nterface VLAN 2
Interface IP
Subnet
mask
VLAN 2

Close

3.37.2 Define the Role of a Switch

1 Go to the Site-wide > Configure > Switches > Advanced IGMP screen. Under IPTV topology setup, select
a Switch you want to configure and select a Role to define the role of your Switch from the drop-down
list box.
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Note: Click the IGMP topology tips link to view information about Switch roles. If the role of the
Switch is not defined accordingly, the IPTV performance will be greatly affected.

¥ IPTV topology setup

| IGMP snooping ~

v Switch name IGMP snooping Role Port settings
DOEr AR AEEAA (J _Select rale- -
-Select role-
Querier
Aggregator
Access

orcancel

(Please allow 1-2 minutes for changes to take effect.)

After you define the role of the Switch, click Advanced setup and the following screen appears. The
Leave mode will show the default setting based on the role you select. But you can still go back to the
Advanced IGMP screen to configure the Role and Leave mode. Under Maximum group, you can select
Enable and enter the maximum number of channels allowed at a time. Otherwise, select Disable. Click
Save to save the changes.

Note: You can click Reset to reset the port settings to default.

Port settings X

Switch name

Role Querier

Leave mode

E——— ~ 20000
Maximum group Enable v

= Pfi i i

IGMF filtering profile No select v

' Reset ’ Close

If a reminder of Network analytic alert appears on the Site-wide > Monitor > Switches > IPTV report page,
click the Update filter rules link below to use the default ACL rules to block UPnP packets. In the example
screen below, a Network analytic alert indicates that your IPTV traffic flow is affected by unneeded
UPNP packets. Click the Update filter rules link to define IP filtering rules in the Site-wide > Configure >
Switches > ACL screen to block these packets.
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4

100
90
80
7 70
z 80
5 o
I
g 40+
o
30+
20
10 - _ ........................................
0- T - T
22400252 239.255 255 250 224.00251 239.239.239.51 23923973952
Network analytic alert
2021-03-08 15:15:39
UPRNP packets have been detected on the IPTV network. 'ﬁ'
UPNP packets may interfere with IPTV traffic and cause pixilation. You can use IP Filtering to block UPnP packets. Update filter rules

to drop UPnP traffic by destination address

The Update filter rules link will lead you to the following screen. Click Save to save the default setting to
block UPnP packets.

ACL

Management rules What is this?

Nebula control center IP address

5219.85221
Customization rules Model list
Enabled Policy Protocol Source MAC Source IP Source port Destination MAC
(-§+ 1 Deny ¥ UDP ~ | any any any any
Allow Any Any Any Any Any
4 »
-+ Add

3.37.3 Configure the Channel Profile and Naming

A channel profile is the IP address range allowed fo receive IPTV channels. An IPTV channel is used to
send video traffic o the IP addresses in the channel profile.

To set up arange of available IPTV channels, go to the Site-wide > Configure > Switches > Advanced

IGMP screen. Under IGMP filtering profiles, click +Add and the following screen appear. Enter a Profile
name and enter the Start IP address and End IP address. Click Save & Back to save the changes.
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IGMP filter X
Profile name e =
Start IP address End IP address
: * * &

(=]

2 To edit the naming of the IPTV channels, go to the Site-wide > Monitor > Switches > IPTV report screen
and click Channel management under Channel information.

IPTV report

0 O O

Total channels Channel in use Current viewers

Channel summary | Top 11to 20 channels ~

Before ¥ 2021-03-10 @ 1818 *  2aho. v yutces @ Ll

03 No data to display

Popularity (%)

Metwork analytic alert

Mo cbnormality detected

Channel information

' Channel management

3 You can choose to either import an updated channel list (channels.xlsx), or enter/edit each Channel
address and Channel name individually.

¢ Under Channel management, click channel list fo download a blank Excel file template, edit
accordingly and save it, and then click import to import the complete channel list o Nebula. Or,

¢ Click +Add to add and then add/edit a Channel address and Channel name at a time.
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Channel management

You can download the] channel list hpre and port ultiple records for faster channel naming

Channel address Channel name

channels (1).xlsx ~

4 To view the summary of the IPTV report, go to the Site-wide > Monitor > Switches > IPTV report screen.
Click Channel summary to see the top or bottom viewed channels within the specified fime period you
choose.
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IPTV report
Total channels Channel in use Current viewers
2020-01-0 8 1005 Last day v Bef. =

Channel summary

‘ Top 10 channels~ '

Popularity (%)

2240028 230265256350 22400252

Network analytic alert

2020-01-07 07:48:36
UPnP packets have been detected on the IPTV network.

ab

UPNP packets may interfere with IPTV traffic and cause pixilation. You can use IP Filtering to block UPnP packets. Update filter rules to drop UPnP traffic by destination address.

Channel information

Channel managament o Channels

Channel Switch Port name Port VvIiD Client View-time

acorm [

Last login: 18 second ago from 612228679 (Taiwan, Hsinchu)
Copyright ® 2019 Zyxel andjor its affiliates. All Rights Reserved. | Build version: gamma 20200107-042607

3.38 Enable IP Source Guard (for Nebula Switches only)

IP source guard consists of the following features:

e DHCP snooping. Use this to filter unauthorized DHCP server packets on the network and to build a
binding table dynamically.

* ARP inspection. Use this fo filter unauthorized ARP packets on the network.

* Static IP bindings. Use this to create static bindings in the binding table.
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Binding Table

IP source guard uses a binding table to distinguish between authorized and unauthorized ARP packets
in your network. The Nebula Device builds the binding table by snooping DHCP packets (dynamic
bindings) and from information provided manually by administrators (stafic bindings).

DHCP Snooping

The Nebula Device only allows an authorized DHCP server on a trusted port to assign IP addresses.
Unauthorized DHCP servers will not be able to assign IP addresses o network clients. When the Nebula
Device receives a DHCP server packet from an authorized DHCP server, it inspects the packet and
records the DHCP information in a binding table. The binding records are used in ARP inspection fo filter
unauthorized ARP packets.

ARP Inspection

When the Nebula Device receives an ARP packet, it looks up the appropriate MAC address, VLAN ID, IP
address, and port number in the binding fable. If there is a binding, the Nebula Device forwards the
packet. Otherwise, the Nebula Device discards the packet.

If you want fo use dynamic bindings to filter unauthorized ARP packets (typical implementation), you
have to enable DHCP snooping before you enable ARP inspection.

The following figure demonstrates a scenario with DHCP snooping and ARP inspection enabled. In this
scenario, we connect an authorized DHCP server (A) and the client devices on the ARP trusted ports (T).
A client device (B) is assigned the IP address 192.168.1.56 by the authorized DHCP server (A). A malicious
host (C) on an untrusted port (UT) puts a wrong MAC address with the IP address 192.168.1.56 in an ARP
reply packet pretending to be client device (B) (192.168.1.56). The Nebula Device snoops DHCP packets
sent from the authorized DHCP server (A) and creates bindings in the binding table. When the Nebula
Device receives ARP packets from an untrusted port (UT), it compares the IP and MAC addresses with
the existing bindings. Since the IP and MAC binding is different from the existing bindings, the Nebula
Device blocks the unauthorized ARP packets sent from the malicious host (C). The malicious host (C)
therefore cannot disguise as client device (B) to build connections with other client devices on your
network.
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192.168.1.56

To setup IP source guard on the Nebula, do the following:

Go to Site-wide > Configure > Switches > Switch settings. Slide the switch to enable IP source guard for
the Nebula Devices in your site. Then click Save. The Protected switch and Allowed client list will appear.
The Protected switch information synchronizes with the port’s IPSG Protected setting in Site-wide >
Configure > Switches > Switch ports. It will display the enabled ports.

¥ IP source guard Model list

IP source guard @

Protected switch

IPSG adds protection to allow only authorized client traffic in the network, Client with static IP
address will need to be inserted to "Permitted client entry", others need to renew their DHCP-
IP address to successfully access the network

Switch name IP source guard Protected ports Client table
Allowed client list @ \ 1P MAC, VLAN = @c%ients + Add client
Bl Pv4 address MAC address VLAN

2

ml:ur Cancel

(Please allow 1-2 minutes for changes to take effect)
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Click the IP Source Guard switch to enable/disable IP source guard for the specific registered Nebula
Device(s) in your site.

m IP Source Guard Protected ports Client table
D1 ToM0D A Ao A c ],3,7 @ P Rur
X53800-30 & 1.4 & b Ru
XGS52220-30 a» Null &

Click the edit icon to go to Site-wide > Configure > Switches > Switch ports to configure Protected ports
for the Nebula Device. A port is protected if IPSG protected is enabled on this port.

m IP Source Guard Protected poris Client table

Q001 T-M@- 2 A A A 1,3.7 @ P Run
X$3800-30 (_ 14 4 P Run

XGS2220-30 a» Null

Click to select the port you want to enable IP source guard.

Switch ports  Last2 hours (€]
‘ Edit | Aggregate~ t - @ selected in Switch ports @ [ Export~
| Switch / Port Portname #Port LLDP  Receivedbytes Sentbytes Enobled Connection PoE Status Type Tag  Number of IGMP Group El

Portl 1 Enabled 0 bytes 0 bytes Enabled SN N/A  Disabled Trunk 0
Port2 2 Enabled O bytes O bytes Enabled NG NA Disabled Trunk (4]
s Ports 3 Enabled O bytes 0 bytes Enobled  |EEEEEEESSEN N/  Disabled Trunk o
s Portd 4 Enabled 0 bytes 0 bytes Enabled SN N/A  Disabled Trunk 0
Ports 5 Enabled O bytes O bytes Enabled A Disabled Trunk o
s Ports 6 Enabled 0 bytes 0 bytes Enabled NSNS N/A  Disobled Trunk 5}
Port? 7 Encbled 0 bytes 0 bytes Enabled  |EEEEEEEEEEN N/A  Disabled Trunk o
s Portg 8 Enabled O bytes 0 bytes Enabled N A Disabled Trunk o
s Portg 9 Enabled 0 bytes 0 bytes Enabled  pEEEEEESSSSN N/ Disabled Trunk o

iz Portio 10 Enabled O bytes 0 bytes Encbled NN M/A  Disobled Trunk o

Page 1 of3 » > Resultsperpage: 0 -

Note: Do NOT configure IPSG on an uplink port as this may cause disconnection between the
client device and Nebula.

To restore connection on an uplink port, go to Site-wide > Configure > Switches > Switch ports to select
the uplink port. In the Update 1 port screen select Disabled in IPSG protected. Then reset the Nebula
Device to its factory-default sefting (see the Nebula Device’s User’s Guide for more information).

In the Update port screen, select Enabled in IPSG protected. The IPSG protected field in the Site-wide >
Configure > Switches > Switch ports table for the updated port will display Enabled.
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Update 1 port X
General settings v

ST X53800-111

Name Portl Bandwidth control Enabled -

Tags Ingress 1000000 Kbps

Port enabled ——— . Egress 1000000 Kbps

RETR Enabled - EDETEE Enabled -

STP guard — . Storm control Enabled -

Lom Broadeast Limit (pps) 40

Enabled -
s . . Multicast Limit (pps)
Media type == - DLF Limit (pps) 100
Port isolation Enabled - 1 Type e -
$|IPSG protected Enabled < | VLAN type Vendor ID based VLAN -
Radius policy Open - PVID 1
PoE settings A4
¥ IPTV setting  Override advanced IGMP setting ‘?J v
Leave mode @ Normal leave ~ 4000 e
Maximum Group @ Enabled ~ |1
IGMP filtering profile No Select -
Fixed router port T o

2

Close [RULEE

Click Run.

[ switchName | IP Source Guard Protected ports | Client tabl
& b Run

FaTa T aTa et LT W L Y ]:3:5:7

X$3800-30 @ 1,4
XGS$2220-30 El 1

b Run

NN

A merged list window appears. Click to select the port and then click Transfer.
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The lzarning table could be empty if:
1. It takes about 5 minutes to refresh the address table after you opply the Switch setting.
2. Protected port is not specified.

2 o

O 1P address MAC address

192.168.1.100  ~~

7

1 1 dhcp-snooping

8 The port with the particular IP and MAC addresses is added to the Allowed client list. Click Save.

Allowed client list g
llowed client list @ = @ ients - Add client

B IPv4 address MAC address VLAN

[ 1921881100 AAN-ANATATAS 1

(Please allow 1-2 minutes for changes to take effect)

3.39 Set Up MAC Authentication With NCAS (for Nebula
Switches only)

To set up MAC authentication with NCAS (Nebula Cloud Authentication Server), do the following:

1 Go to Site-wide > Configure > Switches > Authentication: Server type to select the authentication server.

2 Click +Add to create the Authentication policy.
Enter the Name (for example, Trusted Device) and select MAC-Base in Authentication type.

3 Go fo Site-wide > Configure > Switches > Switch ports to bind the authentication policy to the access
port(s).

3a Select the port(s) and click Edit.

3b Inthe Update # port screen, select Access in Type.
Select MAC-Base/Trusted Device in Auth. policy. Then click Update.

4 Go fto Organization-wide > Organization-wide manage > Cloud authentication > MAC to add MAC
addresses in the cloud authentication list.

4a Click +Add to create to create a new user account.

4b In the Create user screen, enter the MAC address for this account.
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4c In the Authorized field, select the user’s access to All sites or Specified sites. If you select Specified
sites, a field displays allowing you to specify the sites fo which the user access is authorized.

4d Then click Create user.

3.40 Set Up Dynamic VLAN With RADIUS (for Nebula
Switches only)

In this example, VLAN10 is configured on port 1 (P1) of the Nebula Device. The user creates the following
two accounts in the RADIUS server (R):

* Account with VLAN100 assignment
¢ Account without VLAN assignment.
Scenario 1:

The login account passes IEEE 802.1x port authentication with dynamic VLAN assignment. Client (C) will
connect fo the network through VLAN100.

Scenario 2:
The login account passes IEEE 802.1x port authentication without dynamic VLAN assignment. Client (C)
will connect to the network through VLANT10.

Figure 33 [EEE 802.1x Port Authentication With and Without Dynamic VLAN Assignment Example

P1 (VLAN1O)!

To set up dynamic VLAN with RADIUS, do the following:

1 Configure the client list in the RADIUS server. In the example screen below, enter the management IP
address of the Nebula Device in NAS. Enter the shared Secret (password) in your Site-wide > Configure >
Switches > Authentication screen. Then click the add (+) button.
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=

=  RADIUS Manager - O X

File Service Help

‘ Users !, Groups f: Clients [Z) Settings Log @ Active Sessions ! Dictionary Reports @ Counters @ sqQL

NAS Secret Vendor Username Part Enabled Interim Update PoD &...
107 188 1 28 admin1234 P Voo 5

RADIUS Client Properties
NAS Secret

Im-) 120 1 22

Username Part Vendor Enabled Interim Update Period
v “ndmin1234 I [ l ietf

v iYes v 013 seconds

Kill Command PoD & CoA Key Attributes

I | [ %

Create a user with dynamic VLAN attributes in the RADIUS server. In the example screen below, 10in the
Tunnel-Private-Group-ID is the value of the dynamic VLAN of this user account.

p—

- RADIUS Manager

File Service Help

Browse Users

User vlan10 (Enabled)

{AI ~ “..‘s:'-NimE v

2|

> ] Attribute

Username Group
vian10 Default
vlan20 Default

|Fo-DE-F1-F9-£2-45

E = X

| Default ~ I

User-Password
Service-Type
Tunnel-Type
Tunnel-Medium-Type
Framed-Protocol
[Tunnel-Private-Group-1D]

Type

Check
Success-Reply
Success-Reply
Success-Reply
Success-Reply
Success-Reply

& users B Groups [ Clients ) Settings Log (2@ Active Sessions [ Dictionary Reports () Counters EP sqL

Value

P

Administrative
VLAN

802

PPP

| check v | |user-Password

~ I...'.'..O!

@ %

Go to Site-wide > Configure > Switches > Authentication fo create the authentication policy.

3a Select the authentication server in Server type.

3b Click +Add in Authentication server to create a new RADIUS server entry.

3c Enfer the IP address of the external RADIUS server in Host.
Enter the port of the RADIUS server for authentication (default 1812) in Port.
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Enter a password (up to 32 alphanumeric characters) as the key to be shared between the external
RADIUS server and the Nebula Device in Secret.

3d Click +Add in Authentication policy to create a new policy.
3e Enfer a descripfive name for the policy in Name.
Select 802.1x in Authentication type to validate access to the ports based on the user name and

password provided by the client.

4 Go to Site-wide > Configure > Switches > Switch ports to bind the authentication policy to the Nebula
Device access ports.

4a Select the port(s) and click Edit.

4b In the Update # port screen, select Access in Type.
Select 802.1X/VLAN Assignment in Auth. policy. Then click Update.

5 Go to Site-wide > Configure > Switches > Switch ports to add the dynamic VLAN list to the allowed VLAN
list of uplink ports.

5a Select the uplink port and click Edit.

5b In the Update # port screen, select Trunk in Type.
Enter the dynamic VLAN(s) in Allowed VLANSs. Then click Update.

3.41 Monitor Dynamic VLAN Using Event Logs (for Nebula
Switches only)

Go to Site-wide > Monitor > Switches > Event log fo monitor dynamic VLANs. The following are example
dynamic VLAN-related event logs:

* User submits an incorrect 802.1X credential (wrong user name on the client port ‘Port4’).

Older > (1) matchesin @ Event logs @ [> Export~

& Priority Switch Category Detail

2022-09-16 16:20:07  Notice XGS1930- P AAA 8021x Authentication failure |Userchma w:cnguseul |NAS—F'o|t 4- Purt4|

* The dynamic VLAN attribute received is without a corresponding statfic VLAN (missing stafic VLAN 10
for the user name ‘vlan10’ on the client port ‘Port4’).

Older > (z) matches in @ Event logs @[5 Export~

2022-02-16 15:18:20 Warning ) F AAA BO21x -IStcxtiC VLAN 10 does not exi:tIU:;er-Ncrnelu\cm‘!t}l INAS—Dcrt 4 - Pch'I

2022-09-16 15:18:20 Notice 19! F AAA

8021x Authorization failure [username: viani0]

¢ The Nebula Device cannot connect with an external RADIUS server.
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Older » 13) matchesin (§E)) Eventlogs BB

Time w Switch Category Detail ;\,
2022-09-2714:54:37 351930-52H AAA 8021x Authentication - retransmit EAPOL-START packet [User-Name wronguser] [NAS-Port 20 - Port20] =
2022-09-27 14:4715 XGS1930-52HE AAA RADIUS server 1is unreachable

2022-09-27 14:47115 XGS1930-52HP AAA

B8021x RADIUS server timeout [User-Name wronguser] [NAS-Port 20 - Port20]

2022-09-27 14:46:45 8021x Authentication - retransmit EAPOL-START packet [User-Name wronguser] [NAS-Port 20 - Port20]

¢ The Nebula Device re-establishes connection with an external RADIUS server.

Older » 13 ) matehes in @ Event logs

Time w Switch Category Detail

[ Export~

—d
2022-09-2714:54:37 XGS1930-52HP AAA 8021x Authentication - retransmit EAPOL-START packet [User-Name wronguser] [NAS-Port 20 - Port20] =

2022-09-2714:45:.07 XGS1930-52HF AAA IRAD\US server 1 becomes reuchoblel

3.42 Register a Nebula Device (mobile router) in Nebula

2

To manage a Nebula Device (mobile router) and monitor its status in Nebula, do the following:

Nebula Configuration

Use the Setup Wizard to create an organization and a site, and add the Nebula Device. See Setup
Wizard on page 63 for more information on using the wizard.

After configuring the Setup Wizard, close the Nebula Confrol Center welcome message fo go to the
Nebula portal dashboard. 0/1 Online will show on Mobile router. This means that one Nebula Device
(mobile router) is registered in Nebula but not yet online.

AP Status C.lj- Hit for AP Network IP Reputation Filter f2an) é&'iug"ce POE Power @ i?ecn““tv 24 B Mobile router
On On
Online Online
No Data No Switches O O/’]
0 0 Online
Heavy loading CPU Usage
= WAN Wireles:
== Switch Status Utilization @ Appliance Clients (by Usage) 24h, CII\;EntESS
O
bps
No Switches < > No Data O
O~
bps
[IIJUI] 8SIDs (by Usage) @ ,@ Wireless Clients (by Usage) f24n, @ereless Clients Manufacturer £2D) L] ;étsf;gr%:\lulzumtwe Detect & @
No Data No Data No Data No Data
Ask Question
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Insert the SIM Card

Insert the SIM card and do the hardware connections on the Nebula Device. Refer to the Nebula
Device's QSG (Quick Start Guide) for more information.

Check the Connection in Nebula

1 Go to Site-wide > Dashboard. 1/1 Online will show in Mobile router. This means that one Nebula Device
(mobile router) is registered in Nebula and is online.

AP Status (® Hit for AP Network IP Reputation Filter foar) SR FoE Fower (@) Seurty G [ mobile router
On On
Online Online
No Data No Switches O ]/‘]
O O Online
Heavy loading CPU Usage
== Switch Status e B Appliance Clients (by Usage) Gan) R wireless
ST Utilization g3 Appliance Clients (by Usage) 24n) 4 Clients
Oy
bps
No Switches < > No Data O
O«
-
ﬂ][ﬂ 88IDs (by Usage) '?_'—EI @ Wireless Clients (by Usage) ‘/47;\ Cl;’. Wireless Clients Manufacturer '/zjl (j:'
No Data No Data No Data No Data
Ask Question

2 Click Mobile router to monitor the Nebula Device's status.

The Nebula Device goes into Nebula-managed mode automatically after it is successfully registered in
the Nebula web portal and can be accessed there.

Note: Its login password and setftings are then overwritten with what you have configured in
the Nebula web portal. To access the Web Configurator when the Nebula Device is in
Cloud mode, use the Nebula Local credentials password to login. The Local
credentials: Password can be found in Site-wide > Configure > Site settings > Device
configuration.

3.43 Using Collaborative Detection and Response (CDR)

Use CDR to block client IP tfraffic when an unsafe connection is detected and reaches the pre-set
threshold. See on page 302 for more information.

To configure CDR, do the following:
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Go to Site-wide > Configure > Collaborative detection & response. Click Enable to activate CDR (refer to
the A part in the below figure).

gure> Colloborative detection

Collaborative detection & response

¥ col ative fon & A
Enable (a'

Policy

Category  Eventtype Occurrence Duration (Minutes) Containment |

B Malware  Malware detected 2 © 60 Y Aert -
IPS Vulnerability exploit detected 2 " 10 Alert -
Web Connections to malicious web sites 4 *  ag -
Threats detected i —

Containment

General

Theme ﬂ

Modern

No lago

Notification message =
There are malicious network activities found on your device. Please contact network administrator.

Redirect external URL ‘:
) URL- http://www.google.com
Jow |
Containment period 80
Block

Block wireless client @ D &

Quarantine

Quarantine VLAN m vian id: 44, 10.254.2521/255255.254.0

Exempt list

IP or MAC

Configure the criteria (Occurrence, Duration) and the Containment action (Alert, Block, Quarantine) for
each Category (Malware, IDP, Web Threat) (refer fo the B part in the above figure). See Table 43 on
page 296 for more information.

Configure the containment alert (Theme), customized pop-up (Notification message) for the client
blocked by CDR, and the (Containment Period) time interval (refer to the C part in the above figure).
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4 In Block, set how long a suspect client should be blocked or quarantined (1 minute to 1 day (1,440
minutes)). Enter O fo block a suspect client until released in Site-wide > Monitor > Containment list. In
Quarantine, configure a VLAN in order to isolate traffic from suspect clients (refer to the D part in the
figure for step 1).

5 Enter the IPv4 and/or MAC addresses of client device(s) that are exempt from CDR checking in Exempt
list (refer to the E part in the figure for step 1).

6 To unblock a suspect client, go to Site-wide > Monitor > Containment list. Select a client, then
¢ click Release to free the client fromm CDR containment, or

¢ select an IPv4 address or MAC address, click Add to Exempt List and then click OK to release the
client device from CDR containment. The client device's IP or MAC address is exempt from future
CDR checking.

Containment list

Time 1P address MACadd.. User Eventtype Contain.. Time rema... Connect ._

Release/Add to Exempt List
© Paddress

MAC address

3.44 Deploy With Nebula Native Mode (for Security
Firewalls in Nebula only)

Nebula native mode means the Security Firewall has a certificate (ZTP (Zero Touch Provision) or factory)
fo connect with Nebula.

Note: Make sure the Nebula Device can connect to NCC through the Internet by using any
of the following methods:

— DHCP WAN, or
— configure WAN through the Nebula Device's Web Configurator.

If you are adding a ZyWALL USG FLEX / ATP / USG20(W)-VPN Series Security Firewall (SF) with v5.10 and
later firmware to a site, or if your SF has run ZTP before, do the following to deploy the SF using Nebula
native mode:

* Reset the SF to factory-default settings

* Select the Nebula management mode.
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3

Reset the SF to Factory-Default Settings

Note: You only need to do this if you have configured the SF before.

Press the RESET button on the SF panel (see the SF user’'s guide for more information).

Note: Apply the factory-default settings on the SF before switching to cloud mode. Only the
following two settings can be changed after resetting:

¢ Default administrator account password
* WAN settings

Select the Nebula Management Mode

Log into the SF Web Configurator (see the SF user’s guide for more information). When you log into the
Web Configurator, the Initial Setup Wizard screen displays.
Select Nebula Mode and click Next.

1

|

Select a management mode to start...

On Premises Mode Nebula Mode ‘|
whge
25
nebula
Choose On Premises Mode to manage your Iyxel Choose Nebula Mode to manage your Iyxel Device
Device directly using either the browser-based Web remotely using Nebula Conirol Center [NCC). Select
Configurator or the Command Line Inferface (CLI). this mode if you want to configure and monitor one
or more Iyxel Devices through the cloud.

togout_[ weri>]

Configure the WAN settings and click Next.
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11 inifil Setup Wizard

Initial Setup Wizard

Connect to Intemet (WAN,
1

ISF Setfing
Ell have twe I5Ps

Internet Access - First WAN Interdace

FIVLAN Tegged

ISP Paramelers

Encopsulation: ' .;"-

MTU: 1500 Bytes
IP Address Assignment

First WAN Interface: gal

Lone: VAN v
I IP Addrass Assignment: Avlc _:I

DHCF Option &0:

Click Connection Test to check that you can access the Internet and then click Next.

11 Initial Setup Wizard

Initial Setup Wizard

Connect fo Internet (WAN) >
1

Congratulations. The Internet Access wizard is completed.
Summary of Internet Access configuration:

First Sefting
VLAN ID:
Encapsulation: Ethemet
First WAN Interface: wanl
IP Acidress Assignment: Statlc
IP Address: 192.168.69.35
IP Subnet Mask: 255.255.255.0
Gateway IP Addrass: 192.168.69.1

First DNS Server:

Second DNS Server:

l Connecfion Test

Note: Once you complete WAN configuration, you cannot go back to the initial management
mode menu. -

Click Go to Nebula.
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Initial Setup Wizard o[ [

Connect fo Inlemnet (WAN] > Add Device
| 2

You can use the Nebula porfal or the app fo manage your Zyxel Device remotealy using Nebula
Conirol Center [NCC].

MNebula portal:

1. Log Into the Nebula portal (nifg://nebulg.zvxel.com) with your myZyxel account.

2. Foliow the wizard to create an organization and a site for your Zyxel Device.

3. Enter the MAC address and serial number [S/N) on the device labsl when prompied.
4, Click Go To Nebvla io finish the Wizard

MNebula app:

1. Download the Nebula Moblle app from App Store or Google Play.

2. Run the app and select a site for your Iyxel Device.

3. 5can the GR code below to register the Iyxel Device using its MAC address and serial number.

Nebula Configuration

1 You will be redirected to the Nebula portal. Click Get Started.

ZYXEL

NETWORKS

NETWORKS

Welcome to Nebula Cloud!

-
Begin your journey tow 3 ﬁid’.;"-

one easy network and

Get Started

urity management t"‘;'\\, nebula
-lly

2 Use the Setup Wizard to create an organization and a site, and add the Nebula Device. See Setup
Wizard on page 63 for more information on using the wizard.

Note: Make sure to select Nebula native mode as the Deployment Method in the Setup
Wizard.
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Note: Nebula Devices with ZLD5.37 Patch 1 or newer firmware do not support the Zero Touch
Provision mode (see Section 2.1.8 on page 69 for more information on the ZTP

deployment method).

3

Deployment Method

Model Nome

Depleyment Method @

LTI
Pl ”“

Front

Internet

After configuring the Setup Wizard, close the Nebula Confrol Center welcome message to go to the

Nebula portal dashboard. 1/1 Online will show on Firewall Status. This means that one SF is registered in

Nebula and is online.
poeeinet B wirelsss clients == Switches status % PoE power (&) Firewall status kiR [T]waN utilization
1.”1 2/2 4.0 1/1
Online Online Watt Online
O 1 O _] ,] No mobile router No firewall
Heavy loading Loading Consumed CPU Usage

DUUH SSIDs by usage

APP-0410-1 I 1153 M2

@ @ Wireless clients by usage

EE14:90:60:B4:51 I 1155 MB
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3.45 Configure DHCP Domain Name (for Security Firewalls
in Nebula only)

1

2

You can configure a DHCP domain name to map fo a specific IP address on a specific interface. For this
example, fo add a domain name for the IP address 192.168.8.1 in the lanl interface, do the following.

Go to Site-wide > Configure > Firewall > Interface. Click the Edit icon for the lanl interface to open the
Site-wide > Configure > Firewall > Interface > LAN interface configuration screen.

Interface

WAN interface

Name Status IP address Subnet mask VLAN ID Port group
want @ : . =
LAN interface
Name Status IP address Subnet mask VLAN ID Port group Guest
[ @] 192168.81 255.255.255.0 . -
lan2 (@) 19216891 LAN Group 2 = -4 'i'
+ Add

Click ADVANCED OPTIONS. Then click +Add new to open the Site-wide > Configure > Firewall > Interface
> LAN interface configuration: DHCP option screen.
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LAN interface configuration X

4 ADVANCED OPTIONS

DHCP extended options

First WINS server
Second WINS server
PXE server

PXE Boot loader file

Default gateway

IGMP proxy »

Select User defined as the DHCP Option that you want to add in the DHCP packets sent through the LAN
interface. Select TEXT for the Type, enter a descriptive Name to identify and the Code number of the
selected DHCP option (15, for setting the Domain Name). See https://www.iana.org/assignments/
bootp-dhcp-parameters/bootp-dhcp-parameters.xhtml for the list of code numbers. Enter the DNS
domain name of the IP address in Value. Then click OK.

DHCP option X

S User defined -

RIS DomainName

Code 15 (1-254)
Ty

vee TEXT -
Value

cs.com
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A new user-defined DHCP option appears in LAN interface configuration. Click OK.

LAN interface configuration X
DHCP extended options

First WINS sarver

Second WINS server

PXE server

PXE Boot loader file

Default gateway

Name Code Type Value
DomainName 15 TEXT cscom f -i-
IGMP proxy »

=

Go to Site-wide > Configure > Firewall > Firewall settings and click +Add in DNS fo create an Address
Record. This record specifies the mapping of a Fully-Qualified Domain Name (FQDN) fo an IP address.

Firewall settings

Address Record

+ Add

Domain Zone Forwarder

Enter the FQDN (cs.com) and IP Address (192.168.8.1). Then click Save to finish mapping the FQDN to the
IP address.
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Firewall settings

To check if the domain name configuration is successful.

1 Connect a computer to the lanl interface (with IP address 192.168.8.1).

2 Run the Command Prompt and enter ipconfig. Check the value for Connection-specific DNS Suffix to
confirm.

E¥ Command Prompt

3.46 Monitor Client Bandwidth Usage (for Security
Firewalls in Nebula only)

To view network statistics for the Nebula Device of the selected site, such as tfop client bandwidth
usage, do the following.

1 Go to Site-wide > Monitor > Firewall > Summary report to select to view the result for the past day, week
or month. Alternatively, choose Custom range... to specify a time period the report will span. You can
also select the number of results you want to view in a table. Then, click Update.
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Site-wide > Summary report

Summary report  Last 24 hours -

© Lost24 hours

a
e Last 7 days
| ) Last 30 days

157 Mbps - - .

Custom range ..
105 Mbps -+~

| Reportsize: 10 ¥ results pertable | (', Update
52420 Kbps - -

2 Check the Top clients by usage widget.

Top clients by usage

Description Usage % Usage
Me.Or.UD.UD DU.DR 165.36 MB 55.20%
2 59.68 MB 2326%
3 31.84 MB 10.63%
4 19.33 MB B6.45%
5 502 MB 268%
G AME1930 5.32 MB 178%
T 581350 0 bytes 0.00%

3.47 Configure a Primary and Backup WAN (for Security
Firewalls in NCC only)
When you have 2 Internet connections, you can configure a primary connection and backup

connection. For example, if the primary connection (WAN 1) goes offline, the Nebula Device can send

its traffic through the backup connection (WAN 2). Traffic will use the primary connection (WAN 1) again
when it returns online.

WAN 1

v

WAN 2

Note: The Nebula Device will periodically send ‘Keepalive Packets’ through the backup
connection.
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This tutorial uses the ATP100 as example. To configure a primary (P2) and backup connection (P6), do
the following:

Click +Add to create WAN Group 2.

Click to assign the P6 port to WAN Group 2.

Go to Site-wide > Configure > Firewall > Interface, and click the edit icon to set an IP address for each
WAN interface.

WM intactace

= 3k

Go to Site-wide > Configure > Firewall > Routing, turn on Backup interface and select wan2 as the
secondary WAN.

Perform a traceroute to test if wan2 takes over when wanl goes down. When both wanl and wan2
connections are working, the destination of the network traffic is the wanl gateway (in this example,
10.214.48.254). Disconnect the wanl connection. Outgoing WAN traffic now goes through the wan2
interface to gateway 10.214.30.254 in this example.
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ax lmnm

6 Perform a fraceroute to test if wan2 takes over when wanl goes down. When both wanl and wan2
connections are working, the destination of the network fraffic is the wanl gateway (in this example,
10.214.48.254). Disconnect the wanl connection. Outgoing WAN traffic now goes through the wan2
intferface to gateway 10.214.30.254 in this example.

3.48 Enable Smart Mesh on a Security Router

Use Smart Mesh to have two or more Nebula Devices automatically create a mesh network within your
home or office, ensuring there are no areas with a weak WiFi signal. For more information on the Smart
Mesh feature, see Section 5.1.1 on page 303.

Note: Only one Security Router (for example, USG LITE 60AX) is allowed per site.

Note: Make sure there is one or more supported access points (APs) in the site to use the
"Smart mesh” feature.

To use the Smart Mesh feature on the USG LITE 60AX, do the following:

1 Go to Site-wide > Configure > Security router > Router settings.
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Router settings

EE=
Dynamic DNS
Dynamic DNS )
Dynamic DNS updates a DNS recard each time the IP address o ity oppli anges

General setting
LED lights ) Model list
Smart mesh (D Model list

(Please allow 1-2 minutes for changes to take effect)

In General setting, click the Smart mesh switch to the right to enable the NCC Smart Mesh feature on the
USG LITE 60AX on the site.

Then click the Save button to save the changes.

Go to Site-wide > Configure > Access points > AP & port settings.

Router settings

DNS

Address Record

EE3
Dynamic DNS
Dynamic DNS .)
Dynamic DNS updates a DNS record each time the public IP address of the security applionce changes.
General setting
LED lights ) Model list
Smart mesh ) Model st

(Please allow 1-2 minutes for changes to take effect)

In General setting, click the Smart mesh switch to the right to enable the NCC Smart Mesh feature on the
Nebula AP on the site.

Then click the Save button to save the changes.

Refer to the USG LITE 60AX User’s Guide: Hardware Connections for connecting the Nebula Security
Router to the Internet.

Use an Ethernet cable to connect the USG LITE 60AX to the Nebula AP. Wait until the USG LITE 60AX LED
is steady green.

NCC User's Guide
201



Chapter 3 Tutorials

10

1

12

13

Go to Site-wide > Devices > Security router to check if the USG LITE 60AX shows Up to date on the
Configuration status.

Security router

Map  Photo

Configuration [&

Map  Satellite

Name: 60AX @ o} Q
MAC address: NAAAPLACEE AR
s s A9 (GOAX) ra
Serial number 9NV AAN30RT% (GOAX) Fp 03
=
Description: ’?5
Address: VOEEFTHEE L EENE%R par‘,
= '41/9
Tags s 2;,5,
(o R
Port
k]
@
£
&
1 2 3 4 5 @ § 4
AR &
&/ -
Zyxel Communications &
Googl L Gomorntion &
oogle Keyboard shorteuts  Map dath 82024 Godgle | 10m L1 Terms Reportamap emor
Status
WAN 100.361.33 (DHCP) Usage: 1clients used (262 GB) in the last 24 hours
Gateway: 100.3611 _
DNS: 172235118888 TopCioHY: Sl
History: Event log
Public IP: 36230135203
Gonfiguration status:
Channel (Band) 6 [24GHz] |ETLE
36 [5GHz] Firmware availability
21 [6GHz]

Current version: VIIO(ACGN.2) (Latest)

Go to the Site-wide > Devices > Access points screen to check if the Nebula AP shows Up to date on the
Configuration status. This means that the mesh network is configured correctly.

Access points  Last2 hours - G

- @ Online @ Offline @ Alert @ Offline more than 6 days

@ access points

] Name LANIP Public IP Model Current client MAC address 24 GHz 5GHz 6GHz Configuration status E=l

Up to date

4 3

] (SIS e = Y] NWASOAX O [FNCTON R e

Unplug the Ethernet and power cable from the Nebula AP. Place the Nebula AP where you want to
extend your WiFi signal, approximately 10 to 15 meters away from the USG LITE 60AX with a clear line of
sight.

Plug in the power adapter to the Nebula AP. Make sure the LINK LED is steady green. The Nebula AP will
act as arepeater AP.

Alternatively, move the Nebula AP closer to the USG LITE 60AX if the LINK LED is not steady green. For
more details on the Nebula AP LEDs, please refer to the Nebula AP User's Guide.

Go to Site-wide > Devices > Access points to check the Nebula AP’s Smart Mesh uplink band (Uplink)
and the signal strength (Uplink signal). The Mesh link should use the 6 GHz Smart Mesh uplink band and a
signal strength better than —75 dBm. See How fo Position Multiple Nebula Devices (for Nebula Access
Points only) for selecting the best position to minimize signal interference for multiple Nebula APs.
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Current chent. 240Hz BSGH:z 8GHz Conhgurotionstotus  Uplink signal Wirsless bridge

14 Configure an SSID for the Nebula AP. See Section 3.24 on page 142 for more information on configuring
an SSID.
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CHAPTER 4
Site-wide

4.1 Dashboard

If asite is created and selected, the Dashboard is always the first menu you see when you log into the
NCC. You can also click Site-wide > Dashboard to access this screen.

It shows the status and information for all types of Nebula Devices connected to the selected site by
default.

Note: The banner N Switches are currently protected by Auto Configuration Recovery will
display when the Nebula Switch(es) is locked by NCC. Click N Switches to go to Site-
wide > Monitor > Switches for more information.

Click Customize to show the Widget, Reset and Close buttons. You can then rearrange widgets by
selecting a block and holding it to move around. You can also click the Widget button to collapse, add
and close individual widgets. Click Reset to return the widget settings to the defaults.

NCC User's Guide
205



Chapter 4 Site-wide

Figure 34 Site-wide > Dashboard
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The following table describes the labels in this screen.

Table 16 Site-wide > Dashboard

LABEL

DESCRIPTION

Access points
status

This shows the number of assigned and connected Nebula access points, and what
percentage of the access points become overloaded, that is, the number of online access
points that exceed the maximum client device number (in Site-wide > Configure > Access
points > Traffic shaping) by total number of online access points in the site.

Access point
clients

This shows the number of WiFi clients currently connected to the managed access points.

Switches status

This shows the number of Nebula Switches assigned and connected, and what percentage of
the Switches become overloaded, that is, the number of online Nebula Switches that exceed
70% of their upstream bandwidth by total number of online Nebula Switches in the site.

PoE power

This shows the total PoE power budget on the Switch and the current amount of power
consumed by the powered devices.

Security router /
Firewall / Security
Gateway /
Mobile router
status

This shows the number of Nebula Security Appliances assigned and connected, and what
percentage of the Security Appliance’s processing capability is currently being used if the CPU
goes over 93% usage.

Note: The Security Firewall(s) in Cloud Monitoring mode will only show the online
status but not the CPU usage.

WAN vutilization

This shows the data rate of inbound/outbound traffic in Kbps (kilobits per second) or Mbps
(megabits per second) that has been transmitted through the WAN interface. If the Security
Appliance supports multiple WAN interfaces and more than one are active, use the arrow to
switch and view the throughput of each WAN interface.

Note: The Security Firewall(s) in Cloud Monitoring mode will not show.

Security alert

This shows the total number of the latest alerts sent to the administrator in the last 24 hours.

Note: The Security Firewall(s) in Cloud Monitoring mode will not show.

Mobile router

This shows the number of Nebula mobile routers assigned and connected.

Security router /
Firewall / Security
Gateway
network
applications

This shows the top ten applications used by the Nebula Security Appliance in the past 24 hours.

Note: The Security Firewall(s) in Cloud Monitoring mode will not show.

Security router /
Firewall / Security
Gateway clients
by usage

This shows the top five clients of the Nebula Security Appliance with the highest percentage of
bandwidth usage in the past 24 hours.

Note: The Security Firewall(s) in Cloud Monitoring mode will not show.

Security router

This shows the top five operating systems used by security router client devices in the past 24

clients by OS hours. You can click an operating system to go to the Site-wide > Clients screen and view the
client devices which use this operating system.

Threat This shows the number of threat management detections and the total volume of network

management fraffic (GB) in the past 24 hours.

Threat detected | This shows the total number of times the category to which the threat belongs was detected in

by category the past 24 hours.

Threat detected | This shows the name of the top five client devices who encountered a threat and the total

by client number of threats detected in the past 24 hours.

Access point
clients

This shows the number of WiFi clients connected (clients of the access points only).

SSIDs by usage

This shows the top five SSIDs with the highest percentage of bandwidth usage in the past 24
hours. You can click a WiFi network name o go to the Site-wide > Monitor > Access Point >
Summary report screen.

NCC User's Guide
207




Chapter 4 Site-wide

Table 16 Site-wide > Dashboard (continued)

LABEL

DESCRIPTION

Access point
clients by usage

This shows the top five WiFi clients (clients of the access points only) with the highest
percentage of bandwidth usage in the past 24 hours. You can click a client’s name to go to
the Site-wide > Clients: Client list screen.

Clients by
manufacturers

This shows the top five manufacturers of WiFi client devices in the past 24 hours. You can click a
manufacturer name to go to the Site-wide > Clients screen and view the client devices which
are made by the manufacturer.

Collaborative
detection &
response hit

This shows the total number of malicious traffic detected from wired and WiFi clients that are
blocked and quarantined using Collaborative Detection & Response (CDR) in the past 7 days.

Note: The Security Firewall(s) in Cloud Monitoring mode will not show.

Access point
clients by OS

This shows the top five operating systems used by WiFi client devices in the past 24 hours. You
can click an operating system to go to the Site-wide > Clients screen and view the client
devices that use this operating system.

Access points by
usage

This shows the top five managed access points with the highest percentage of bandwidth
usage in the past 24 hours. This also shows the number of WiFi clients associated with the access
points. You can click an access point’s name to go fo the Site-wide > Devices > Access Points:
Access Points Details screen.

Access points
application
usage

This shows the usage statistic of the top ten applications used in the site in the past 24 hours.

Access points
locations

This shows the locations of access points on the Google map.

Threat protection
by CNP services

This shows the total number of fimes packets coming from an IPv4 address with a bad
reputation occur and the number of times connection atfempts to an IPv4 address with a bad
reputation occur in the past 24 hours.

Wireless client by
band

This shows the total number of access points / SCR 50AXE / USG Lite 60AX WiFi client devices in
the 2.4/ 5/ 6 GHz band. You can click a band to go fo the Site-wide > Clients screen and view
the client devices that use the respective WiFi band.

4.2 Topology

Use this screen to view the connections between Nebula Devices in the site. Click Site-wide > Topology
to access this screen.
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Figure 35 Site-wide > Topology
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The icon of a node in the network topology indicates its Nebula Device type and the color shows
whether the Nebula Device is online (green), has alerts (amber), or is offline (red). Zyxel device is a
device manufactured by Zyxel but not registered at the NCC or unable to work in Nebula cloud

management mode.

Scroll the mouse up/down to zoom in/out, or click + / - for clearer viewing. Click and hold the left mouse
button while moving the mouse fo change the position of the network topology diagram. Click the

Centericon ( @ ) fo move the network topology diagram to the default position.

Note: Client devices must support LLDP in order to appear correctly after a Nebula accessory.

The following table describes the labels in this screen.

Table 17 Site-wide > Topology

LABEL DESCRIPTION

Search

offline device(s).

Set the filter to view the particular Nebula Device(s) and client device(s) in the network
topology diagram. The number of matches is displayed, including the number of online/

Undo Click this to cancel your action on the Collapse and Expand buttons.
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Table 17 Site-wide > Topology (confinued)

LABEL DESCRIPTION
Collapse Click this button and select All to hide all connections after the Security Appliance in the
network fopology diagram.
Device offline Undo Collapse~ Expand~ Display options~
o @ - + O
=7 =0
E418:6B:F8:C81A XG51930-28HP-123
Alternatively, select All access points to hide all connections after the access point(s) in the
network fopology diagram.
Undo Collapse~> Expand~ Display options~
= & - + O
= —E; e === N O]
E4:18:6B:F8:C8:1A XG51930-28HP-123 NSW200-28P-0629
Expand Click this button and select All to show all connections after the Security Appliance in the

network topology diagram.

Undo Collapse~ Expand-~ Display options~

= A @ - + ©
o= © © @

E418:6B:F8:C81A XGS1930-28HP-123 NSW200-28P-0629

84:DT-5E

Alternatively, select All access points to show all connections after the access point(s) in
the network topology diagram if (A) in the above figure is hidden.

Display options

Enable Show all clients > Wireless/Wired to display the WiFi/wired client(s) that are
connected to your network.

Enable Online clients / Offline clients to display all client(s) that are connected to the
Nebula Device / disconnected from the Nebula Device.

Enable Show device name / Show client name / Show client MAC address to show the
Nebula Device information, such as MAC address / device name and/or client device's
MAC address / name in the network topology diagram.

Note: NCC only displays clients connected to your network from the last 2 hours.

Enable Show redundant links to display the secondary connection between two nodes,
and also display the Nebula Device(s) that are connected to your network but cannot be
identified by the NCC. The non-Nebula Device(s) installed in the network are detected by
the NCC through LLDP packets. if any.

Then, click Apply.

NCC remembers the display options for each site and applies them the next time the
administrator visits the Topology page.

PDF

Click this button to download the network topology diagram as a PDF file.
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4.2.1 General

Click a Nebula Device node fo view detailed Nebula Device information in the General tab. Click a
client device node to view detailed client device information based on analytics gathered from the
Site-wide > Clients pages. In the General tab, you can do the following:

¢ Click the edit icon beside the Nebula Device name to change the name of the Nebula Device.

* View the percentage of the Nebula Device's processing capability that is currently being used in CPU
usage.

* View the percentage of the Nebula Device's RAM processing capability that is currently being used
in Memory usage.

* Click Firmware status fo update the Nebula Device's firmware if it is not the latest.

¢ Click Locate to tfurn on the LOCATOR LED on the Nebula Device for 5 minutes. This shows the actual
location of the Nebula Device in the fopology.

¢ Specify the Port number and click Establish using Remote access to establish a remote connection to
this Nebula Device.

¢ Click Reboot to restart the Nebula Device.

¢ View the percentage of PoE power usage and the Total power the Nebula Device (Switches only)
can provide to the connected PDs in POE Power.

* View the WAN Usage of the Nebula Device (Security Appliances only). The y-axis shows the
fransmission speed of data sent or received through the WAN connection in megabits per second
(Mbps). The x-axis shows the time period over which the fraffic flow occurred.
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Figure 36 Site-wide > Topology > General
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4.2.2 Ports

Click the Ports tab and move the pointer over a port to view the Nebula Device's port details, such as
Name, Status, LLDP, Type and Speed. If the port is supplying power to a node using Power over Ethernet
(PoE), you can click Power reset to perform a power cycle on the port. This action temporarily disables
PoE and then re-enables it, in order to reboot connected PoE devices. Click LLDP to go to the Site-wide
> Devices > Access points > Details screen. See Section 4.3.1.1 on page 218 for more information. Click
Configure ports to go to the Site-wide > Devices > (Nebula Device) page. See Table 21 on page 233 for

more information.
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Note: The Ports tab is not available for mobile routers and access points.

Figure 37 Site-wide > Topology > Ports
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4.2.3 Insights

Click the Insights tab to view Nebula Device log messages for the past hour. Click View all to go to the
Site-wide > Monitor > (Nebula Device) > Event log page to view more log messages. See Section 6.2.1
on page 349 for more information.

Note: The Insights tab is not available for mobile routers.

Figure 38 Site-wide > Topology > Insights

== XGS51930-28HP-123 (& X
General Ports Insights
Recent logs (Last 1 hour)
No legs

4.2.4 Settings

Click the Settings tab to change the IP type/address, subnet mask, gateway, primary DNS, VLAN setting.
See Table 19 on page 220 for more information.

Note: The Settings tab is only available for Access Points and Switches.

Note: To prevent an IP address conflict, NCC will prevent input of an IP address already used
by another Nebula Device in the same site.
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Figure 39 Site-wide > Topology > Settings
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4.3 Devices

Use the Devices menus to check Nebula Device information, client information, event log messages
and summary report for Nebula Devices in the selected site.

4.3.1 Access Points

This screen allows you to view the detailed information about a Nebula Device in the selected site. Click
Site-wide > Devices > Access points fo access this screen.

Figure 40 Site-wide > Devices > Access points
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The following table describes the labels in this screen.

Table 18 Site-wide > Devices > Access points

LABEL

DESCRIPTION

Access points

Select to view device information and connection status in the past 2 hours, day, week, month.

<

Click this button to reload the data-related frames on this page.

Action

Perform an action on the selected Nebula Devices.

Reboot

Select this to restart the Nebula Device.

Upgrade

Select this to upgrade the firmware on the Nebula Device.

Change PSK

Select this to generate a random Pre-Shared Key, or use a custom Pre-Shared Key. This allows a
user fo access the WiFi network through the Nebula Device.

Update programmable pre-shared key X

Re-generate a random pre-shared key

© custom pre-sharad key

WPAZ2 pre-shared-key supports 8~63 characters

Note: Programmable SSID must be enabled in Site-wide > Configure > WiFi SSID.

Tag

Select one or mulfiple Nebula Devices and click this button to create a new tag for the Nebula
Devices or delete an existing tag.

Move

Select one or multiple Nebula Devices and click this button fo move the Nebula Devices to
another site or remove the Nebula Devices from the current site.

AP Role

Select one or multiple Nebula Devices and click this button to enable or disable the Remote AP
feature.

Remote Nebula Device enables the site’s Security Appliance to connect to the Nebula Device
through a secure VPN tunnel. This allows you to set up VPN-enabled WiFi Nebula Devices in
remote locations, such as in a branch office or at home. Clients connected to these Nebula
Devices can securely access your network through the VPN funnel.

Note: Enabling Remote Nebula Device automatically enables Ethernet and wireless
storm control on the Nebula Device.

Search

Specify your desired filter criteria to filter the list of Nebula Devices.

access points

This shows the number of Nebula Devices connected to the site network.

Export Click this button to save the access point list as a CSV or XML file to your computer.
* Click this to select all the rows in this table.
Status This shows the status of the Nebula Device.

* Green: The Nebula Device is online and has no alerts.

¢ Amber: The Nebula Device has alerts. Hover the mouse over the icon to find the problem.
* Red: The Nebula Device is offline.

e Gray: The Nebula Device has been offline for 7 days or more.

+ (3): The Nebula Device is acting as a repeater.

For example, an alert is created and the status color is amber when the Nebula Device is
fransmitting data at 100 Mbps in half duplex mode or when the Nebula Device is in a Limited
Power mode. Click the Nebula Device on this page to go to the Nebula Device’s details screen
for more information.
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Table 18 Site-wide > Devices > Access points (confinued)

LABEL DESCRIPTION

Name This shows the descriptive name of the Nebula Device.

LAN IP This shows the local (LAN) IP address of the Nebula Device.

Remote AP This shows whether the Remote Nebula Device function is Enabled or Disabled.

2.4GHz This shows the number of WiFi clients in the 2.4 GHz band.

5GHz This shows the number of WiFi clients in the 5 GHz band.

6GHz This shows the number of WiFi clients in the 6 GHz band.

AP Role This displays whether the Nebula Device can act as a remote Nebula Device (Remote AP) or
Capability not (Standard AP).

Public IP This shows the global (WAN) IP address of the Nebula Device.

Model This shows the model number of the Nebula Device.

Client This shows how many clients are connected to the Nebula Device within the specified fime

period.

Current client

This shows how many clientfs are currently connecting fo the Nebula Device.

MAC address

This shows the MAC address of the Nebula Device.

Channel

This shows the channel ID the Nebula Device is using.

Channel
Utilization 2.4GHz

This shows the percentage of the 2.4 GHz channel ID usage.

Channel
Utilization 5GHz

This shows the percentage of the 5 GHz channel ID usage.

Channel
Utilization 6GHz

This shows the percentage of the 6 GHz channel ID usage.

Usage This shows the amount of data consumed by the Nebula Device’s clients.
% Usage This shows the percentage of the Nebula Device's data usage.
Description This shows the user-specified description for the Nebula Device.

Tag This shows the user-specified tag for the Nebula Device.

Serial number

This shows the serial number of the Nebula Device.

Configuration This shows whether the configuration on the Nebula Device is up-to-date.

status

Connectivity This shows the access point connection status.
The red fime slot indicates the connection to the NCC is down, and the green time slot
indicates the connection is up. Move the cursor over a fime slot to see the actual date and
fime when an Nebula Device is connected or disconnected.

Ethernet 1 This shows the speed and duplex mode of the Ethernet connection on the Nebula Device's up-

link port. It shows Down if the Nebula Device is connected to a mesh controller wirelessly.

Neighbor Info

This shows the LLDP information received on the up-link port.

Production This shows the production information of the Nebula Device.

information

Hop This shows the hop count of the Nebula Device. For example, “1" means the Nebula Device is
connected to a mesh conftroller directly. “2" means there is another mesh extender between
this Nebula Device and the mesh controller.

IP type This shows whether the IP address was assigned automatically (DHCP), or manually (Static IP).

NCC User's Guide
216




Chapter 4 Site-wide

Table 18 Site-wide > Devices > Access points (confinued)

LABEL

DESCRIPTION

Uplink AP

This shows the role and descriptive name of the Nebula Device to which this Nebula Device is
connected wirelessly.

When Smart Mesh is enabled and the mesh extender losses connection to the mesh conftroller,
click Reconnect to re-establish connection.

Note: Make sure to enable Manual uplink in Site-wide > Devices > Access points:
Details > Status > Smart mesh > Edit. You also need to specify the mesh
controller in select an AP. See Table 19 on page 220 for more information.

Uplink signal

Before the slash, this shows the signal strength the uplink Nebula Device (a mesh controller or a
mesh extender) receives from this Nebula Device (in repeater mode). After the slash, this shows
the signal strength this Nebula Device (in repeater mode) receives from the uplink access
point.

Uplink Tx/Rx rate

This is the maximum fransmission/reception rate of the mesh controller or mesh extender to
which the Nebula Device is connected.

Wireless bridge

This shows whether wireless bridge is enabled on the Nebula Device.

For more information about wireless bridge, see Section 5.1.2.2 on page 305.

Uplink

This shows whether the Nebula Device is connected to the gateway through a wired Ethernet
connection or WiFi connection.

Power mode

This shows the Nebula Device's power status.

Full - the Nebula Device receives power using a power adapter and/or through a PoE switch/
injector using IEEE 802.3at PoE plus. The PoE device that supports IEEE 802.3at POE Plus can
supply power of up to 30W per Ethernet port.

Limited - the Nebula Device receives power through a PoE switch/injector using IEEE 802.3af
PoE even when it is also connected to a power source using a power adapter. The PoE device
that supports IEEE 802.3af POE can supply power of up to 15.4W per Ethernet port.

When the Nebula Device's power mode is Limited, the Nebula Device throughput decreases
and has just one transmitting radio chain.

It always shows Full if the Nebula Device does not support power detection.

Firmware
availability

This shows whether the firmware on the Nebula Device is Up to date, there is frmware update
available for the Nebula Device (Upgrade available), or a specific version of firmware has
been installed by Zyxel customer support (Locked).

Firmware status

This shows whether the firmware installed on the Nebula Device is up-to-date.

Firmware type

This shows Stable when the installed firmware may not have the latest features but has passed
Zyxel internal and external testing.

This shows Latest when the installed firmware is the most recent release with the latest features,
improvements, and bug fixes.

This shows General Availability when the installed firmware is a release before Latest, but is still
undergoing Zyxel external testing.

This shows Dedicated when the installed firmware is locked and Zyxel support is monitoring.
Contact Zyxel customer support if you want to unlock the firmware in order to upgrade to a
later one.

This shows Beta when the installed firmware is a release version for testing the latest features
and is sfill undergoing Zyxel internal and external festing.

This shows N/A when the Nebula Device is offline and its firmware status is not available.

Current version

This shows the firmware version currently installed on the Nebula Device.
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Table 18 Site-wide > Devices > Access points (confinued)

LABEL

DESCRIPTION

Remote AP VPN

This shows which VPN the Remote Nebula Device tunnel is configured to use.

If Remote Nebula Device is disabled, this field shows Disconnected.

ad

Click this icon to display a greater or lesser number of configuration fields. For faster loading of
data, select only the configuration fields listed that do NOT take a long time to fetch data.

4.3.1.1 Access Point Details

Click a Nebula Device entry in the Site-wide > Devices > Access points screen to display individual
Nebula Device statistics.
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Figure 41 Site-wide > Devices > Access points: Details Part 1
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Figure 42 Site-wide > Devices > Access points: Details Part 2

Access point usage and connectivity

Zoom m‘ 1day | ¥ 7days | % 30days ‘ Pan | 44 n-
Hoo |

Bu. 7 24cH: Wl seHz W eGHz

The following table describes the labels in this screen.

Table 19 Site-wide > Devices > Access points: Details

LABEL DESCRIPTION
¢, Click this button to reload the data-related frames on this page.
Configuration

Click the edit configuration icon to change the Nebula Device name, description, tags, load balancing, and
address. You can move the Nebula Device to another site or remove. You can also enter a valid Address and click
Move map marker to move the Nebula Device to another location.

By default, the Nebula Device'’s hostname is the MAC address. Enter a Name to identify the Nebula Device. You
can use up to 64 alphanumeric characters including period (.) and hyphen (-). Spaces are not allowed.

Note: The period (.) and hyphen (-) cannot be the first character, last character, or appear
consecutively on the Name. For example, -waxé50, waxé50-, waxé50..wax650, waxb50.-waxé50.

The Name you configure here will be synchronized with the Nebula Device's System Name setting when:

* The Nebula Device must have firmware version 6.60 or later
* The Name follows the [Hosthame] or [Hosthame.Domain name] format
¢ The domain name follows the standard DNS structure [A.B.C.D].

Then click Save to save your changes.
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Table 19 Site-wide > Devices > Access points: Details (continued)

LABEL

DESCRIPTION

Remote AP

Click this to enable or disable the Remote AP feature.

Remote AP enables the site's Security Appliance to connect to the Nebula Device through
a secure VPN tunnel. This allows you fo set up VPN-enabled WiFi Nebula Devices in remote
locations, such as in a branch office or at home. Clients connected to these Nebula
Devices can securely access your network through the VPN tunnel.

With the Remote AP feature (in the Secure WiFi license) the connection is from the Nebula
Device to a managed access point using NVGRE (Network Virtualization using Generic
Routing Encapsulation) over IPSec tunnel. This encapsulates and encrypts fraffic from the
remote access point to the Nebula Device. The clients connected to the remote access
point do not need IPSec client software installed.

Note: Enabling Remote AP automatically enables Ethernet and wireless storm
control on the Nebula Device.
At the time of writing, Ethernet Secure Tunnel Setting for Remote AP Setting
is available for WACS500H only.

Remote AP Setting X

Local SSID Setting
Enabled SSID Security Mode Key Band

1 :‘ I WRAZ-Perso.. v I Concurrent .. v

2 \_-. " wPA2-Perso. ¥ " Concurrent..

Ethernet Secure Tunnel Setting @ )

Enabled Tunnel to goteway Interfoce

1 @D VLANS20 -

Configure and enable up to two SSID(s) in Local SSID Setting. WiFi clients connected to
these SSIDs are forwarded to the local network of the remote site. The Local SSID Setting are
different from the SSIDs you configured in Site-wide > Configure > Access points > SSID
advanced settings. See Section 5.3.2 on page 320 for the description of the fields.

Select from the available LAN or VLAN interface in Tunnel to gateway interface to enable it,
and click Save.

Name

This shows the descriptive name of the Nebula Device.

MAC address

This shows the MAC address of the Nebula Device.

Serial number

This shows the serial number of the Nebula Device.

Change site Select the new site from the drop-down menu or click Remove to remove the Nebula
Device from the site.

Description This shows the user-specified description for the Nebula Device.

Tags This shows the user-specified tag for the Nebula Device.

Load balancing

This shows the load balancing group name that the Nebula Device belongs (up to two
groups per access point). Nebula Devices in the same group should be within the proximity.
This allows them to share the load.
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Table 19 Site-wide > Devices > Access points: Details (continued)

LABEL DESCRIPTION
Address This shows the user-specified address for the Nebula Device.
Status
LAN IP This shows the local (LAN) IP address of the Nebula Device. It also shows the IP addresses of
the gateway and DNS server.
Click the edit icon to open a screen where you can change the IP addresses, VLAN ID
number and tagging setting.
Set IP Address X
1P type static 1P =
P
Management VLAN ID 1 (1~4004)
o Untagged Tagged
Subnet mask
Gateway
Primary DNS
Close m
Note: To prevent an IP address conflict, NCC will prevent input of an IP address
already used by another Nebula Device in the same site.
Public IP This shows the global (WAN) IP address of the Nebula Device.
Usage This shows the amount of data consumed by the clients.

Current clients

This shows the number of clients which are currently connecting to the Nebula Device and
its details.

Topology

Click Show to go to the Site-wide > Topology screen. See Section 4.2 on page 208.

Neighbor info

This shows the LLDP information received on the up-link port.

Link

This shows the speed and duplex mode of the Ethernet connection on the Nebula Device's
ports.

It shows Uplink: Wireless if the access point is an mesh extender and connected to a mesh
conftroller wirelessly.

A warning icon displays when the Nebula Device is running at 100 Mbps or a lower speed.

Ports

This is available only for the Nebula Device that has one or more than one Ethernet LAN
port (except the uplink port).

This shows the PVID of the LAN port and the ID number of VLANs to which the LAN port
belongs. See Section 5.3.7 on page 344 for how to change the port’s VLAN seftings.

Storm control

Storm confrol limits the number of broadcast, multicast and destination lookup failure (DLF)
packets received per second on the Nebula Device's Ethernet ports. When the maximum
number of allowable broadcast, multicast and/or DLF packets is reached per second, the
subsequent packets are discarded. Enabling this feature reduces broadcast, multicast
and/or DLF packets in your network.
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Table 19 Site-wide > Devices > Access points: Details (continued)

LABEL

DESCRIPTION

Channel (Band)

This shows the channel ID and WiFi frequency band currently being used by the Nebula
Device.

Channel ufilization

This shows the percentage of the channel ID usage.

Power mode

This shows Full when the Nebula Device receives power directly through a power outlet.

This shows Full (Power by DC) when the Nebula Device receives power using a power
adapfter.

This shows Full (Power by PoE) when the Nebula Device receives power through a PoE
switch/injector using IEEE 802.3at PoE plus. The PoE device that supports IEEE 802.3at PoE
Plus can supply power of up to 30W per Ethernet port.

This shows Limited (Require 802.3bt power) when the Nebula Device receives power
through a PoE switch/injector using IEEE 802.3bt POE even when it is also connected fo a
power source using a power adapter. The PoE device that supports IEEE 802.3bt POE can
supply power of up to 71.3W per Ethernet port.

This shows Limited (Require 802.3at power) when the Nebula Device receives power
through a PoE switch/injector using IEEE 802.3at POE even when it is also connected fo a
power source using a power adapter. The PoE device that supports IEEE 802.3at POE can
supply power of up to 15.4W per Ethernet port.

This field is blank when the access point’s firmware is older than version 5.50 or (WAX650S /
WAXS510D firmware is older than version 6.00P4C0). Or when the access point is offline.

Click the edit icon to open a screen where you can enable full power mode.

Power Setting X
a’: Force override the power mode to full power
Note:

Please make sure the power source can provide full power to avoid the system interrupt issue.

Close [V/elele1 =Y

Note: As of this writing, the following is a list of models that will show the edit icon
for enabling full power mode: NAP303, NAP353, NWA1302-AC, NWAT1123-
AC HD, NWA5123-AC HD, WAC6303D-S, WAC6502D-E, WAC6502D-S,
WAC6503D-S, WAC6552D-S, WACE553D-S, WAX650S, NWATIT0AX,
WAXS510D.

Antenna This displays the antenna orientation settings for the Nebula Device that comes with internal
antennas and also has an anfenna switch.
Smart mesh This shows whether Nebula Smart Mesh is enabled on the Nebula Device.

For more information about Smart Mesh, see Section 5.1.1 on page 303.

To view the list of Nebula Devices that support smart mesh, go fo Help > Device function
table.
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Table 19 Site-wide > Devices > Access points: Details (continued)

LABEL DESCRIPTION
Edit Edit the Nebula Device's Smart Mesh settings.
Smart mesh X
Enabled ‘:,
MLo B2
Uplink & @& 24 GHzBand [#g 5GHz Band [ 6 GHz Band
Downlink All available radio links are always enabled for better compatibility.
Band: @ Auto (high band preferred) v
Downlink: ‘:,
Manual uplink: ‘:,
Uplink auto failover: ‘:,
, select a AP: -
Note:
Configure smart mesh here will override global setting for this access point.
Enabled Enable or disable Smart Mesh on the Nebula Device.
This setting overrides the Smart Mesh settings configured for the Nebula Device'’s site in
NCC.
Lock When enabled, the Nebula Device's local Smart Mesh settings overrides the Smart Mesh
settings configured for the Nebula Device's site in NCC.
Example 1: If Smart Mesh is enabled for the site in NCC, you can disable Smart Mesh on the
Nebula Device by setting Lock to on and Enabled to off.
Example 2: If Smart Mesh is disabled for the site in NCC, you can enable Smart Mesh on the
Nebula Device by setfting Lock to on and Enabled to on.
MLO Select MLO (Multi-Link Operation) to allow a WiFi7 client to connect to the WiFi7 Nebula
Uolink Device using mulfiple frequency bands simultaneously. This increases speed and improves
P reliability of the WiFi connection. MLO makes WiFi7 ideal for streaming 4K / 8K videos, using
Downlink augmented reality (AR), virtual reality (VR) applications and playing online games.
Note: You need to select at least 2 frequency bands for MLO fo work.
Band This setting will apply fo mesh extender.
¢ Select Auto (high band preferred) to allow the mesh extender to select a higher radio
band mesh controller.
e Select 2.4 GHz to use the 2.4 GHz band for regular Internet surfing and downloading.
e Select 5 GHz or 6 GHz to use the 5 or 6 GHz band for fime sensitive traffic like high-
definition video, music, and gaming.
Note: 6 GHz will display only for mesh extender that support it.
Downlink When enabled, the mesh extender can provide downlink capability fo another mesh

extender.

Manual uplink

When enabled, this allows you to select a mesh controller or mesh extender.
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Table 19 Site-wide > Devices > Access points: Details (continued)

LABEL DESCRIPTION
Uplink auto When enabled, an mesh extender that cannot connect to the selected mesh controller
failover after 5 tries, will automatically connect to another mesh controller or mesh extender.
select an AP Select a mesh controller or mesh extender.

Wireless bridge

This shows whether wireless bridge is enabled on the Nebula Device.

For more information about wireless bridge, see Section 5.1.2.2 on page 305.

Note: Wireless bridge can only work when smart mesh is enabled in this screen.

Edit

Edit the Nebula Device's wireless bridge settings.

Enabled

Enable or disable wireless bridge on the Nebula Device.

Note: If Smart Mesh is disabled for the site in NCC, then enabling wireless bridge
automatically enables Smart Mesh on the Nebula Device.

Allowed VLANs

Enter the IDs of the VLANs that the Nebula Device will forward over the wireless bridge.

By default, this field uses the VLANs allowed for LAN1 at Site-wide > Configure > Access
points > AP & port settings. For details, see Section 5.3.7 on page 344.

History

Click Event log to go to the Site-wide > Monitor > Access points > Event log screen.

Configuration status

This shows whether the configuration on the Nebula Device is up-to-date.

Firmware availability

This shows whether the firmware on the Nebula Device is up-to-date or there is firmware
update available for the Nebula Device.

Current version

This shows the firmware version currently installed on the Nebula Device.

Maintenance

This shows whether automatic reboot is scheduled on the Nebula Device.

Edit

Click the Enable the schedule switch to the right fo have the Nebula Device restart at a
specific time on selected days of the week.

By scheduling a reboot, you can have the Nebula Device refresh the network connections
at a specified time, allowing automatic reconnection with WiFi clients in case of a
connection failure.

Select the day(s) of the week to have the automatic restart. Specify the time of the day (in
24-hour format) to have the Nebula Device automatically restart. For example, 23:00 is
11:00 PM.

Maintenance X

‘:,- Enable the schedule

Reboot on the following day(s).

Monday Tuesday
Wednesday Thursday
Friday Saturday
sunday
00:00 hd
Close [V/<le1
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Table 19 Site-wide > Devices > Access points: Details (continued)

LABEL DESCRIPTION
Map This shows the location of the Nebula Device on Google map (Map view or Satellite
imagery view) or on a floor plan. Click Floor plan to display a list of existing floor plans. Each
floor plan has a drawing that shows the rooms scaled and viewed from above. Drag-and-
drop your Nebula Device directly on the Google map or click Position device to update
the Nebula Device's address (physical location).
Position device X
Update my device's location. What is this?
Use the device's IP address (GEQ IP)
Get my location from web browser.
Use the following address or coordinates
Cancel VGGG
¢ Select GEO IP to use the public IP address of the Nebula Device.
¢ Select Get my location from web browser to use the public IP address of the computer
accessing the NCC portal.
* Select Use the following address or coordinates to enter the complete address or
coordinates of the Nebula Device.
Note: Nebula Devices that are offline cannot use GEO IP.
Photo This shows the photo of the Nebula Device. Click Add to upload one or more photos. Click
X to remove a photo.
Live tools
Traffic This shows the Nebula Device traffic statistics.

Current stations

This shows the Nebula Device's connected WiFi clients’ MAC address, SSID name, IPv4
Address, Signal strength, Security, Channel, Tx rate, Rx rate, Association time, and
Capability.

Ping Enter the domain name or IP address of a computer that you want to perform ping from
the Nebula Device in order to test a connection and click Ping.
This can be used to determine if the Nebula Device and the computer are able to
communicatfe with each other.

Traceroute Enter the domain name or IP address of a computer that you want to perform traceroute

from the Nebula Device and click Run. This determines the path a packet takes to the
specified computer.

Reboot device

Click the Reboot button to restart the Nebula Device.

Note: All connected clients will be temporarily disconnected during reboot.

Locator LED

Enter a time interval between 1 and 60 minutes. The locator LED will blink for the number of
minutes set here once you turn on the locator LED.

Click the /', | button to turn on the locator feature, which shows the actual location of the
Nebula Device between several devices in the network.

Remote SSH

This allows you to establish a remote connection to this Nebula Device by specifying the
port number. Then click Establish.

This feature is available to the organization owner, organization administrators with full
privileges, and site administrators with full privileges.
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Table 19 Site-wide > Devices > Access points: Details (continued)

LABEL

DESCRIPTION

Wired stations

This shows the Nebula Device's connected wired clients’ MAC address, IPv4 Address, Port
number, and the VLAN ID assigned fo the wired station.

Note: At the time of writing Wired stations is available for WACS500H only.

Access point usage and connectivity

Move the cursor over the chart to see the transmission rate at a specific time. Click DL (downlink), UL (uplink),
2.4GHz, 5GHz, or 6GHz to hide or display the corresponding line on the chart below.

Zoom

Select to view the stafistics in the past 2 hours, day, week, or month.

Pan

Click fo move backward or forward by one day or week.

4.3.2 Switches

This screen allows you to view the detailed information about a Nebula Device in the selected site. Click
Site-wide > Devices > Switches to access this screen.

Figure 43 Site-wide > Devices > Switches

The following table describes the labels in this screen.

Table 20 Site-wide > Devices > Switches

LABEL DESCRIPTION
Switches Select to view the Nebula Device information and connection status in the past two hours, day,
week or month.
©s Click this button to reload the data-related frames on this page.
Action Perform an action on the selected Nebula Devices.
Reboot Restart the Nebula Device.
Upgrade Upgrade the firmware on the Nebula Device.
Tag Select one or multiple Nebula Devices and click this button to create a new tag for the Nebula
Devices or delete an existing tag.
Move Select one or multiple Nebula Devices and click this button to move the Nebula Device to
another site or remove the Nebula Device from the current site.
Search Specify your desired filter criteria to filter the list of Nebula Devices.
Switch This shows the number of Nebula Devices connected to the site network.
Export Click this button to save the Nebula Device list as a CSV or XML file to your computer.
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Table 20 Site-wide > Devices > Switches (continued)

LABEL

DESCRIPTION

Status

This shows the status of the Nebula Device. Hover the mouse over the icon for a brief
description.

e Green: The Nebula Device is online and has no alerts.

e Amber: The Nebula Device has alerts.

e Red: The Nebula Device is offline.

e Gray: The Nebula Device has been offline for 7 days or more.

e With lock: The Nebula Device is locked by Auto Configuration Recovery. See Table 86 on
page 412 for more information.

Move the cursor over an amber alert icon to view the alerts the NCC generates when an error
or something abnormal is detected on the IPTV network.

Name

This shows the descriptive name of the Nebula Device.

Tag

This shows the user-specified tag for the Nebula Device.

MAC address

This shows the MAC address of the Nebula Device. In Cloud Stacking mode, this shows the
MAC address of the master Nebula Device in the stacking system.

LAN IP This shows the local (LAN) IP address of the Nebula Device.

Public IP This shows the global (WAN) IP address of the Nebula Device.

Model This shows the model number of the Nebula Device.

# Port This shows the number of the Nebula Device port which is connected to the NCC.
Configuration This shows whether the configuration on the Nebula Device is up-to-date.

status

Bandwidth This shows what percentage of the upstream/downstream bandwidth is currently being used

Utilization (Uplink
port)

by the Nebula Device's uplink port.

Production This shows the Nebula Device's product descriptfion to explain what this Nebula Device is and

information also provides information about its features.

Connectivity This shows the Nebula Device connection status. Nothing displays if the Nebula Device is offline.
The gray time slot indicates the connection to the NCC is down, and the green time slot
indicates the connection is up. Move the cursor over a fime slot to see the actual date and
fime when a Nebula Device is connected or disconnected.

Description This shows the user-specified description for the Nebula Device.

Device mode

This shows Non-Stacking when the Nebula Device is not a member of a stacking system.

This shows Stacking when the Nebula Device is a member of a stacking system.

Serial number

This shows the serial number of the Nebula Device.

Firmware status

This shows whether the firmware installed on the Nebula Device is up-to-date.

Firmware type

This shows Stable when the installed firmware may not have the latest features but has passed
Zyxel internal and external testing.

This shows Latest when the installed firmware is the most recent release with the latest features,
improvements, and bug fixes.

This shows General Availability when the installed firmware is a release before Latest, but is still
undergoing Zyxel external testing.

This shows Dedicated when the installed firmware is locked and Zyxel support is monitoring.
Contact Zyxel customer support if you want to unlock the firmware in order to upgrade to a
later one.

This shows Beta when the installed firmware is a release version for testing the latest features
and is sfill undergoing Zyxel internal and external festing.

This shows N/A when the Nebula Device is offline and its frmware status is not available.

NCC User's Guide
228




Chapter 4 Site-wide

Table 20 Site-wide > Devices > Switches (continued)

LABEL DESCRIPTION
Firmware This shows whether the firmware on the Nebula Device is Up to date, there is frmware update
availability available for the Nebula Device (Upgrade available), or a specific version of firmware has

been installed by Zyxel customer support (Locked).

Current version

This shows the firmware version currently installed on the Nebula Device.

Usage

This shows the amount of data transmitted or received by the Nebula Device's clients.

IP type

This shows whether the IP address was assigned

automatically (DHCP), or manually (Static IP).

S

Click this icon to display a greater or lesser num
data, select only the configuration fields listed t

ber of configuration fields. For faster loading of
hat do NOT take a long time to fetch data.

4.3.2.1 Switch Details

Click a Nebula Device entry in the Site-wide > Devices > Switches screen to display individual Nebula

Device statistics.

Figure 44 Site-wide > Devices > Switches: Switch Details (Without Stacking)
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Hardware monitor

Temperature Fan
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Fanz @ Normal
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Figure 45 Site-wide > Devices > Switches: Switch Details (With Stacking)
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Ports i1 Configure ports

Slot 1: BC:99:11:FF:FD:2E (MASTER)

6 8 v 12 4 W 18 20 2 24 26 28 30

Name: Port2/24

Status: Connected
I 10/100Mbps [l 1Gbps [} 25Gbps led 4 PoE 4 Uplink @ Blocking
LLDP; XGS2220-30F(FD:8E) (XGS2220]

Type: Trunk port with 'PVID 1, Allowed VLANs: ‘All'

Slot 2: 0045 (XGS2220-30HP) (BACKUP|
Speed: 1G/Auto (Copper)
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Live tools
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Note: The banner This switch is currently protected by Auto Configuration Recovery will
display when this Nebula Device is locked by NCC. Click the Unlock button to continue

using the Nebula Device.
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The following table describes the labels in this screen.

Table 21 Site-wide > Devices > Switches: Switch Details

LABEL DESCRIPTION

¢ Click this button to reload the data-related frames on this page.

Unlock This button only appears when the Nebula Device is locked by NCC.
Click this button to continue using the Nebula Device.

Configuration

Click the edit icon to change the Nebula Device name, description, tags and address. You can also move the
Nebula Device to another site. After modifying a Nebula Device name, the new name will be synchronized fo the
Nebula Device and can be seen by protocols such as SNMP and LLDP.

Name

This shows the descriptive name of the Nebula Device.

MAC address

This shows the MAC address of the Nebula Device. In stacking mode, this shows the MAC
address of the master Nebula Device in the stacking system.

Serial number

This shows the serial number of the Nebula Device.

Description This shows the user-specified description for the Nebula Device.
Address This shows the user-specified address for the Nebula Device.

Tag This shows the user-specified tag for the Nebula Device.

Status

Mode This shows if the Nebula Device is in Stacking or Non-Stacking mode.
Stacking Slot This shows the following information of the stacked Nebula Device:

e SlotID,
* Role of the stacked Nebula Device; MASTER, BACKUP or LINECARD, and
¢  MAC address.
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Table 21 Site-wide > Devices > Switches: Switch Details (confinued)

LABEL

DESCRIPTION

LAN IP

This shows the local (LAN) IP address of the Nebula Device. It also shows the IP addresses of
the gateway and DNS servers.

Click Edit to open a screen where you can change the IP address, VLAN ID number and
DNS server settings.

Set IP address X

IPtype Static IP hd

VLAN 1

m
o
=

m Follow site-wide setting

Subnet mask
Gateway
Primary DNS

Secondary DNS

Cancel

Note: To prevent an IP address conflict, NCC will prevent input of an IP address
already used by another Nebula Device in the same site.

DHCP server

This shows the IP address of the DHCP server.

Public IP

This shows the global (WAN) IP address of the Nebula Device.

CPU usage

This shows what percentage of the Nebula Device's processing capability is currently being
used.

Memory usage

This shows what percentage of the Nebula Device's RAM is currently being used.

Topology

Click Show to go to the Site-wide > Topology screen. See Section 4.2 on page 208.

RSTP status

This shows Disabled when RSTP is disabled on the Nebula Device. Otherwise, it shows the
name or MAC address of the Nebula Device that is the root bridge of the spanning tree,
and the bridge priority.

IGMP status

This shows whether IGMP is enabled on the Nebula Device. If IGMP is enabled, it also shows
the ID number of the VLAN on which the Nebula Device learns the mulficast group
membership and the IP address of the Nebula Device interface in IGMP querier mode.

PoOE status

This shows the power management mode, the amount of power the Nebula Device is
currently supplying tfo the connected PoE-enabled devices over the total power the
Nebula Device can provide to the connected PoE-enabled devices on the PoE ports. N/A
displays if the Nebula Device does not support PoE.

In Cloud Stacking mode, this shows the total amount of power all the Nebula Devices in the
stacking system are currently supplying to the connected PoE-enabled devices over the
total power all the Nebula Devices in the stacking system can provide to the connected
PoE-enabled devices on the PoE ports.

Click the edit icon to open the PoE Configuration screen. See Section 4.3.2.2 on page 238.

History

Click Event log to go to the Site-wide > Monitor > Switches > Event log screen.

NCC User's Guide
234




Chapter 4 Site-wide

Table 21 Site-wide > Devices > Switches: Switch Details (confinued)

LABEL

DESCRIPTION

Configuration status

This shows whether the configuration on the Nebula Device is up-to-date.

Firmware availability

This shows whether the firmware on the Nebula Device is up-to-date or there is firmware
update available for the Nebula Device.

Current version

This shows the firmware version currently installed on the Nebula Device.

Map This shows the location of the Nebula Device on Google map (Map view or Satellite
imagery view) or on a floor plan. Click Floor plan to display a list of existing floor plans. Each
floor plan has a drawing that shows the rooms scaled and viewed from above. Drag-and-
drop your Nebula Device directly on the Google map or click Position device to update
the Nebula Device's address (physical location).

Position device X
Update my device's location. What is this?
Use the device's IP address (GEQ IP).
Get my location from web browser.
Use the following address or coordinates.
Cancel VGGG
¢ Select GEO IP to use the public IP address of the Nebula Device.
¢ Select Get my location from web browser to use the public IP address of the computer
accessing the NCC portal.
¢ Select Use the following address or coordinates to enter the complete address or
coordinates of the Nebula Device.
Note: Nebula Devices that are offline cannot use GEO IP.
Photo This shows the photo of the Nebula Device. Click Add to upload one or more photos. Click

X to remove a photo.

Hardware monitor

Temperature

The Nebula Device has temperature sensors (BOARD / PHY / CPU/MAC) that are capable
of detecting and reporting if the temperature rises above the threshold. BOARD / PHY /
CPU/MAC refers to the location of the temperature sensor on the Switch printed circuit
board. This field displays Normal for temperatures below the threshold and Abnormal for
those above.

Note: Make sure there is at least 2 cm of clearance on the top and bottom of the
Nebula Device, and af least 5 cm of clearance on all four sides of the
Nebula Device. This allows air circulation for cooling.

Note: Do NOT block the ventilation holes on the Nebula Device. Allow clearance
for the ventilation holes to prevent your Nebula Device from overheating.
Overheating could affect the performance of your Nebula Device, or
even damage if.

NCC User's Guide
235




Chapter 4 Site-wide

Table 21 Site-wide > Devices > Switches: Switch Details (confinued)

LABEL

DESCRIPTION

Fan

Normal indicates that this fan is functioning at the normal speed.

High Speed indicates that this fan is functioning above the normal speed. When the SFP+
fransceiver temperature exceeds the femperature threshold (see your transceiver
documentation), the Nebula Device automatically turns on the fans with maximum fan
speed to cool down the system.

The fans do not automatically turn off after the SFP+ fransceiver temperature returns below
threshold. To turn off the fans, you have fo click Reset.

Failure indicates that this fan is functioning below the minimum speed.

Note: Go to Help > Support tools > Device function table to view the supported
Nebula Devices.

Power source

When the Nebula Device uses two power modules, one is redundant. If one power module
fails (PSU1) the system can operate on the remaining module (PSU2).

Active indicates that the Nebula Device is currently operating from the power source to
which the power module is connected.

Standby indicates the redundant power module that is connected to a power source but
the Nebula Device is NOT operating from it.

Present is displayed when the power module is connected o the Switch, but is not
connected to a power source and there is no available power.

Absent is displayed when there is no power module connected to the Switch.

Error indicates that this power module is functioning below the power requirement. Or, the
fan in this power module is not working.

Note: Go to Help > Support tools > Device function table to view the supported
Nebula Devices.

Ports

This shows the ports on the Nebula Device. You can click a port to see the individual port statistics. See Section
4.3.2.3 on page 239. Move the pointer over a port to see additional port information. The port color indicates the
connection status of the port.

* Gray (#888888): The port is disconnected.

* Orange (#FF8%00): The port is connected and is fransmitting data at 10 or 100 Mbps.

* Green (#64BEQO): The port is connected and is transmitting data at 1000 Mbps (1 Gbps).
e Azure (#00B2FF): The port is connected and is transmitting data at 2.5 Gbps.

¢ Violet (#8800FF): The port is connected and is transmitting data at 5 Gbps.

e Blue (#004FEE): The port is connected and is tfransmitting data at 10000 Mbps (10 Gbps).

When the port is in the STP blocking state, failed LACP negotiation state, or failed port authentication state, a
blocked icon displays on top of the port ( ﬂ for example) in the diagram.

Configure ports

Click this button to go to the Site-wide > Configure > Switches > Switch ports screen, where
you can view port summary. See Section 6.3.1 on page 362.

Name This shows the Nebula Device name configured in NCC.

Status This shows the connection status of the port.

LLDP This shows the LLDP information received on the port.

Type This shows the port type (Trunk or Access), PVID, and allowed VLANSs.

Speed This shows the current connection speed of the port. If the speed is unavailable, this displays

“Ethernet”.
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Table 21 Site-wide >

Devices > Switches: Switch Details (confinued)

LABEL

DESCRIPTION

Power reset

This button only appears when the PoE port is connected to a PD (powered device). Follow
the prompt and click Confirm to reboot the PD connected to this port.

Note: This button is not available for an uplink port.

Live tools

Ping

Enter the host name or IP address of a computer that you want to perform ping in order to
test a connection and click Ping.

PoE power reset

Enfer the number of, or range of PoE ports and click the Power reset button to disable and
enable the PoE ports again.

MAC table This shows what device MAC address, belonging fo what VLAN group (if any) is forwarded
to which ports.
You can define how it displays and arrange the data in the summary table below.
Nofte: This tab will appear for NSW100 and NSW200 Series only.

Switch tables Import the following data into NCC:

¢ MAC table. Click Run to show what device MAC address, belonging to what VLAN
group (if any) is forwarded to which ports. You can define how it displays and arrange

the data in the summary table.

Routing table. Click Run to show the routing destination, gateway, interface IP
addresses, hop count, and roufing methods. The routing table is only displayed for L3
Nebula Devices.

ARP table. Click Run to show the IP-to-MAC address mappings. The ARP table is only
displayed for L3 Nebula Devices.

IP source guard. Click Run to show the static, DHCP snooping, blocked client entries,
and expiration time of DHCP snooping and blocked entries on the Nebula Device.

After clicking Run in IP source guard, the IPSG (IP source guard) table could be empty if:

¢ |t fakes about 5 minutes to refresh the address table after you apply the Nebula Device
settings

Protected port is not specified

NCC may not get completed data from Nebula Device due to unstable network.
Please retry.

Reboot device

Click the Reboot button to restart the Nebula Device.

Locator LED

Enfer a time interval between 1 and 60 minutes fo stop the locator LED from blinking. The
locator LED will start to blink for the number of minutes set here.

Click the » button to turn on the locator feature, which shows the actual location of the
Nebula Device between several Nebula Devices in the network.

Remote SSH

Select to use TCP (Transmission Control Protocol) Port 22 or 443 to establish a remote
connection fo this Nebula Device. The Nebula Device will create a reverse SSH (Secure
SHell) connection. Then click Establish.

After clicking Ok, NCC will provide a remote connection IPv4 address and service port
number. For example, Remote connection: 34.247.173.104:27086. Use this IPv4 address and
port to connect to the Nebula Device using an SSH terminal emulator (for example, PUTTY).
The remote session will be available for 30 minutes.

In case the connection cannot be established, confirm that the network allows Port 22 or
443,

Note: Use Remote SSH for froubleshooting only.

Uplink usage

Move the cursor over t

he chart to see the fransmission rate at a specific time.

Zoom

Select to view the statistics in the past 2 hours, day, week, month, 3 months or 6 months.

Pan

Click to move backward or forward by one day or week.
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Table 21 Site-wide > Devices > Switches: Switch Details (confinued)

LABEL

DESCRIPTION

Power Consumption

Select to view the Nebula Device power consumption in the past two hours, day, week or
month.

Per slot usage
(consumption/power
budget)

In Cloud Stacking mode, this shows the current power consumption over the total power
budget (in percentage) of each Nebula Device in the stacking system.

Maximum / Minimum

This shows the current, total, maximum and minimum power consumption of the Nebula

consumption Device.

y-axis The y-axis shows the amount of power used in Watts.
In Cloud Stacking mode, each stacked colored graph represents the power consumption
of each Nebula Device. The highest point of the graph represents the total power
consumption of the stacked Nebula Devices at the time.
For example, if Nebula Device 1 = 30 W, Nebula Device 2 = 40 W, Nebula Device 3 = 50 W.
The highest point in Nebula Device 2 is 70 W. The highest power consumptionis 120 W at the
time.

X-QIXiS The x-axis shows the fime period over which the power consumption is recorded.

Hover the mouse over the graph fo view the recorded power consumption of a Nebula
Device on a specific time.

2023-1-2713:00

4.3.2.2 PoE Configuration

Use this screen o set the PoOE settings for the Nebula Device. To access this screen, click the edit icon
next fo PoOE Status in the Site-wide > Devices > Switches: Switch Details screen.

Note: To set PoE settings for an individual port, such as schedule, priority, and power mode,
edit the Nebula Device's port settings. For details, see Section 6.3.1 on page 362.

Figure 46 Site-wide > Devices > Switches: Switch Details: POE Configuration

PoE configuration

B3
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The following table describes the labels in this screen.

Table 22 Site-wide > Devices > Switches: Switch Details: POE Configuration

LABEL

DESCRIPTION

PoE Mode

Select the power management mode you want the Nebula Device to use.

Classification mode - Select this if you want the Nebula Device to reserve the Max Power (mW)
to each powered device (PD) according to the priority level. If the total power supply runs out,
PDs with lower priority do not get power to function.

Consumption mode - Select this if you want the Nebula Device to manage the fotal power
supply so that each connected PD gets a resource. However, the power allocated by the
Nebula Device may be less than the Max Power (mW) of the PD. PDs with higher priority also
get more power than those with lower priority levels.

Close

Click this button to exit this screen without saving.

Saving

Click this button to save your changes and close the screen.

4.3.2.3 Switch Port Details

Use this to view individual Nebula Device port stafistics. To access this screen, click a port in the Ports
section of the Site-wide > Devices > Switches: Switch Details screen or click the details link next to a port
in the Site-wide > Configure > Switches > Switch ports screen.
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Figure 47 Site-wide > Devices > Switches: Switch Details: Port Details

Switches / SC.6A:80:FEB5CY / Port8 Last24 hours - O

[ 10/100Mbps [ll1Gbps 4 Uplink @ Blocking

Configuration [ Status
Summary: Trunk port with 'PVID 1, Allowed VLANs: 'All' Name: Port8
RSTP: Disable Status: Disabled
Port Not mirroring traffic LLDP: Enabled
mirroring:
History: Event log

Bandwidth utilization
Current utilization: <0.01% @ |<0.01% @ Maximum utilization: <0.01% @ 1<0.01% @

Minimum utilization: <0.01% @ 1<0.01% @

os No data to display

Packets counters

REenico=t 0/ pkt/j0/pkt: 1Pv4 address MAC address  VLAN
TX / RX Multicast: 0 pkt /O pkt

TX/RX Broadcast 0 pkt /0 pkt
TX / RX Pause 0 pkt /O pkt

IGMP V2

Query Rx:
Report Rx:
Report Tx:
Repeort Drops:
Leave Rx:
Leave Tx:

o o0 oo o000

Leave Drops:
IGMP V3

Query Rx:

Report Rx:

Report Tx:

Report Drops

[=I =R =]

Error packets

RX CRC: @ 0 pkt
Length: 0 pkt
Runt: 0 pkt

Cable diagnostic

Cable diagnostic allows users to inspect the Twisted Pair cabling remotely and provides information of pair status and approximated cable length, the cable length
measurement error is +-10 meters based on the cable electrical characteristics
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The following table describes the labels in this screen.

Table 23 Site-wide > Devices > Switches: Switch Details: Port Details

LABEL

DESCRIPTION

<

Click this button to reload the data-related frames on this page.

Switch / Port

Select to view the port information and connection status in the past two hours, day, week
or month.

Port This figure shows the ports on the Nebula Device.

Click a port to go to the corresponding port details screen. The selected port is highlighted.
Move the pointer over a port fo see additional port information, such as its name, MAC
address, type, and connection speed.
The port color indicates the connection status of the port.
e Gray (#888888): The port is disconnected.
e Orange (#FF8%00): The port is connected and is fransmitting data at 10 or 100 Mbps.
e Green (#64BEQQ): The port is connected and is fransmitting data at 1000 Mbps (1 Gbps).
e Azure (#00B2FF): The port is connected and is fransmitting data at 2.5 Gbps.
¢ Violet (#8800FF): The port is connected and is tfransmitting data at 5 Gbps.
e Blue (#004FEE): The port is connected and is transmitting data at 10000 Mbps (10 Gbps).
When the port is in the STP blocking state, failed LACP negotiation state, or failed port
authentication state, a blocked icon displays on top of the port ( ﬁ for example) in the
diagram.

Name This shows the descriptive name of the port.

Status This shows the connection status of the port.

MAC address

This shows the MAC address of the port.

Type This shows the port type (Trunk or Access), PVID, and allowed VLANSs.

Speed This shows the current connection speed of the port. If the speed is unavailable, this displays
“Ethernet”.

LLDP This shows the LLDP information received on the port.

Configuration

Click the edit icon to open the Switch ports screen and show the ports that match the filter criteria (the selected
port number). See Section 6.3.1 on page 362.

Summary

This shows the port’s VLAN settings.

RSTP

This shows whether RSTP is disabled or enabled on the port.

Port mirroring

This shows whether traffic is mirrored on the port.

Status

Name This shows the name of the port.

Status This shows the status of the port.

LLDP This shows the LLDP (Link Layer Discovery Protocol) information received on the port.
History Click Event log to go to the Site-wide > Monitor > Switches > Event log screen.

Bandwidth Utilization

Current Utilization

This shows what percentage of the upstream/downstream bandwidth is currently being
used by the port.

Maximum Utilization

This shows the maximum upstream/downstream bandwidth utilization (in percentage).

Minimum Utilization

This shows the minimum upstream/downstream bandwidth utilization (in percentage).

y-axis

The y-axis represents the fransmission rate in Kbps (kilobits per second).

X-QIXi$

The x-axis shows the fime period over which the traffic flow occurred.

Power Consumption

NCC User's Guide
241




Chapter 4 Site-wide

Table 23 Site-wide > Devices > Switches: Switch Details: Port Details (continued)

LABEL

DESCRIPTION

Total

This shows the total power consumption of the port.

Current Consumption

This shows the current power consumption of the port.

Maximum This shows the maximum power consumption of the port.

Consumption

Minimum This shows the minimum power consumption of the port.

Consumption

y-Qaxis The y-axis shows how much power is used in Watts.

X-aXis The x-axis shows the time period over which the power consumption is recorded.

Packets Counters

TX/RX Unicast

This shows the number of good unicast packets transmitted/received on the port.

TX/RX Multicast

This shows the number of good multicast packets tfransmitted/received on the port.

TX/RX Broadcast

This shows the number of good broadcast packets transmitted/received on the port.

TX/RX Pause

This shows the number of 802.3x Pause packets transmitted/received on the port.

IGMP V2/V3

Query Rx This shows the number of IGMP query packets received on the port.
Report Rx This shows the number of IGMP report packets received on the port.
Report Tx This shows the number of IGMP report packets fransmitted on the port.

Report Drops

This shows the number of IGMP report packets dropped on the port.

Leave Rx

This shows the number of IGMP leave packets received on the port.

Leave Tx

This shows the number of IGMP leave packets fransmitted on the port.

Leave Drops

This shows the number of IGMP leave packets dropped on the port.

Error Packets

RX CRC This shows the number of packets received with CRC (Cyclic Redundant Check) errors.
CRC errors indicate packet errors in the network, potentially caused by mismatching
Ethernet speed/duplex, bad cables or transceivers, or malfunctioning client devices.

Length This shows the number of packets received with a length that was out of range.

Runt This shows the number of packets received that were too short (shorter than 64 octets),
including the ones with CRC errors.

IPv4 Address This shows the IP address of the incoming frame which is forwarded on the port.

Note: The IP address is obtained using one of the following three methods:

e LLDP remote information
¢ Information collected by the Nebula Security Gateway (NSG) in this site
¢ Information collected by NCC when the client connected to Nebula

MAC Address

This shows the MAC address of the incoming frame which is forwarded on the port.

VLAN

This shows the VLAN group to which the incoming frame belongs.

Cable Diagnostics

Diagnose Click Diagnose to perform a physical wire-pair test of the Ethernet connections on the port.
The following fields display when you diagnose a port.
Channel An Ethernet cable usually has four pairs of wires. A T0BASE-T or 100BASE-TX port only use and

test two pairs, while a 1000BASE-T port requires all four pairs.

This displays the descriptive name of the wire-pair in the cable.
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Table 23 Site-wide > Devices > Switches: Switch Details: Port Details (continued)

LABEL

DESCRIPTION

Pair Status

OK: The physical connection between the wire-pair is okay.
Open: There is no physical connection (an open circuit detected) between the wire-pair.
Short: There is a short circuit detected between the wire-pair.

Unknown: The Nebula Device failed to run cable diagnostics on the cable connected to
this port.

Unsupported: The port is a fiber port or it is not active.

Cable Length

This displays the total length of the Ethernet cable that is connected to the port when the
Pair Status is OK and the Nebula Device chipset supports this feature.

This shows N/A if the Pair Status is Open or Short. Check the Distance to fault.

This shows Unsupported if the Nebula Device chipset does not support to show the cable
length.

Distance to fault (m)

This displays the distance between the port and the location where the cable is open or
shorted.

This shows N/A if the Pair Status is OK.

This shows Unsupported if the Nebula Device chipset does not support to show the
distance.

DDMI This section is available only on an SFP (Small Form Factor Pluggable) port.

DDMI Click DDMI (Digital Diagnostics Monitoring Interface) to display real-time SFP transceiver
information and operating parameters on the port. You can also see the alarm and
warning thresholds for temperature, voltage, transmission bias, fransmission and receiving
power.

Port This shows the number of the port on the Nebula Device.

Vendor This shows the vendor name of the fransceiver installed in the port.

PN This shows the part number of the transceiver installed in the port.

SN This shows the serial number of the transceiver installed in the port.

Revision This shows the firmware version of the fransceiver installed in the port.

Date-code This shows the date the installed fransceiver's firmware was created.

Transceiver This shows the type and the Gigabit Ethernet standard supported by the fransceiver
installed in the port.

Calibration This shows whether the diagnostic information is internally calibrated or externally
calibrated.

Current This shows the current operating parameters on the port, such as transceiver temperature,
laser bias current, fransmitted optical power, received optical power and transceiver
supply voltage.

High Alarm Threshold | This shows the high alarm threshold for temperature, voltage, fransmission bias, tfransmission

and receiving power. A frap is sent when the operating parameter is above the threshold.

High Warn Threshold

This shows the high warning threshold for temperature, voltage, fransmission bias,
fransmission and receiving power.

Low Warn Threshold

This shows the low alarm threshold for temperature, voltage, transmission bias, transmission
and receiving power. A trap is sent when the operating parameter is below the threshold.

Low Alarm Threshold

This shows the low warning threshold for temperature, voltage, transmission bias,
fransmission and receiving power.
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4.3.3 Security Router

This screen allows you to view the detailed information about the Nebula Device in the selected site.
Click Site-wide > Devices > Security router to access this screen.

Figure 48 Site-wide > Devices > Security router
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The following table describes the labels in this screen.

Table 24 Site-wide > Devices > Security router

LABEL

DESCRIPTION

Configuration

Click the edit icon to change the Nebula Device name, description, tags and address (physical location). You can
also move the Nebula Device to another site or remove.

Name

This shows the descriptive name of the Nebula Device.

MAC address

This shows the MAC address of the Nebula Device's WAN port.

Serial number

This shows the serial number of the Nebula Device.

Description

This shows the user-specified description for the Nebula Device.

Address

This shows the user-specified address (physical location) for the Nebula Device.

Tags

This shows the user-specified tags for the Nebula Device.

Port

This shows the ports on the Nebula Device.
The port is highlighted in green color when it is connected and the link is up.

Move the pointer over a port to see additional port information, such as its name,
connection status, MAC address, and connection speed.

Map

This shows the location of the Nebula Device on Google Maps (Map view or Satellite
imagery view) or on a floor plan. Click Floor plan to display a list of existing floor plans. Each
floor plan has a drawing that shows the rooms scaled and viewed from above. Drag-and-
drop your Nebula Device directly on the Google map or click Position device to update
the Nebula Device's address (physical location).

Position device X

Update my device's location. What is this?
Use the device's IP address (GEO IP).
Get my location from web browser.

Use the following address or coordinates.

Cancel VGGG

¢ Select GEO IP to use the public IP address of the Nebula Device.

¢ Select Get my location from web browser to use the public IP address of the computer
accessing the NCC portal.

¢ Select Use the following address or coordinates to enter the complete address or
coordinates of the Nebula Device.

Note: Nebula Devices that are offline cannot use GEO IP.

Photo

This shows the photo of the Nebula Device. Click Add to upload one or more photos. Click
X to remove a photo.

Status

Public IP

This shows the IPv4 address of the WAN interface, and whether it was assigned
automatically (DHCP), manually (Static IP), or by PPPOE.
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Table 24 Site-wide > Devices > Security router (confinued)

LABEL

DESCRIPTION

Channel (Band)

This shows the channel ID and WiFi frequency band currently being used by the Nebula
Device.

Note: This field only appears for ZyWALL ATP100W, USG FLEX 100W, and USG20W-
VPN.

Usage This shows the amount of data that has been fransmitted or received by the Nebula
Device'’s clients.

Topology Click Show to go to the Site-wide > Topology screen. See Section 4.2 on page 208.

History Click Event log to go to the Site-wide > Monitor > Security router > Event log screen.

Configuration status

This shows whether the configuration on the Nebula Device is Up-to-date.

Firmware availability

This shows whether the firmware installed on the Nebula Device is Up-to-date.

Current version

This shows the firmware version currently installed on the Nebula Device.

Network usage and connectivity

Move the cursor over the chart to see the transmission rate at a specific time.

Zoom Select to view the statistics in the past 2 hours, 24 hours, 7 days, or 30 days.
Pan Click fo move backward or forward by one day or week.
Live tools
Ping Enter the host name or IP address of a computer that you want to perform ping in order to
test a connection and click Ping. You can select the interface (WAN, LAN, or VLAN)
through which the Security Firewall sends queries for ping.
Note:
¢ To ping for VPN/routing issues, it is not necessary fo connect an end-device on the LAN
interface of the Nebula Device.
* Arouting problem is possible if the WAN interface can reach the Internet but not the
LAN interface.
Traceroute Enter the host name or IP address of a computer that you want to perform the traceroute
function. This determines the path a packet takes to the specified computer.
DNS lookup Enter a host name and click Run to resolve the IP address for the specified domain name.
Remote SSH This allows you to establish a remote connection to this Nebula Device by specifying the

port number. Then click Establish.

This feature is available to the organization owner, organization administrators with full
privileges, and site administrators with full privileges.

Reboot device

Click the Reboot button to restart the Nebula Device.

4.3.4 Firewall

This screen allows you to view the detailed information about the Nebula Device in the selected site.
Click Site-wide > Devices > Firewall fo access this screen.
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Figure 49 Site-wide > Devices > Firewall (Cloud Mode)
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Figure 50 Site-wide > Devices > Firewall (Cloud Monitoring Mode)
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The following table describes the labels in this screen.

Table 25 Site-wide > Devices > Firewall

LABEL

DESCRIPTION

Configuration

Click the edit icon to change the Nebula Device name, description, tags and address (physical location). You can
also move the Nebula Device to another site or remove.

Name

This shows the descriptive name of the Nebula Device.

MAC address

This shows the MAC address of the Nebula Device's WAN port.
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Table 25 Site-wide > Devices > Firewall (continued)

LABEL

DESCRIPTION

Serial number

This shows the serial number of the Nebula Device.

Description

This shows the user-specified description for the Nebula Device.

Address

This shows the user-specified address (physical location) for the Nebula Device.

Tags

This shows the user-specified tags for the Nebula Device.

Port

This shows the ports on the Nebula Device.
The port is highlighted in green color when it is connected and the link is up.
Move the pointer over a port to see additional port information, such as its name,

connection status, MAC address, and connection speed.

Note: These fields will not show in Cloud Monitoring mode.

Port

This shows the identity number of the selected port.

Port Group

This shows the name of the port group that the port belongs to.

Status

This shows the connection status of the port.

Map

This shows the location of the Nebula Device on Google Maps (Map view or Satellite
imagery view) or on a floor plan. Click Floor plan to display a list of existing floor plans. Each
floor plan has a drawing that shows the rooms scaled and viewed from above. Drag-and-
drop your Nebula Device directly on the Google map or click Position device to update
the Nebula Device's address (physical location).

Position device X

Update my device's location. What is this?
Use the device's IP address (GEO IP).
Get my location from web browser.

Use the following address or coordinates.

Cancel VGGG

¢ Select GEO IP to use the public IP address of the Nebula Device.

¢ Select Get my location from web browser to use the public IP address of the computer
accessing the NCC portal.

* Select Use the following address or coordinates to enter the complete address or
coordinates of the Nebula Device.

Note: Nebula Devices that are offline cannot use GEO IP.

Photo

This shows the photo of the Nebula Device. Click Add to upload one or more photos. Click
X to remove a photo.

Status

Nofe: These fields will not show in Cloud Monitoring mode.

CPU usage

This shows what percentage of the Nebula Device's processing capability is currently being
used.

Memory usage

This shows what percentage of the Nebula Device'’s RAM is currently being used.

Session

This shows how many sessions the Nebula Device currently has. A session is a unique
established connection that passes through, from, to, or within the Nebula Device.
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Table 25 Site-wide > Devices > Firewall (continued)

LABEL

DESCRIPTION

Channel (Band)

This shows the channel ID and WiFi frequency band currently being used by the Nebula
Device.

Note: This field only appears for ZyWALL ATP100W, USG FLEX 100W, and USG20W-
VPN.

Usage This shows the amount of data that has been fransmitted or received by the Nebula
Device'’s clients.

Topology Click Show to go to the Site-wide > Topology screen. See Section 4.2 on page 208.

History Click Event log to go o the Site-wide > Monitor > Firewall > Event log screen.

Configuration status

This shows whether the configuration on the Nebula Device is Up-to-date.

Firmware availability

This shows whether the firmware installed on the Nebula Device is Up-to-date.

Current version

This shows the firmware version currently installed on the Nebula Device.

WAN status

Nofte: These fields will not show in Cloud Monitoring mode.

WAN Interface

This shows the descriptive name of the active WAN connection.

Status This shows the connection status of the WAN interface (up or down).

IP This shows the IP address of the WAN interface, and whether it was assigned automatically
(DHCP), manually (Static IP), or by PPPOE.

Gateway This shows the IP address of the default Nebula Device assigned to the WAN interface.

DNS Server This shows the IP addresses of the DNS servers assigned to the WAN interface.

Network usage and connectivity / Connectivity

Move the cursor over the chart to see the transmission rate at a specific time.

Zoom Select to view the statistics in the past 2 hours, 24 hours, 7 days, or 30 days.
Pan Click to move backward or forward by one day or week.
Live tools

Note: Traffic, DHCP lease, Ping, Traceroute and DNS lookup, will not show in Cloud
Monitoring mode.

Traffic

This shows the WAN port statistics.
The y-axis represents the fransmission rate for uploads and downloads.

The x-axis shows the fime period over which the fraffic flow occurred.

DHCP leases

This shows the IP addresses currently assigned to DHCP clients.

Ping

Enter the host name or IP address of a computer that you want to perform ping in order to
test a connection and click Ping. You can select the interface (WAN, LAN, or VLAN)
through which the Security Firewall sends queries for ping.

Note:

¢ To ping for VPN/routing issues, it is not necessary to connect an end-device on the LAN
intferface of the Nebula Device.

¢ Aroufing problem is possible if the WAN interface can reach the Internet but not the
LAN interface.

Traceroute

Enter the host name or IP address of a computer that you want to perform the traceroute
function. This defermines the path a packet takes o the specified computer.

DNS lookup

Enter a host name and click Run to resolve the IP address for the specified domain name.
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Table 25 Site-wide > Devices > Firewall (continued)

LABEL

DESCRIPTION

Remote SSH

This option is available only for the Nebula Device owner.

Establish a remote command line interface (CLI) connection to the Nebula Device by
specifying the Port number and clicking Establish.

Remote configurator

Click Establish to use TCP (Transmission Control Protocol) port 443 to establish a remote
connection fo this Nebula Device. The Nebula Device will create a reverse SSH (Secure
SHell) connection.

After clicking Ok, NCC will provide a remote connection IPv4 address and service port
number. For example, https://63.35.218.205:31479. Use this IPv4 address and port to
connect to the Nebula Device to open the Web Configurator. The remote session will be
available for 30 minutes.

In case the connection cannot be established, confirm that the network allows Port 443.

Note: Remote configurator will only show in Cloud Monitoring mode.

Config override

Click Config override to apply the current Nebula Device Web Configurator setting to
NCC. You will be prompted to copy and enter your Nebula Device's serial number shown
on screen and click Confirm. The Confirm button is not clickable until you enter the correct
serial number.

Confirm config override X

The local GUI settings will override the Nebula Cloud configuration
settings This action cannot be undone.

The config override process take a few minutes. Once complete, you'll
receive a notification in the Notification area. Avoid changing device

{ settings in Nebula during this process, as changes may be lost. {

To confirm, please type "®217 1R2a8nna gnd click Confirm.

oMl 18I05ENANN

Note: This action cannot be undone.

Reboot device

Click the Reboot button to restart the Nebula Device.

Backup & Restore

Note: These fields will only show in Cloud Monitoring mode.

Site fime This shows the date and time of the site, to which the change was applied, when the log
was recorded.
Description This shows the description of the backup.

Last sync time

This shows the year-month-date hour:minute:second when NCC checked the Nebula
Device, but skip the scheduled backup because there is no configuration change.

Admin

This shows the name of the administrator who made the back up or Schedule backup.

Actions

Click the Restore icon to restore a previously saved configuration file from NCC to the
Nebula Device. Click the Download icon to download the configuration file to your
computer or laptop. Click the Delete icon to remove the configuration file on the Nebula
Device.
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Table 25 Site-wide > Devices > Firewall (continued)

LABEL DESCRIPTION

Schedule Backup Select a Monthly, Weekly, or Daily backup of the current configuration of the Nebula
Device to the NCC. Then select the Day of the month/week. Otherwise, select Disable.

Then click Confirm.
Note:

¢ NCC will skip the scheduled backup when there is no configuration change.

* NCC canretain up to 10 backup configurations per Nebula Device in this screen. When
the maximum number of backup configuration per Nebula Device is reached, a new
backup configuration automatically overwrites an existing backup configuration,
starting with the oldest existing backup configuration first.

Backup Click this button to create a new backup of the current configuration of the Nebula Device
to the NCC.

4.3.5 Security Gateway

This screen allows you to view the detailed information about a Nebula Device in the selected site. Click
Site-wide > Devices > Security gateway to access this screen.
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Figure 51 Site-wide > Devices > Security gateway
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The following table describes the labels in this screen.

Table 26 Site-wide > Devices > Security gateway

LABEL

DESCRIPTION

Configuration

Click the edit icon fo change the Nebula Device name, description, fags and address. You can also move the
Nebula Device to another site or remove.

Name

This shows the descriptive name of the Nebula Device.

MAC address

This shows the MAC address of the Nebula Device.

Serial number

This shows the serial number of the Nebula Device.

Description This shows the user-specified description for the Nebula Device.
Address This shows the user-specified address for the Nebula Device.
Tags This shows the user-specified tag for the Nebula Device.
Port This shows the ports on the Nebula Device.
The port is highlighted in green color when it is connected and the link is up.
Move the pointer over a port to see additional port information, such as its name,
connection status, MAC address, and connection speed.
Name This shows the descriptive name of the port.
Status This shows the connection status of the port.
MAC address This shows the MAC address of the port.
LLDP This shows the LLDP information received on the port.
Speed This shows the current connection speed of the port. If the speed is unavailable, this displays
“Ethernet”.
Map This shows the location of the Nebula Device on the Google map (Map view or Satellite

imagery view) or on a floor plan. Click Floor plan to display a list of existing floor plans. Each
floor plan has a drawing that shows the rooms scaled and viewed from above. Drag-and-
drop your Nebula Device directly on the Google map or click Position device to update
the Nebula Device's address (physical location).

Position device X

Update my device's location. What is this?
© Use the device's IP address (GEO IP)
Get my location from web browser.

Use the following address or coordinates

Cancel VGGG

¢ Select GEO IP to use the public IP address of the Nebula Device.

¢ Select Get my location from web browser to use the public IP address of the computer
accessing the NCC portal.

* Select Use the following address or coordinates to enfer the complete address or
coordinates of the Nebula Device.

Note: Nebula Devices that are offline cannot use GEO IP.
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Table 26 Site-wide > Devices > Security gateway (continued)

LABEL DESCRIPTION

Photo This shows the photo of the Nebula Device. Click Add to upload one or more photos. Click
x to remove a photo.

Status

WANT/WAN2 This shows the IP address, gateway, DNS, and VLAN ID information for the active WAN
connection.

Public IP This shows the global (WAN) IP address of the Nebula Device.

CPU usage This shows what percentage of the Nebula Device's processing capability is currently being

used.

Memory usage

This shows what percentage of the Nebula Device'’s RAM is currently being used.

Security Service

This shows whether Nebula Security Services (NSS) are enabled on the Nebula Device. Click
What is this? to view the type of enabled security services.

When the gateway’s NSS license expires, NSS is automatically disabled. This field displays an
edit button which you can use to re-enable the services after renewing the NSS license.

Session

Usage This shows the amount of data that has been fransmitted or received by the Nebula
Device'’s clients.

Topology Click Show to go to the Site-wide > Topology screen. See Section 4.2 on page 208.

History Click Event log to go to the Site-wide > Monitor > Security gateway > Event log screen.

Configuration status

This shows whether the configuratfion on the Nebula Device is up-to-date.

Firmware availability

This shows whether the firmware installed on the Nebula Device is up-to-date.

Current version

This shows the firmware version currently installed on the Nebula Device.

Live tools

Internet traffic

This shows the WAN port statistics.
The y-axis represents the transmission rate in Kbps (kilobits per second).

The x-axis shows the fime period over which the traffic flow occurred.

DHCP leases This shows the IP addresses currently assigned tfo DHCP clients.

Ping Enter the host name or IP address of a computer that you want to perform ping in order to
test a connection and click Ping. You can select the interface through which the Nebula
Device sends queries for ping.

Traceroute Enter the host name or IP address of a computer that you want to perform the traceroute
function. This defermines the path a packet takes o the specified computer.

DNS lookup Enter a host name and click Run to resolve the IP address for the specified domain name.

Remote SSH This option is available only for the Nebula Device owner.

Establish a remote connection by specifying the Port number and clicking Establish.

Reboot device

Click the Reboot button to restart the Nebula Device.

Network usage and connectivity

Move the cursor over f

he chart to see the fransmission rate at a specific time.

Zoom

Select to view the stafistics in the past 2 hours, day, week, or month.

Pan

Click fo move backward or forward by one day or week.

NCC User's Guide

255




Chapter 4 Site-wide

4.3.6 Mobile Router

This screen allows you to view the detailed information about a Nebula Device in the selected site. Click

Site-wide > Devices > Mobile router to access this screen. See the Mobile Router chapter for more
information.

4.3.7 Accessories

This screen allows you to view the detailed information about a Nebula Device in the selected site. Click

Site-wide > Devices > Accessories fo access this screen. See the Accessory chapter for more
information.

4.4 Map & Floor Plans

This screen allows you to locate a Nebula Device on the world map and use a floor plan to show where
Nebula Devices are physically located. Click Site-wide > Map & floor plans to access this screen.

Note: Map & floor plans do not support Nebula Accessories.

Figure 52 Site-wide > Map & floor plans

Place device onmap  Edit floor plans

for Flor plan Map  Satellite

Place device on map

You can mark on the map the places where the Nebula Devices are located. Click the Place device on
map tab to display the Nebula Device list for the selected site. Click the arrow ( <K ) on the upper left
corner of the Map & floor plans screen to collapse or expand the list.

Click the Placed button to show the Nebula Devices that you have pinned on the map and/or the floor
plan. Click the Un-placed button to show the Nebula Devices that remain to be pinned on the map. To

pin a Nebula Device, select the Nebula Device from the Un-placed list, then drag and drop it on the
map.
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The pin icon next to a Nebula Device name is green (@) if you have marked the Nebula Device on the
map. Otherwise, the pin icon is gray (9). Click the 9 icon to remove a Nebula Device from the map.

Figure 53 Site-wide > Map & floor plans: Place device on map
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Edit floor plans

Click the Edit floor plans tab to display the list of existing floor plan, a drawing that shows the rooms
scaled and viewed from above. Click the arrow ( << ) on the upper left corner of the Map & floor plans
screen to collapse or expand the list.

Use the Create+ button to upload a new floor plan. The floor plan then shows on the Google map at the
right side of the screen. Use your mouse to move the floor plan, and use the icons at the top of the map
to rotate, change the fransparency, resize or hide the floor plan. Click Set position o apply your
changes. If you want to relocate the floor plan, select the floor plan from the list and click its edit icon.

Figure 54 Site-wide > Map & floor plans: Edit floor plans
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The following table describes the labels in this screen.

Table 27 Site-wide > Map & floor plans: Edit floor plans

LABEL DESCRIPTION

Floor plan This shows the descriptive name of the floor plan.

Devices This shows the number of Nebula Devices marked on this floor plan.

Z Click this icon to open a screen, where you can modify the name, address and/or
dimension of the floor plan.

i Click this icon to delete the floor plan.

4.5 Clients

This screen shows a list of all wired and WiFi clients connected to Nebula Devices (access points,
Switches, Security Appliances) in the site. You can also block or allow clients. Click Site-wide > Clients to
access this screen.

Note: The blocked WiFi clients will apply to both Access Points and Security Router.

Note: NCC will not show the wired clients connected to Nebula Accessories in the site.

Figure 55 Site-wide > Clients > Client list

Clients

Client list ¥ WiFi Aid % Connection log

All w  Last2hours - ¢ BVl Show policy clients
m Al ¥ 5 )clients ‘:; Show Nebula devices as clients  [5 Export~

/’_f:“ ASUS Phone AE 130BE SVD-.. vevcweccuce 10190.87209 2025-01-08 11:10:58 2025-01-0813:08:09 Unspecified Normal
() . P D S oy Shown NSWIO0-_. ow4pAuzoousco - 2025-01-08 1145 2025-01-0813:06:56 Wistron InfoCom... Normal
() ;-f‘\ android-39a72ffo.. AE 130BE SVD-.. puvcoraerscvo 1040172131 2025-01-08 11:10:58 2025-01-0813:08:08 ASUSTek COMPU... Normal
] . WAXSIOD Shown NSWI00-. ovsrarorooar 1921681101 2025-01-08 111145 2025-01-0813:06:56 Zyxel Communic... Normal
(] . WBEB60S Shown NSWI00-.. Fasuveweoawe 1921681102 2025-01-08 111145 2025-01-0813:06:56  Zyxel Communic.. MNormal

The following table describes the labels in this screen.
Table 28 Site-wide > Clients > Client list
LABEL DESCRIPTION

Client list Select to filter the Clients by device type (Access point clients, Switch clients, Firewall clients,
Security gateway clients, Security router clients) the client is connected to.

You can also set a time; the list shows each client’s connection status in the Last 2 hours, Last 24
hours, Last 7 days, Last 30 days, or Custom range. The maximum Custom range is 30 days within
the past 365 days. When you select Clients: All, you can show each client’s connection status in
the Last 2 hours and Last 24 hours only.

©s Click this button to reload the data-related frames on this page.

Show all clients Click this to show all clients that have been online during the selected time period.
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Table 28 Site-wide > Clients > Client list (contfinued)

LABEL DESCRIPTION
Show policy Click this to show clients that have a white-listed, blocked, or reserved IP policy applied to
clients them, regardless of when they were last online. The client’s usage data is calculated according
to the selected time period.
Policy Select the clients from the table below, and then choose the security policy that you want to
apply to the selected clients. Choose one of the following policies, then click Apply policy.
* Allow list: The selected clients to bypass captive portal authentication. Selecting the Allow
list policy will automatically add the Reserve IP policy to the security firewall clients.
¢ Block list: The selected clients cannot connect to the site. How a client is blocked depends
on the connected Nebula Device type selected under Client list.
AP: The client is blocked by MAC address from connecting to any AP in the site.
Switch: The client is blocked by MAC address from sending or receiving network fraffic.
Gateway: The Security Appliance will not route traffic for the client’s IP address.
Selecting the Block list policy will automatically add the Reserve IP policy to the security
firewall clients.
= To specific SSID: Selectively apply captive portal authentication to specific_SSIDs on an AP.
* Normal: The selected clients have no policies applied to them.
e Reserve IP: The client is allowed by IPv4 address to connect to the site. This is the default
policy. Select this to reserve/freeze the assigned dynamic IPv4 address to the client device.
The security router client will be added to the Static DHCP table in the Site-wide > Configure
> Security router > Interface > LAN interface configuration. The security firewall client will be
added to the Static DHCP table in the Site-wide > Configure > Firewall > Interface > LAN
interface configuration.
Note: Removing the default Reserve IP policy will automatically show Normal.
All / Wireless / Select the type of clients that have been online during the selected time period.
Wired

= All: Click this o show all clients that have been online during the selected fime period.

e Wireless: Click this to show all WiFi clients that have been online during the selected time
period.

* Wired: Click this to show all wired clients that have been online during the selected fime
period.

Search clients

Specify your desired filter criteria to filter the list of clients (Status, Manufacturer, Connected to,
Band (for All, Access point clients, and Security router clients), VLAN, Policy).

N clients

This shows the number of clients (N) connected fo the gateway in the site network.

Show Nebula
devices as clients

This allows you to show or hide the client Nebula Device(s) in the Client list table (for All clients
only).

By default, this switch is ON for the sites created before the NCC 18.00 release. Otherwise, this
switch is OFF for the sites created after the NCC 18.00 release.

Export

Click this button to save the client list as a CSV or XML file to your computer.

General fields

Note: A ‘=’ (dash) will show on the field with no value.

Select an enfry’s checkbox to select a specific client. Otherwise, select the checkbox in the
table heading row to select all clients.

Status

This shows whether the client is online (green) or offline (red), and whether the client is wired or
wireless.

¢ Clients connected to an Access Point are reported as wireless.
* Clients connected to a Switch or Security Appliance are reported as wired.
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Table 28 Site-wide > Clients > Client list (contfinued)

LABEL

DESCRIPTION

Name

This shows the descriptive name of the client. By default, this is the client’'s MAC address. The
client description can be obtained through the following:

e User customized description

* Hostname detected from client’s LLDP (Link Layer Discovery Protocol) System Name
e Hostname detected from the Nebula-managed access point

¢ Hostname detected from the Nebula-managed Security Appliance.

Click the name to display the individual client statistics. See wireless: Section 4.5.0.1 on page
261 and wired: Section 4.5.0.2 on page 264.

Connected to

This shows the name of the Nebula Device to which the client is connected in this site.

Click the Nebula Device name to display the screen where you can view detailed information
about the Nebula Device.

MAC address

This shows the MAC address of the non-WiFi7 client or the MLD MAC address of the WiFi7 client.

Click the MAC address to display the individual client stafistics. See wireless: Section 4.5.0.1 on
page 261 and wired: Section 4.5.0.2 on page 264.

IPv4 address

This shows the IPv4 address of the client. By default, the field is blank. The client IPv4 address can
be obtained through the following:

¢ IPv4 address detected from client’s LLDP (Link Layer Discovery Protocol) Management
Address

* |IPv4 address detected from the Nebula-managed access point

e |Pv4 address detected from the Nebula-managed Security Appliance.

First seen This shows the first date and time the client was discovered over the specified period of time.

Last seen This shows the last date and fime the client was discovered over the specified period of fime.

Manufacturer This shows the manufacturer of the client hardware.

Policy This shows the security policy applied to the client.

Note This shows additional information about the client.

User This shows the name or the email address used to authenticate the wireless/wired clients.

Band This shows whether the SSID use either 2.4 GHz band, 5 GHz band, or the 6 GHz band.

Capability This shows the WiFi standards supported by the client or the supported standards currently
being used by the client.

SSID name This shows the name of the Access Point and Security Router’s WiFi network to which the client is
connected.

Security This shows the encryption method used to connect to the Access Point or Security Router.

Association time

This shows the time the client first associated with the Nebula Device's WiFi network.

Authentication

This shows the authentication method used for this client.

Channel

This shows the channel number currently used by the WiFi interface.

Signal strength

This shows the RSSI (Received Signal Strength Indicator) of the client’s WiFi connection, and an
icon showing the signal strength.

Icon default thresholds:

e Green/5 blocks: signal is greater than —67 dBm, strong signal
* Amber/4 blocks: signal -67 to —73 dBm, average signal

* Amber/3 blocks: signal =74 to -80 dBm, below average signal
* Red/2 blocks: signalis less than -80 dBm, weak signal

Port This shows the port number of the Nebula Device the client is connected.

LLDP This shows the LLDP (Link Layer Discovery Protocol) information received from the remote
device.

VLAN This shows the ID number of the VLAN to which the client belongs.
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Table 28 Site-wide > Clients > Client list (contfinued)

LABEL DESCRIPTION

oS This shows the operating system running on the client device, if known.

Rx rate This shows the maximum fransmission rate of the client.

Download This shows the amount of data received by the Nebula Device's clients.

Upload This shows the amount of data transmitted by the Nebula Device's clients.

Usage This shows the amount of data consumed by the Nebula Device's clients.

Tx rate This shows the maximum reception rate of the client.

= Click this icon to display a greater or lesser number of information about a specific client.

4.5.0.1 WiFi Client Details

Click a WiFi client entry in the Site-wide > Clients > Clients list screen to display individual client statistics.
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Figure 56 Site-wide > Clients > Clienfs list: WiFi Client Details
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The following table describes the labels in this screen.

Table 29 Site-wide > Clients > Clients list: WiFi Client Details

LABEL

DESCRIPTION

Clients

Click the edit icon to change the client name.

Basic information

Status

This shows whether the client is online (green), or goes offline (red). It also shows the last
date and time the client was discovered.

SSID

This shows the name of the Access Point’s WiFi network to which the client is connected.

Connected to

This shows the name of the Nebula managed Access Point to which the client is
connected.

Click the name to display the individual Access Point stafistics. See Section 4.3.1.1 on page
218.

Click Topology to go to the Site-wide > Topology screen. See Section 4.2 on page 208.

Signal

This shows the RSSI (Received Signal Strength Indicator) of the client’'s WiFi connection, and
an icon showing the signal strength.

Icon default thresholds:

e Green/5 blocks: signal is greater than —67 dBm, strong signall
* Amber/4 blocks: signal -67 to =73 dBm, average signal

¢ Amber/3 blocks: signal =74 to -80 dBm, below average signal
* Red/2 blocks: signalis less than -80 dBm, weak signal

Security

This shows the encryption method used to connect to the Access Point.

Captive portal

This shows the web authentication method used by the client to access the network.

User This shows the number of users currently connected to the network through the client
device.

Manufacturer This shows the manufacturer of the device connected to the Access Point.

(ON This shows the operating system running on the client device, if known.

Capability This shows the WiFi standards supported by the client or the supported standards currently
being used by the client.

Note This shows additional information for the client. Click the edit icon to change it.

History Click Event log to go to the Site-wide > Monitor > Access points > Event log screen.

Map This shows the location of the client on the Google map.

Current client
connection

This shows the Nebula Device(s) currently connecting to the client.

Top Application

Click Show info o view the following fields. Alternatively, click Hide info to hide the following
fields.

# This shows the ranking of the application.

Application This shows the application name.

Category This shows the category of the application, for example email, file sharing.

Usage This shows the amount of data consumed by the application.

% Usage This shows the percentage of usage for the application.

Period Select to view the statistics in the past two hours, day, week or month.

Pan Click fo move backward or forward by two hours or one day.

y-axis The y-axis shows the transmission speed of data sent or received by the client in kilobits per
second (Kbps).

X-axis The x-axis shows the fime period over which the fraffic flow occurred.

Network
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Table 29 Site-wide > Clients > Clienfs list: WiFi Client Details (continued)

LABEL

DESCRIPTION

IPv4 address

This shows the IP address of the client.

MAC address

This shows the MAC address of the client.

VLAN This shows the ID number of the VLAN to which the client belongs.
Ping Click the button to ping the client’s IP address from the Nebula AP fo test connectivity.
Loss rate This shows the rate of packet loss when you perform ping.

Average latency

This shows the average latency in ms when you perform ping.

4.5.0.2 Wired Client Details

Click a wired client’s descriptive name in the Site-wide > Clients > Clients list screen fo display individual

client statistics.
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Figure 57 Site-wide > Clients > Clienfs list: Wired Client Details
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The following table describes the labels in this screen.

Table 30 Site-wide > Clients > Clients list: Wired Client Details

LABEL DESCRIPTION

Clients Click the edit icon to change the client name.

Basic information

Status This shows whether the client is online (green) or offline (red). It also shows the last date and
time the client was discovered, and whether the client is wired or wireless.
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Table 30 Site-wide > Clients > Clienfs list: Wired Client Details (continued)

LABEL

DESCRIPTION

Connected to

This shows the name of the Security Appliance to which the client is connected.

Click the Nebula Device name to display the screen where you can view detailed
information about the Nebula Device.

Click Topology to go to the Site-wide > Topology screen. See Section 4.2 on page 208.

User This shows the number of users currently connected to the network through the client
device.

Manufacturer This shows the manufacturer of the client device.

(ON This shows the operating system running on the client device, if known.

Note Enter information about this Nebula Device, for yourself or for other administrators.

History Click Event log to go to the Site-wide > Monitor > Access points > Event log screen.

LLDP information

This shows the LLDP (Link Layer Discovery Protocol) information received from the remote
device.

Network

IPv4 address

This shows the IPv4 address of the client.

MAC address

This shows the MAC address of the client.

VLAN This shows the VLAN ID for this client.

Interface This shows the interface of the Nebula Device to which the client is connected.

Port This shows the port number of the Nebula Device the client is connected.

Port forwarding This shows the port forwarding rule configured for inbound traffic. Otherwise, it is none.
1:1 NAT IPs This shows the local (LAN) IP address of the Nebula Device the client is connected.

Current client
connection

This shows the Nebula Device(s) currently connecting to the client.

Top Application

Click Show info o view the following fields. Alternatively, click Hide info to hide the following
fields.

# This shows the ranking of the application.

Application This shows the application name.

Category This shows the category of the application, for example email, file sharing.
Usage This shows the amount of data consumed by the application.

% Usage This shows the percentage of usage for the application.

Move the cursor over f

he chart to see the fransmission rate at a specific time.

Zoom Select to view the statfistics in the past 2 hours, day, week, or month.

Pan Click fo move backward or forward by one day or week.

Ping Click the button to ping the client’s IP address from the gateway to test connectivity.
Note: This button is grayed-out when client is not assigned an IP address.

Loss rate This shows the rate of packet loss when you perform ping.

Average latency

This shows the average latency in ms when you perform ping.

4.5.1 WiFi Aid

The WiFi Aid screen displays the number of WiFi clients that cannot connect to a Nebula Device(s) in a
site. It also displays the number of WiFi clients who cannot authenticate with a Nebula Device acting as
a hotspot (captive portal) or who have timed out.
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Use this screen to identify connection problems between WiFi clients and supported Nebula Device(s).
Click Site-wide > Clients > WiFi Aid to access this screen.

Note: This feature is only available if you have the Nebula Pro Pack license.

Note: After a WiFi client successfully connects to the Nebula Device, NCC erases past
connection failures.

Figure 58 Site-wide > Clients > WiFi Aid
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The following table describes the labels in this screen.

Table 31 Site-wide > Clients > WiFi Aid
LABEL DESCRIPTION
WiFi Aid Select a Time range. The overview will show all WiFi clients’ connection issues in the Last hour,

Last 12 hours, Last 24 hours, or Custom range (from 15 minutes to one day).

Select to filter the overview of the client’s WiFi connection issues based on one AP WiFi network
(SSID), or all AP WiFi networks in this site (All SSIDs, default).

Select to filter the overview of all WiFi clients’ connection issues based on one AP tag, or All tags
(default). This is the tag you create in Site-wide > Devices > Access points.

Click the Refresh icon to update this screen.

Client devices
affected by
connection
problems

This chart displays the number of WiFi clients in this site with the following connection problems.

e Wireless (WiFi) failures. This displays the number of WiFi clients that could not connect to the
Nebula Device.
— Make sure the WiFi client is within transmission range of the Nebula Device.
— Make sure the WiFi client connects to the correct SSID and enters the correct password.
— Make sure the WiFi adapter on the WiFi client is working properly.

e DHCP failures. This displays the number of WiFi clients that failed to receive an IP address
due to DHCP failure/timeout with the DHCP server.
— Increase the number of IP addresses that the DHCP server can allocate.
— Shorten the DHCP lease time that the WiFi client can use the assigned IP address.

¢ DNS failures. This displays the number of WiFi clients that failed DNS query due to DNS
fimeout from a DNS server.
— Make sure the DNS server is working properly.

If the Nebula Device is acting as the DHCP server or DNS server in this site, check the setfings.
For a Security Router, see Section 7.3.1.2 on page 425 for more information.

For a Security Firewall, see Section 8.3.3.2 on page 489 for more information.

For a Security Gateway, see Section 9.3.1.1 on page 589 for more information.

For a Mobile Router, see Section 10.4 on page 640 for more information.

Client devices
affected by
captive portal
problems

This chart displays the number of WiFi clients that could not connect to the Nebula Device
acting as a hotspot. This includes entering the wrong user credentials or an authentication
fimeout.

Failed clients

This table displays the number of WiFi clients with failed connection attempts (WiFi connection/
DHCP failures/DNS failures) and the number of total connection attempts. The list displays the
WiFi client with the most connection failures first, in descending order.

Clicking the hyperlink in the Client device column will direct you to the Site-wide > Monitor >
Client: Client device screen. See Section 4.5 on page 258 for more information on this screen.

Clicking the numerator hyperlink in the # Failed/total connections column will direct you to the
Site-wide > Monitor > Connection log screen. See Section 4.8 on page 274 for more information
on this screen.

The Last failed issue column displays the reason for the last connection failure.

Failed
connection by
SSID

This table displays the number of WiFi clients with WiFi connection/DHCP failures/DNS failures in
each WiFi network. The list displays the WiFi network with the most connection failures first, in
descending order.

Clicking the hyperlink in the # Failed connections column will direct you fo the Site-wide >
Monitor > Connection log screen. See Secftion 4.8 on page 274 for more information on this
screen.
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Table 31 Site-wide > Clients > WiFi Aid (continued)

LABEL

DESCRIPTION

Captive portal
login issues by
client

This table displays the list of WiFi clients with the corresponding number of failed hotspot
authentication or timeout. The list displays the WiFi client that could not connect to the Nebula
Device acting as a hotspot the most number of times first, in descending order.

Clicking the hyperlink in the Client device column will direct you to the Site-wide > Clients >
Client: Client device screen. See Section 4.5 on page 258 for more information on this screen.

Clicking the hyperlink in the # Failed authentication column will direct you fo the Site-wide >
Monitor > Connection log screen. See Section 4.8 on page 274 for more information on this
screen.

Failed
connection by
AP

This table displays the number of WiFi clients with WiFi connection/DHCP failures/DNS failures to
each Nebula Device. The list displays the Nebula Device with the most connection failures first,
in descending order.

Clicking the hyperlink in the # Failed connection column will direct you to the Site-wide > Clients
> Connection log screen. See Section 4.8 on page 274 for more information on this screen.

WiFi Aid alert

Specify how long (15/30 minutes / 1 hour) the NCC waits before generating and sending an
alert.

Select the items to have the NCC generate and send an alert by email when the following
events has reached the threshold (maximum 999):

*  WiFi clients with failed connection attempts (WiFi connection / DHCP failures / DNS failures).
*  WiFi clients with failed WiFi connection attempts.

*  WiFi clients with DHCP failures.

*  WiFi clients with DNS failures.

4.6 Applications Usage

This screen displays usage statistics for applications used in the site. An application can be a specific
app or service (for example, Facebook) or a general protocol (for example, HTTP). You can also block or
restrict bandwidth for applications at the gateway, and for multiple applications by category.

Click Site-wide > Applications Usage to access this screen.

Note: You can view this screen by application or by category.
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Figure 59 Site-wide > Applications usage: Application View
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Figure 60 Site-wide > Applications usage: Category View
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The following table describes the labels in this screen.

Table 32 Site-wide > Applications usage

LABEL

DESCRIPTION

Applications

In Application view, select to view all applications of Nebula Security Appliances / Nebula
Access Points, or only applications with bandwidth or block policies applied to Nebula
Security Appliances.

In Category view, select to view all applications of Nebula Security Appliances / Nebula
Access Points only.

Select to view the report for the past day or week. Alternatively, select Custom range... to
specify a time period the report will span. You can also select the number of results you
want to view in a table.

<

Click this button to reload the data-related frames on this page.

Category View /
Application View

Click this button to view statistics by application or category.

y-axis The y-axis shows the total amount of data used by applications or categories in the site.
X-QIXis The x-axis shows the fime period over which the data usage occurred.
Keyword Enter a keyword to filter the list of log entries.

N applications/
categories

This shows the number of applications/categories (N) in the list.

Application/Category-View Fields

Status This shows whether the application or category is blocked or allowed within the current site.
Application This shows the application name.
Category This shows the name of the category to which the application belongs.

Note: Click this field in Category view to see all applications in the category.

Bandwidth limit

This shows the bandwidth restriction policy for the application.

Usage This shows the amount of data consumed by the application, or all applications in the
category.

% Usage This shows the percentage of usage for the application or category.

Limit Click this to limit the bandwidth for the application on the site’s gateway.

You can apply the restrictions per gateway interface, or for all interfaces.

4.7 Summary Report

Use this screen to view statistics for the Nebula Devices and networks in the selected site.

Click Site-wide > Summary report to access this screen.
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Figure 61 Site-wide > Summary report
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The following table describes the labels in this screen.

Table 33 Site-wide > Summary report

LABEL

DESCRIPTION

Summary report

Select to view the report for the past day, week or month. Alternatively, select Custom
range... to specify a time period the report will span. You can also select the number of
results you want to view in a table.

Last 24 hours
% © Last7days

L Custom range ...

(", Update

Email report

Click this button to send summary reports by email, change the logo and set email
schedules.

Top devices by usage

Note: The Security Firewall(s) in Cloud Monitoring mode will not show here.

This shows the index number of the Nebula Device.

Name

This shows the descriptive name of the Nebula Device. You can click the name to view the
Nebula Device details.
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Table 33 Site-wide > Summary report (contfinued)

LABEL DESCRIPTION

Model This shows the model number of the Nebula Device.

Usage This shows the amount of data that has been fransmitted by or through the Nebula Device.
Client This shows the number of clients currently connected to the Nebula Device.

Location

This shows the location of the site’s gateway device on the map.

Note: The Security Firewall(s) in Cloud Monitoring mode will not show here.

Top SSIDs by usage

# This shows the ranking of the SSID.

SSID This shows the SSID network name.

Encryption This shows the encryption method use by the SSID network.

# Client This shows how many WiFi clients are connecting to this SSID.

% Client This shows what percentage of associated WiFi clients are connecting to this SSID.

Usage This shows the total amount of data transmitted or received by clients connecting to this
SSID.

% Usage This shows the percentage of usage for the clients connecting to this SSID.

Top switches by power usage

# This shows the ranking of the Nebula Switch.

Name This shows the descriptive name of the Nebula Switch.

Model This shows the model number of the Nebula Switch.

Power Usage This shows the total amount of power consumed by the Nebula Switch's connected PoE
devices during the specified period of time.

Ethernet power This graph shows power used by all PoE Switch ports in the site within the specified fime, in
Watts.

Avg This shows the average power consumption for all Switch ports.

Max This shows the maximum power consumption of the Switch ports.

Min This shows the minimum power consumption of the Switch ports.

y-Qaxis The y-axis shows how much power is used by all Switches in the site, in Watts.

X-QXis The x-axis shows the fime period over which power consumption is recorded.

4.8 Monitor

Use the Monitor menus to check the site features logs and containment list of the Nebula Devices for the
selected site. Please click the following links to go fo the respective Nebula Devices Monitor menus.

* Access pointfs (Section 5.2 on page 305)

» Switches (Section 6.2 on page 349)

e Security router (Section 7.2 on page 415)

* Mobile router (Section 10.4 on page 640)

* Firewall (Section 8.2 on page 4646)

e Security gateway (Section 9.2 on page 576)
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4.8.1 Containment List

This screen shows a list of clients that are currently blocked in the site by the CDR security service. You
can use this screen to release blocked clients. Click Site-wide > Monitor > Containment list to access this
screen.

Figure 62 Site-wide > Monitor > Containment list

Containment list

Time 1P address MACadd.. User Eventtype Contain.. Time rema... Connect ._

Release/Add to Exempt List
© Paddress

MAC address

The following table describes the labels in this screen.

Table 34 Site-wide > Monitor > Containment list

LABEL DESCRIPTION

Search Enter a MAC or IP address to filter the list of clients.

Time This field displays the date and time CDR contained this client.

IP address This field displays the IPv4 address of the client contained by CDR.

MAC address This field displays the MAC address of the client contained by CDR.

User This field displays the user name of a client contained by CDR who has been authenticated
for Internet access. The field is blank if user authentication is not required.

Event type This field displays details on the category of signature that triggered CDR: Web Filtering,
Anti-Malware or IPS (IDP).

Containment This field displays if the client is blocked, quarantined or just triggers an alert.

Time Remaining This field displays the amount of fime left until this client is released by CDR.

(mins.)

Connect to This field displays the description of the Access Point or the interface of the Nebula Device

that the contained client is connected to.

Release/Add to Exempt List

Release Select a client and then click this to release this client device from CDR containment.

Add to Exempt List Select a client, select an IPv4 address or MAC address, and then click OK fo release this
client device from CDR containment. This client device's IP or MAC address is exempt from
future CDR checking.

4.8.2 Site Features Logs

This screen displays events from the Security Appliance within the selected site, such as CDR service
events, alerts, and firmware management.

Click Site-wide > Monitor > Site features logs fo access this screen.
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Figure 63 Site-wide > Monitor > Site features logs
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Time Feature Category Detail =
2021-03-2914:35:32 CDR Block Releose contained client: Time's up: IP192168.2.37,
2021-03-2914:35:32 CDR Block CDR event detected: IP-1921682.37,
2021-03-29 09:29:56 CDR Block Releose contained client: Time's up: IP-192.168.47160,
2021-03-29 092956 CDR Block CDR event detected: IP-192168 47160,
2021-03-29 09:29:26 CDR Block Release contained client: Time's up: IP192168.47159,
2021-03-20 09:26-26 CDR Block CDR event detected: IP-192168 47159,
2021-03-20 09:28:26 CDR Block Release contained client: Time's up: IP:192168.47158,
2021-03-20 09:28:26 CDR Block CDR event detected: |P-192168 47158,
2021-03-20 09:28:26 CDR Block Release contained client: Time's up: IP:192168.47157,
The following table describes the labels in this screen.
Table 35 Site-wide > Monitor > Site features logs
LABEL DESCRIPTION
Feature Select the features that you want to view logs for.
Keyword Enfer a keyword to filter the list of log entries.
Category Select the type of log messages you want to view. The available categories will depend on

the features you have selected under Feature.

Range/Before Select filtering options, set a date, and then click Search to filter log entries by date.
Range: Display log enftries from the first specified date to the second specified date.

Before: Display log entries from the beginning of the log to the selected date.

Reset filters . Click this to return the search criteria to the previously saved time setting.
Search Click this to update the list of logs based on the search criteria.

Newer/Older Click to sort the log messages by most recent or oldest.

N Logs This shows the number of log messages (N) in the list.

Export Click this button to download the log list as a CSV or XML file to your computer.
Time This shows the date and time when the log was recorded.

It uses the local time seft for the site af Site-wide > Configure > Site settings.

Feature Select the feature that created the log message.

Category This shows the type of log message, for example “Block”. The available categories will
depend on the feature.
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Table 35 Site-wide > Monitor > Site features logs (continued)

LABEL DESCRIPTION

Detail This shows the details of the event.

Note: Click the Nebula Device name link for an Auto configuration recovery alert
to go to Site-wide > Devices > Switches: Switch Details screen for more
information.

= Click this icon to display a greater or lesser number of configuration fields.

4.9 Configure

Use the Configure menus to set the WiFi security settings for Nebula Devices of the selected site. Please
click the following links to go to the respective Nebula Devices Configure menus.

Access points (Section 5.3 on page 317)
Switches (Section 6.3 on page 362)

Security router (Section 7.3 on page 420)
Mobile router (Section 10.2 on page 632)
Firewall (Section 8.3 on page 474)

Security gateway (Section 9.3 on page 584)

4.9.1 Alert Settings

Use this screen to set which alerts and reports are created and emailed. You can also set the email
addresses to which an alert is sent. Click Site-wide > Configure > Alert settings fo access this screen.

Note: NCC's Smart Alert Engine uses knowledge of network topology and cross-device

functionality to only generate alerts for unexpected events. This helps avoids
unnecessary emails and nofifications.

For example, an Access Point is receiving power from a PoE switch. If the Access Point
loses power because its Ethernet cable is disconnected, NCC generates an alert. If the
Access Point loses power because the Switch has a PoE schedule that disables power
to the Access Point, NCC does not generate an alert.
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Figure 64 Site-wide > Configure > Alert seftings
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¥ security alerts

CDR containment @

SecuReporter

Naotification mode

Email subject

Email description

Naotification interval

Event severity

Event threshold

Disable - to receive containment alerts

@ show additional recipients

Disable - to receive security alerts by SecuReporter

@ show additional recipients

(Optional, maximum character is 64.)

(Optional, maximum character is 255.)

1hour - Select notification interval if events were triggered

High

Category

Metwork Security Attack counts High 1

Network Security Attack counts High 10
Network Security Alert counts High 10
Network Security Malware/virus detection Medium 2

Network Security Malware/virus detection High 10
Network Security URL Threat Filter High 5

Network Security DNS Threat Filter High 5

MNetwork Security Sandboxing High 10
Network Security Sandboxing High 10
Network Security IP Reputation-incoming High 10
Network Security IP Reputation-Outgoing High 1

Anomaly Login failure Medium 10
Anomaly Traffic anomaly High 1

Anomaly Protocol anomaly High 1

Select severity level for email information

Severity Alert criteria

times of highest severity attacks within 5 minutes.

times attacks within 5 minutes.

count(s) of Malware/IPSthighest severity)/ADP(protocol anomaly) within 1 minute
times of same malware/virus is detected within 15 minutes.

count(s) of malware/virus attack within 5 minutes.

times of connection to threat websites within 60 minutes.

times of connection to threat/block DNS domain within 60 minutes.

times destroyed malicious files within 5 minutes

times destroyed suspicious files within 5 minutes.

times over of attacks to the internal network from external threat IP address within 10 minutes.
times over of connections to threat websites within 60 minutes

times of login failures within 1 minute

times of traffic anomaly scans/floods detected within 5 minutes.

times of protocol anomaly TCP/UDP/ICMP/IP decaders within 5 minutes

The following table describes the labels in this screen.

Table 36 Site-wide > Configure > Alert settings

LABEL

DESCRIPTION

Recipient

All site administrators

Select this to send alerts by email to all site administrators for the current site.

Custom email
recipient

Enter the email addresses to which you want to send alerts.

System alerts

Alert Aggregation

Alert aggregation combines offline/online alerts within a 5 minutes time frame into a single

alert nofification when In-app push in the notification type is selected.
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Table 36 Site-wide > Configure > Alert settings (continued)

LABEL

DESCRIPTION

Wireless

Specify how long in minutes (5/10/15/30/60) the NCC waits before generating and sending
an alert when an AP becomes offline.

For each alert, you can set how to receive alert nofifications:

* Email: Alert nofifications are sent by email fo configured administrators, custom email
recipients, and additional recipients.

* In-app push: Alert nofifications are sent fo site administrators who are logged info the
Nebula Mobile app. This type of notification is not available for some features.

* Both: Alert notifications are sent by email and app notification.
* Disable: No alerts are sent.

Show additional

Depending on your configuration on the nofification type, add additional user accounts

recipients who will receive email notifications for the alert.

Hide additional Do not show the additional user accounts who will receive email and/or in-app

recipients nofifications for the alert.

WiFi Aid Specify how long (15/30 minutes / 1 hour) the NCC waits before generating and sending an

alert.

Select the items to have the NCC generate and send an alert by email when the following
events has reached the threshold (maximum 999):

e WiFi clients with failed connection attempts (WiFi connection / DHCP failures / DNS
failures).

*  WiFi clients with failed WiFi connection attempts.
e WiFi clients with DHCP failures.
*  WiFi clients with DNS failures.

For each alert, you can set to receive alert notifications through email:

e Email: Alert nofifications are sent by email to configured administrators, custom email
recipients, and additional recipients.

¢ Disable: No alerts are sent.

Show additional

Depending on your configuratfion on the notification type, add additional user accounts

recipients who will receive email noftifications for the alert.

Hide additional Do not show the additional user accounts who will receive email and/or in-app

recipients notifications for the alert.

Switches Specify how long in minutes (5/10/15/30/60) the NCC waits before generating and sending

an alert when a port or a Switch or a stacking member goes offline, when the Switch
temperature rises above the threshold, or the fan is functioning above the normal speed.

For each alert, you can set how to receive alert nofifications:

e Email: Alert nofifications are sent by email to configured administrators, custom email
recipients, and additional recipients.

* In-app push: Alert notifications are sent to site administrators who are logged into the
Nebula Mobile app. This type of nofification is not available for some features.

e Both: Alert notifications are sent by email and app notification.
e Disable: No alerts are sent.

Show additional

Depending on your configuratfion on the notification type, add additional user accounts

recipients who will receive email noftifications for the alert.
Hide additional Do not show the additional user accounts who will receive email and/or in-app
recipients notifications for the alert.
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Table 36 Site-wide > Configure > Alert settings (continued)

LABEL

DESCRIPTION

Security Appliance

Specify how long in minutes (5/10/15/30/60) the NCC waits before generating and sending
an alert when a Security Appliance goes offline, there are more requests for IP addresses
than what is available in the pool, a VPN connection is established or disconnected, or the
WAN connection status has changed.

For each alert, you can set how to receive alert nofifications:

e Email: Alert nofifications are sent by email to configured administrators, custom email
recipients, and additional recipients.

¢ In-app push: Alert notifications are sent to site administrators who are logged into the
Nebula Mobile app. This type of nofification is not available for some features.

¢ Both: Alert notifications are sent by email and app notification.
* Disable: No alerts are sent.

Show additional

Depending on your configuration on the nofification type, add additional user accounts

recipients who will receive email noftifications for the alert.
Hide additional Do not show the additional user accounts who will receive email and/or in-app
recipients notifications for the alert.

Mobile router /
Accessory

Specify how long in minutes (5/10/15/30/60) the NCC waits before generating and sending
an alert when a mobile router / accessory goes offline.

For each alert, you can set how to receive alert nofifications:

¢ Email: Alert notifications are sent by email to configured administrators, custom email
recipients, and additional recipients.

¢ In-app push: Alert nofifications are sent to site administrators who are logged into the
Nebula Mobile app. This type of notification is not available for some features.

¢ Both: Alert notifications are sent by email and app notification.
* Disable: No alerts are sent.

Show additional

Depending on your configuration on the nofification type, add additional user accounts

recipients who will receive email notifications for the alert.

Hide additional Do not show the additional user accounts who will receive email and/or in-app
recipients noftifications for the alert.

Other Specify whether to send an alert each time configuration settings are changed.

Show additional

Depending on your configuration on the nofification type, add additional user accounts

recipients who will receive email notifications for the alert.
Hide additional Do not show the additional user accounts who will receive email and/or in-app
recipients notifications for the alert.

Security alerts

CDR containment

Specify whether to send an email alert each time a CDR block or containment action is
friggered.

Show additional
recipients

Add additional user accounts who will receive email notifications for the alert.

Hide additional
recipients

Do not show the additional user accounts who will receive email notifications for the alert.

SecuReporter

Notification mode

For each alert, you can set how fo receive alert nofifications:

¢ Email: Alert notifications are sent by email to configured administrators, custom email
recipients, and additional recipients.

* In-app push: Alert nofifications are sent fo site administrators who are logged info the
Nebula Mobile app. This type of notification is not available for some features.

* Both: Alert notifications are sent by email and app notification.
* Disable: No alerts are sent.

Show additional
recipients

Add additional user accounts who will receive email and in-app nofifications for the alert.
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Table 36 Site-wide > Configure > Alert settings (continued)

LABEL DESCRIPTION
Hide additional Do not show the additional user accounts who will receive email and/or in-app
recipients nofifications for the alert.

Email subject

Enter an email title here.

Email description

Enter a description of the emails o be sent here. For example, maybe these emails are just
for high severity events.

Notification interval

Specify how often to receive a SecuReporter report.

If no security events were triggered, SecuReporter will not send a report.

Event severity

Select the severity level of events that will be included in each report.

Event threshold

This table lists the events that trigger SecuReporter security alerts.

You can set the alert threshold. For example, X count(s) of malware/virus attack within 5
minutes means SecuReporter includes areport in the email if the tfotal number of combined
malware and virus detection events exceed X within a 5 minute time period.

4.9.2 Firmware Management

Use this screen to schedule a firmware upgrade. You can make different schedules for different types of
Nebula Devices in the site or create a schedule for a specific Nebula Device. Click Site-wide >
Configure > Firmware management to access these screens.

4.9.2.1 Firmware Management Overview Screen

Use this screen to schedule a firmware upgrade for each Nebula Device type. You can make different
schedules for different types of Nebula Devices in the site. Click Site-wide > Configure > Firmware
management > Overview fo access this screen.
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Figure 65 Site-Wide > Configure > Firmware management > Overview
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The following table describes the labels in this screen.

Table 37 Site-Wide > Configure > Firmware management > Overview

LABEL

DESCRIPTION

Access point / Switch / Security router / Firewall or Security Gateway / Mobile router / Accessory

Upgrade available

This shows the status of the Nebula Device's firmware in your site.

Up to date is displayed if all the Nebula Device(s) of a particular type (for example, all
Switches) in your site are using the latest firmware version.

Upgrade available is displayed if there is firmware update available for any of the
Nebula Device(s) of a parficular type in your site. Click Devices to see a table list of your
Nebula Device(s) that can receive this upgrade.

Applicable devices X

Firmware Type: Stable

Devicetype Model MAC address S/N Current version Schedule upgrade version
Access point  NWATZ23-AC HD ST8A-AnENAA-RD AL VE6.25(ABIN.4) V6.25(ABIN.E)
Access point  WAXE10D ROCEARNCERCE Q9001 AR2ANSRT - VE.30(ABTE.O) V6.30(ABTE 4)

Close

Locked is displayed if all the Nebula Device(s) of a particular type (for example, all
Switches) in your site are using a specific version of firmware that Zyxel customer support
is monitoring for troubleshooting.

No devices is displayed if there is no Nebula Device of a particular type (for example,
Mobile Router) registered in your site.
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Table 37 Site-Wide > Configure > Firmware management > Overview (continued)

LABEL

DESCRIPTION

Settings

Create a schedule for each Nebula Device type. The following Upgrade policy are
available:

¢ Select Auto upgrade at to create arecurring schedule. With a recurring schedule, NCC
will check and install the firmware when a new firmware release is available for each
Nebula Device type.

¢ Select Upgrade at to install the firmware at a specific date and fime (up to 1T month
from now) when firmware update is available for each Nebula Device type.

Note: Due to network bandwidth and number of Nebula Devices per site, not all
Nebula Devices may get the firmware upgrade on the specified date/
fime.

This field's setting will change o the Auto upgrade at schedule after
performing the firmware update.

* Select Upgrade now to immediately install the firmware for each Nebula Device type.
Then select the Firmware type (Stable or Latest (default)).

Note: This button is selectable only when there is frmware update available. This
field’s sefting will return fo it's previous setting (Auto upgrade at or Ignore
upgrade) after performing the firmware update.

e Select Ignore upgrade if you choose not to install the firmware.

Note: NCC will still perform a mandatory upgrade if the Nebula Device's frmware
have security vulnerabilities, and/or lack key performance improvements.
When the schedule for Auto upgrade at is earlier than the mandatory
upgrade schedule, then the Auto upgrade at schedule has priority.

Firmware type

Set the type of firmware to be installed for each Nebula Device type.

* Select Stable to install a frmware that may not have the latest features but has passed
Zyxel internal and external testing.

¢ Select Latest fo install the most recently release firmware with the latest features,
improvements, and bug fixes.

Note: This field is hidden when Ignore upgrade is selected in Settings.
We generally recommend updating to the Latest firmware type so that you
get the latest features, improvements, and bug fixes. All firmware releases
are thoroughly fested internally by our engineers. If your requirements are
such that you prefer fewer updates, go with the Stable firmware type.

4.9.2.2 Firmware Management Devices Screen

Use this screen to make different firmware upgrade schedules for different types of Nebula Devices in
the site. Click Site-wide > Configure > Firmware management > Devices to access this screen.

Note: While installing a firmware update, the Nebula Device will continue fo operate normally
until it reboots. The reboot will take 3 to 5 minutes, so it is best fo pick an upgrade fime
that has minimal impact on your network.
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Figure 66 Site-wide > Configure > Firmware management > Devices

Site-wide » Configure > Firmware management

Firmware management

Overview Devices

Status Device type Tag Model Current version Firmware status Firmware type Availability Locked

ny - Any w* | Any w || - - | Am - | A - A - | Any -

# - Schedule upgrade ® selected in @ devices

MAC address Current version rmware status Upgrade sct

(m] ® switch NSWI00-10P 1mEA e IRnannat Y3 00(ABGO.2) | 11/18/2018 Good @ Upgrode available Stable No
O ® Access point ' WAXS510D emarannass g 0O(ABTF.O)T 2022101911600 Custom 0 Upgrade available General Availability No
] [ ] Access point  NWASOAX BOEMASANASAN  CAMCAMNNINTY. YIOO(ABYW.0) ‘Warning ﬂ Upgrade available General Availability No
| ® Access point  WAXE50S Breaa 2nan e anannas Vg 50(ABRM.O)bS Custom @ Upgrade available Beta No
O [ ] Access point  NWASOAX PRC emnvEIMoInT g 50(ACGE 0)b6 Custom @ Upgrade available General Avallability No
O ® Access point  NWAQOAX PRO ST 77EAALEERC  emnveinonns g 50(ACGFO)bE Custom o Upgrade available General Availability No
® Access point WAXB20D-6E  1nTrEIARTIT QMOVIRNITTAT  \JE.E0(ACCN.0)bS Custom @ Upgrade available General Availability @ Every Mondar
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The following table describes the labels in this screen.

Table 38 Site-wide > Configure > Firmware management > Devices

LABEL

DESCRIPTION

Upgrade Now

Click this to immediately install the firmware on the selected Nebula Devices.

This button is selectable only when there is firmware update available for all the selected
Nebula Devices.

Then, select the Firmware type to be installed.

¢ Select Stable to install a firmware that may not have the latest features but has passed
Zyxel internal and external testing.

¢ Select Latest fo install the most recently release firmware with the latest features,
improvements, and bug fixes.

Upgrade now X
You are going to upgrade your device's firmware now.
While installing a firmware update, your service will continue to operate normally until they reboot as the final step in the upgrade process

The reboot takes 3-5 minutes, so it is the best to pick an upgrade time with minimal expected network usage

Please click OK to continue

Firmware type:  Latest -

Cancel m

Schedule Upgrade

Click this to pop up a window where you can create a new schedule for the selected
Nebula Devices.

You can select to upgrade firmware according to the site-wide schedule configured for
the Nebula Device type in the site, create a recurring schedule, edit the schedule with a
specific date and time when firmware update is available for all the selected Nebula
Devices, orimmediately install the firmware.

With a recurring schedule, the NCC will check and perform a firmware update when a new
firmware release is available for any of the selected Nebula Devices. If the NCC service is
downgraded from Nebula Professional Pack to Nebula Base, the Nebula Devices
automatically changes to adhere to the site-wide schedule.

Schedule upgrade b4
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Table 38 Site-wide > Configure > Firmware management > Devices (confinued)

LABEL DESCRIPTION
Reset Select one or more Nebula Devices, and then click Reset to allow the Nebula Devices to
follow the site-wide firmware management settings.
Status This shows the status of the Nebula Device.
¢ Green: The Nebula Device is online and has no alerts.
¢ Amber: The Nebula Device has alerts.
¢ Red: The Nebula Device is offline.
e Gray: The Nebula Device has been offline for 7 days or more.
Device type This shows the type of the Nebula Device.
Model This shows the model number of the Nebula Device.
Tag This shows the tag created and added to the Nebula Device.
Name This shows the descriptive name of the Nebula Device.
MAC address This shows the MAC address of the Nebula Device.
S/N This shows the serial number of the Nebula Device.

Current version

This shows the version number of the firmware the Nebula Device is currently running. It
shows N/A when the Nebula Device goes offline and its firmware version is not available.

Firmware status

The status shows Good if the Nebula Device is running a Stable / General Availability /
Latest firmware type.

The status shows Warning if the Nebula Device is running a firmware type older than Stable,
a newer firmware is available, and immediate action is recommended. The newer
firmware may contain security enhancements, new features, and performance
improvements.

The status shows Critical if the Nebula Device is running a firmware type older than Stable, a
newer firmware is available, and immediate action is required. The firmware may have
security vulnerabilities and/or lack key performance improvements.

The status shows Custom if the Nebula Device is running a firmware with specialized
features that is not available to the general public.

The status changes to Upgrading... after you click Upgrade Now to install the firmware
immediately.

Firmware type

This shows Stable when the installed firmware may not have the latest features but has
passed Zyxel internal and external testing.

This shows Latest when the installed firmware is the most recent release with the latest
features, improvements, and bug fixes.

This shows General Availability when the installed firmware is a release before Latest, but is
still undergoing Zyxel external testing.

This shows Dedicated when the installed firmware is locked and Zyxel support is monitoring.
Contact Zyxel customer support if you want to unlock the firmware in order fo upgrade to a
later one.

This shows Beta when the installed firmware is a release version for testing the latest features
and is still undergoing Zyxel internal and external testing.

This shows N/A when the Nebula Device is offline and its firmware status is not available.

Availability

This shows whether the firmware on the Nebula Device is Up to date, there is frmware
update available for the Nebula Device (Upgrade available), or a specific version of
firmware has been installed by Zyxel customer support (Locked). Contact Zyxel customer
support if you want fo unlock the firmware in order to upgrade to a later one.
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Table 38 Site-wide > Configure > Firmware management > Devices (continued)
LABEL DESCRIPTION

Upgrade scheduled | This shows the date and time when a new firmware upgrade is scheduled to occur.
Otherwise, it shows Follow upgrade time and the Nebula Device sticks to the site-wide
schedule or No when the firmware on the Nebula Device is up-to-date or the Nebula
Device goes offline and its frmware status is not available.

A lock icon displays if a specific schedule is created for the Nebula Device, which means
the Nebula Device firmware will not be upgraded according to the schedule configured
for all Nebula Devices in the site.

Last upgrade time This shows the last date and time the firmware was upgraded on the Nebula Device.
Schedule upgrade This shows the version number of the firmware which is scheduled to be installed.
version

@ Click this icon to display a greater or lesser number of configuration fields.

4.9.3 Cloud Authentication

Use this screen to view and manage the user accounts which are authenticated using the NCC user
database, rather than an external RADIUS server. Click Site-wide > Configure > Cloud authentication to
access these screen.

Note: The changes you made in this screen apply only to the current site. To change the

cloud authentication settings for all sites in the organization, go to Organization-wide >
Organization-wide manage > Cloud Authentication (see Section 4.9 on page 277).

Note: For more information on user account types, see Section 12.4.7.1 on page 710.

4.9.3.1 Cloud Authentication User Screen

Use this screen to view and manage regular NCC network user accounts. Click Site-wide > Configure >
Cloud Authentication > User to access this screen.

Figure 67 Site-wide > Configure > Cloud Authentication > User

Cloud quthentication  (Site ZyNet TW)

User MAC DPPSK

Userna... Descrip.. 802X Authori..  Expire in Login by DPPSK &) VLANa.. 2FASta.. Bypass.. Authori..  Create..

vpnuser@.. vpnuser No Yes Yes Never Username: Not Enroll.. No samuelyu.. samuelyu. 2022-06-1610:22

v

The following table describes the labels in this screen.
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Note: Some of the actions on this screen are only available if your administrator account has
full access to the organization.

Table 39 Site-wide > Configure > Cloud Authentication > User

LABEL

DESCRIPTION

Authorization

Select one or more than one user account and click this button to configure the authorization
settings for the selected user accounts.

o Authorize users (this site only)
o Does not expire

Expires in: minutes

Revoke authorization (this site only)

Remove users

Select one or more than one user account and click this button to remove the selected user
accounts.

VPN access

Select one or more than one user account and click this button fo configure whether the
accounts can be used to connect fo the organization’s networks through VPN.

VLAN attribute

Select one or more than one user account and click this button to assign the users to a specific
VLAN ID, or clear the VLAN ID. Then click Update.

7 VLAN attribute

Assign VLAN for users

VLAN (1~ 4094)

© Delete VLAN

Update

Search users

Enter a key word as the filter criteria to filter the list of user accounts.

N User

This shows how many user accounts (N) match the filter criteria and how many user accounts
of the selected type are created in total.

Import Click this button to create user accounts in bulk by importing a complete list of all new users in
an Excel file.
Bulk Import X
"Bulk Import" supports for faster inputting. Please follow this template to import
Or drag file here
Close

Add Click this butfton to create a new user account. See Section 4.9.3.2 on page 291.
Export Click this button to save the account list as a CSV or XML file to your computer.
Email This shows the email address of the user account.
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Table 39 Site-wide > Configure > Cloud Authentication > User (continued)

LABEL DESCRIPTION

Username This shows the user name of the user account.

Description This shows the descriptive name of the user account.

802.1X This shows whether 802.1X (WPA-Enterprise) authentication is enabled on the account.

VPN access This shows whether the accounts can be used to connect fo the organization’s networks
through VPN.

Authorized This shows whether the user has been authorized in this site or not.

Expire in (UTC)

This shows the date and time that the account expires.
This shows -- if authentication is disabled for this account.
This shows Never if the account never expires.

This shows Multiple value if the account has different Expire in values across different sites.

Login by

This shows whether the user needs to log in with the email address and/or user name.

DP